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Abstract. The accelerated pace of digital transformation has significantly reshaped
the cybersecurity domain, fostering an interconnected ecosystem in which cyber
threats have expanded in both their complexity and scope. Traditional cybersecu-
rity methods are increasingly inadequate for addressing the rapidly evolving threat
landscape, emphasizing the critical need for intelligent, adaptive, and proactive de-
fensive strategies. This study introduces Dynamic Industrial Cyber Risk Modelling
Based on Evidence (DICYME), a comprehensive system that integrates diverse ana-
lytical techniques to identify patterns and characteristics that reveal emerging threat
trends, enabling organizations to proactively defend against potential future attacks.
Beyond threat detection, DICYME operates as a pipeline that retrieves data from
diverse cyber incident reports, specialized databases, and other relevant sources of
cyber-related information, applies specialized techniques for victim identification,
indicator computation, threat actor profiling, Common Vulnerability and Exposure
(CVE) relationship mapping, and ultimately performs the Cyber Risk Quantifica-
tion (CRQ). This final stage represents the system’s most distinctive contribution,
as it translates complex analytical outputs into actionable risk insights, empower-
ing organizations to make informed strategic decisions in the face of evolving cyber
threats. Alternatively, the system implements an automatic workflow that constructs
new datasets of compromised entities, enabling these datasets to be used by all com-
ponents of the system. Experiments on real cyber incident datasets demonstrate the
system’s ability to automatically construct high-quality victim profiles and estimate
annualized financial risk, offering a scalable and data-driven approach for proactive
cybersecurity management.

Keywords: Cyber risk quantification, Machine Learning, Large Language Models,
Indicators, Firmographics, Threat actors, Vulnerabilities.

* This is an extended and updated version of the paper “Dynamic Industrial Cyber Risk Modelling based on
Evidence (DICYME)” presented at the 10th Jornadas Nacionales de Investigacion en Ciberseguridad (JNIC
2025), Zaragoza, Spain.



344 Javier Garcia-Ochoa et al.

1. Introduction

The exponential growth of digital transformation has fundamentally reshaped the global
cybersecurity landscape, creating an interconnected ecosystem in which cyber threats
have evolved in both sophistication and scale. The accelerated migration of individuals
and organizations toward digital environments, particularly intensified by digital transfor-
mation, has expanded the attack surface and created new vulnerabilities across multiple
technological layers, including cloud computing, Internet of Things (IoT) devices, social
media platforms, and cryptocurrency systems [17]. This dynamic environment has ren-
dered traditional, static cybersecurity strategies increasingly inadequate, as they often fail
to anticipate emerging threats or provide real-time insights into the evolving risk profile
of an organization.

Organizations face the dual challenge of identifying potential threats and quantify-
ing their impact in a timely manner. Conventional cyber risk assessments rely heavily on
manual processes and historical data, which are often incomplete, delayed, or incompat-
ible across sources. This results in a slow, resource-intensive evaluation that struggles to
capture the rapidly changing threat landscape and the adaptive and dynamic structure of
organizations. Moreover, many existing approaches treat vulnerability and threat intelli-
gence in isolation, failing to integrate multiple data streams into a unified, actionable risk
framework.

Given the constant threats that can compromise enterprises across all sectors, there is
a critical need for intelligence-driven cybersecurity measures that go beyond traditional
methods. Integrating Machine Learning (ML) and Artificial Intelligence (AI) methodolo-
gies [10] allows organizations to adopt proactive, adaptive strategies capable of real-time
risk quantification and data-driven decision-making. By leveraging the temporal patterns
of cyber incidents through techniques such as time-series analysis, it becomes possible
to anticipate future attack occurrences and detect anomalies that may indicate imminent
threats [13]. This combination of automation, advanced analytics, and predictive model-
ing provides a foundation for more efficient, accurate, and dynamic cyber risk manage-
ment.

To address these limitations, this study presents DICYME, a comprehensive system
that combines automatic intelligence extraction, advanced ML models, and real-time risk
quantification. DICYME leverages both public and private datasets, dynamically incor-
porating new vulnerabilities, emerging attack techniques, and threat actor behaviors. The
system translates this intelligence into quantitative indicators and probabilistic scores,
which are then used to estimate the likelihood, frequency, and potential impact of cyber
incidents, including both primary and secondary losses.

A key feature of DICYME is the usage of Large Language Model (LLM) to generate
interpretable explanations and actionable recommendations, helping stakeholders under-
stand the rationale behind risk assessments and mitigation strategies. Additionally, it is
adaptable to different stakeholder needs, supporting interactive visualization and report-
ing tools suitable for technical teams, executive decision-makers, insurers, and reinsurers,
providing tailored insights that facilitate informed, data-driven decisions.

By integrating real-time data extraction, predictive modeling, and dynamic risk quan-
tification, DICYME overcomes the fragmented and static nature of traditional cyber risk
assessments. It provides a unified, continuously updated view of cyber exposure, enabling
organizations to proactively detect emerging threats, prioritize security investments, and
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respond effectively to the evolving digital threat landscape. This integrated approach
represents a significant advancement in intelligence-driven cybersecurity, bridging the
gap between automated data collection, analytical modeling, and operational decision-
making.

The rest of this paper is organised as follows. Section 2 provides the background and
related work, covering risk analysis, actor profiling, and CVE relationships. Section 3 in-
troduces the proposed system, including automated data extraction, risk modelling, and
quantification, with support from LL.Ms and Al tools. Section 4 presents a series of exper-
iments evaluating the data gathering process of the system and the CRQ model. Section 5
discusses the lessons learned, highlighting the strengths, limitations, and practical insights
gained from the deployment of the system. Finally, Section 6 concludes the paper and out-
lines potential directions for future research.

2. Background

The cybersecurity landscape has evolved into a complex ecosystem in which cyber in-
cidents, risk analysis, threat actors, and vulnerabilities are interconnected elements that
collectively shape organizational security postures [28]. Understanding these relation-
ships is crucial for developing comprehensive defensive strategies and predictive models
[27], as organizations face increasingly sophisticated and frequent attacks that exploit the
interdependencies among these elements. Recent research emphasizes the need for holis-
tic approaches that integrate cybersecurity risk management with strategic management
practices, leveraging Al and ML techniques with traditional cybersecurity frameworks
[19,27].

In recent years, cyber incidents have been steadily increasing, becoming a common
problem affecting organizations across multiple domains. Simultaneously, these incidents
have grown in complexity [26], compromising a wide range of companies from differ-
ent sectors, including sensitive areas such as healthcare and finance. According to Hack-
mageddon, the number of recorded cyber incidents continues to rise yearly, reaching
4,128 events in 2023, representing a 35% increase compared to 2022 and a markedly
higher growth relative to earlier years [22].

This trend has motivated companies and institutions to develop various techniques and
approaches to collect, analyze, and explain cyber incident data, as well as to model the
associated risks. At present, there are numerous repositories of cyber incidents that pub-
lish detailed information about reported cases, such as the European Repository of Cyber
Incidents (EuRepoC) [5] and the Cyber Events Database of the Center for International &
Security Studies at Maryland (CISSM) [1]. The reporting of such incidents, which may
affect any type of organization, enables the identification of potential attack trends and
patterns. This, in turn, supports the anticipation of future threats and provides valuable
insights for security teams, decision makers, and other relevant parties who access and
analyse these repositories.

2.1. Risk analysis

Based on the foundation of incident data collected in repositories, organizations require
systematic approaches to assess and quantify cyber risks. Companies and institutions of-
ten conduct cyber risk analyses [24] to identify threat actors that are likely to carry out
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attacks, as well as to quantify the probability and frequency of such attacks. Based on
the results of this analysis, organizations can make informed decisions about whether to
invest in security, what types of security measures to prioritize, and which techniques to
adopt to protect themselves against common threats that may affect their specific business
sector.

By leveraging databases that host records of cyber incidents affecting companies and
institutions, it is possible to conduct comprehensive risk analyses. Probabilistic and sta-
tistical analyses [24, 30] are the most commonly applied approaches for assessing these
risks, and they can be combined to develop descriptive models. Furthermore, it is possible
to build models that function as risk management tools, enabling organizations to reduce
the likelihood of threats and their potential impact.

However, these approaches are often based on historical data and present limitations
in anticipating novel or rapidly evolving threats. Another important challenge in cyber
risk analysis is the limitations or absence of certain relevant data. In many cases, the
available repositories or databases do not provide different coverage for specific types of
risks, making it necessary to rely on external or private data sources to conduct a more
comprehensive analysis. Furthermore, it is mainly a manual process, performed from time
to time, requiring effort from analysts that increases cost and reduces responsiveness to
emerging threats [25]. In this context, our proposal introduces a system that integrates au-
tomated data extraction with real-time risk quantification, providing continuously updated
and dynamic assessments tailored to the current threat landscape.

2.2. Threat actors analysis

While risk analysis provides a quantitative framework for understanding cyber threats,
identifying and characterizing the specific actors behind these threats represents another
critical dimension of cybersecurity research. Threat actors are individuals or organized
groups responsible for causing cyber incidents in companies [6] leading to financial losses,
reputational damage, sensitive data breaches, and broader security implications. They are
often identified to conduct analyses that allow organizations to understand attack patterns,
predict future threats, and develop targeted defense strategies.

The identification of threat actors often lacks consensus, as disagreements may arise
regarding who should be considered an attacker. In many cases, the analysis tends to
prioritize quantitative aspects [31], such as counting how often different threat actors are
mentioned in reports, over qualitative considerations such as comparative or contextual
evaluation. This quantitative focus, while providing measurable insights, may overlook
important behavioral patterns and motivational factors that threat actor activities.

Several studies and frameworks have been proposed to address this issue by collect-
ing data from reliable sources, enabling more comprehensive analyses to detect attack
patterns, identify countries that are more susceptible to specific actors, and determine
which types of organizations are most frequently targeted. These frameworks contribute
to a more detailed understanding of the threat landscape and support the development of
targeted mitigation strategies for specific actors.

Our approach offers a systematic way to categorize threat actors using publicly avail-
able data, while remaining adaptable to incorporate proprietary intelligence feeds from
providers such as CrowdStrike or FireEye. Importantly, the relevance and impact of a
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specific threat actor are contextual and victim-dependent: an actor predominantly target-
ing organizations in the United States or Canada may pose minimal risk to a company
in Madagascar, but significant risk to a U.S.-based critical infrastructure operator. By in-
tegrating geographic, sectoral, and actor-specific prevalence data, our method provides
dynamic, context-aware threat assessments that reflect both the actor’s capabilities and
the characteristics of the potential victim.

2.3. CVE relationship

Complementing the understanding of threat actors and their behaviours, vulnerability
analysis provides a technical foundation to understand how attacks are executed and sys-
tems are compromised. CVEs represent a standardised framework for cataloguing pub-
licly known security flaws that can affect organisations across all sectors [32]. When
successfully exploited, these vulnerabilities enable threat actors to compromise systems,
resulting in unauthorised data access, operational disruptions, and significant financial
impact.

The association of vulnerabilities with affected systems is based on structured map-
ping processes that link CVEs to standardised repositories. Each vulnerability is assigned
to the National Vulnerability Database (NVD), which supplements basic CVE informa-
tion with impact assessments, references to vulnerable products via Common Platform
Enumeration (CPE), and classification of the underlying weaknesses through Common
Weakness Enumeration (CWE) [35]. This structured approach enables consistent vulner-
ability tracking and supports the integration of threat intelligence into organisational risk
frameworks.

Recent advances in vulnerability relationship modelling have emphasised graph-based
representations to capture complex interdependencies. Knowledge graph approaches [32,
37] enable the discovery of non-obvious connections between vulnerabilities, affected
products, and exploitation patterns, supporting more accurate threat predictions. ML tech-
niques, particularly graph neural networks [2,38], have demonstrated substantial im-
provements in identifying vulnerable code patterns and predicting missing relationships
within vulnerability databases. New research has extended these methods by incorporat-
ing Natural Language Processing and reasoning capabilities from LLMs to extract and
integrate information from unstructured threat intelligence sources [16].

Despite these advances, vulnerability databases continue to face fundamental limi-
tations. Significant processing delays result in incomplete metadata for newly disclosed
vulnerabilities, while inconsistent weakness classifications reduce the reliability of au-
tomated analysis tools. Studies have documented substantial backlogs in vulnerability
analysis and highlighted discrepancies in how CVEs are assessed and used in security
research. Addressing these challenges requires continued development of automated en-
richment techniques, cross-source validation mechanisms, and predictive models capable
of operating effectively with incomplete or evolving vulnerability information.

3. Proposal

In this section, we present the proposed system, called DICYME, which focuses on au-
tomating cyber risk quantification and management in operational technology (OT) envi-
ronments. The main objective of this system is to design and implement a system capable
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Fig. 1. High-level architecture of the DICYME complete system

of addressing the current challenges in modelling cyber risks within industrial infras-
tructure. The proposed solution relies on evidence-based analysis, integrating data from
multiple sources to dynamically estimate the probability and impact of potential cyber
incidents. To achieve it, the system incorporates a set of cyber risk indicators, which to-
gether with the data contribute to the simulation and quantification model. In addition,
LLM to support explainability and enhance user understanding while providing recom-
mendations in natural language. Finally, all components are brought together within a
visualization platform that delivers a continuous, clear, and actionable view of cyber risk
levels, designed to support informed decision-making in critical environments.

Figure 1 illustrates the architecture of the system, which is structured into five main
parts. Automated data extraction gathers and preprocesses heterogeneous information
from both external and internal sources, such as threat intelligence feeds and internal
security telemetry. This raw evidence feeds the indicators block, where relevant cyber
risk metrics are computed and normalised to reflect dynamic aspects such as visibility,
reputation, or the threat actors landscape. These indicators are then aggregated in the
cyber risk quantification module, which applies models to estimate the probability and
impact of incidents. The outcomes, together with the underlying models and source data,
are presented in the visualization and decision support layer, providing interpretable dash-
boards and analytical tools that allow stakeholders to explore and understand risk. Finally,
the recommender component not only guides users in interpreting the visualized data and
models, but also actively supports decision-making by proposing adjustments to the quan-
tification process, suggesting alternative data inputs, and executing the risk models with
multiple scenarios to provide actionable and feasible recommendations.

In addition, Figure 2 provides a more detailed view of the system, explicitly mapping
all the elements that contribute to CRQ and the relationships among them. The figure
distinguishes between the different data repositories, the models and indicators built on
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Fig. 2. Structural relationships within the Cyber Risk Quantification system

top of them, and the final CRQ process. This separation highlights how raw evidence is
progressively transformed into structured knowledge and then into quantifiable indicators
of risk, while also allowing certain datasets to be used directly in the quantification process
when relevant, for instance to identify trends, contextual factors.

3.1. Automated data extraction

The automated data extraction module was designed to systematically collect and con-
solidate heterogeneous cyber risk information from multiple open sources. Specifically,
it integrates reports of cyber incidents from six publicly available databases to provide
a structured view of the threat landscape. To complement incident-level data, the mod-
ule also incorporates victim profiling information, both with manual identification which
is then empowered through Victim Insight System for Cyber Attacks (VISCA), a multi-
agent LLM-based architecture that identified affected organizations and retrieves and pro-
cesses its firmographic attributes.

In addition to incident and victim data, the module gathers technical Cyber Threat
Intelligence (CTI) such as up-to-date CVEs with their associated vulnerability types, Tac-
tics, Techniques and Procedures (TTPs) from the MITRE ATT&CK framework, as well as
structured attack patterns from Common Attack Pattern Enumeration and Classification
(CAPEC). Furthermore, it integrates information on threat actors from publicly available
Electronic Transactions Development Agency (ETDA) Threat Group Cards [4], linking
adversarial groups to their targeted victims and contextual attributes. It also incorporates
internal telemetry data, capturing Operational Technology (OT)-specific information such
as asset counts, exposed vulnerabilities, and network-level observations across Purdue
layers. By consolidating organizational, incident-specific, adversarial, and technical di-
mensions, the module creates a unified knowledge base that supports the advanced mod-
elling of cyber risks in subsequent stages.

Cyber incidents Cyber incident data were initially extracted from publicly accessible and
free sources, including the TI Safe Incident Hub [34], Industrial Control System Security,
Threats, Regulations, Incidents, Vulnerabilities provided by Experts (ICS STRIVE) [9],
KonBriefing [12], Cyber Events Database of the CISSM, Hackmageddon [23] and Eu-
RepoC. The extracted records were stored along with the extraction date and the source
of the origin. Subsequently, the data underwent transformation and cleaning processes to
achieve a more standardized format suitable for analysis. The transformation primarily
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consists of restructuring the raw data into a tabular form, where each row represents a cy-
ber incident and each column corresponds to an attribute of that incident. Data cleaning is
performed to improve data quality by removing invalid entries or correcting formats, such
as normalizing date representations. Additionally, cleaning involves harmonizing categor-
ical values, for example, standardizing the country of the victim or the type of attack.

Finally, the sources were converted into a uniform tabular format to enable cross-
source comparison of incidents, support exploratory data analysis across all repositories,
facilitate incident deduplication, and allow for higher-level transformations.

Victim profile The Victim profile dataset was collected in the DICYME system to sup-
port the development of the Attractiveness concept (see Section 3.2), which delves with
the possession of properties or behaviours in entities that may capture the focus of poten-
tial adversaries [7, 8]. The dataset includes uniquely identifiable entities that have been
reported as victims of confirmed cyber incidents from the Cyber incidents dataset (see
Section 3.1), manually selected and validated by a threat intelligence analyst. In addition,
similar entities by country and industry category without known incidents were included
to provide more context for a comparative analysis.

For each entity, the collected information can be organised into three groups that
correspond to the main components of the Attractiveness model. The first group, basal
attractiveness, refers to inherent static firmographic features, which includes the country,
sector category, revenue, earnings, publicly traded status, number of employees, and prof-
itability. The second group, online reputation, captures dynamic factors linked to human-
generated content, social media interactions, and shared experiences related to the entity.
It is computed through engagement (F), defined as the ratio of interaction () to reach
(R) [3], where reach indicates the number of individuals who view or mention a publica-
tion and interaction represents those who actively respond to it. Engagement is assessed
by distinguishing whether the content originates from the entity itself (assumed predomi-
nantly positive) or from external users, where sentiment analysis is performed to capture
positive, neutral, or negative perceptions [7]. The third group, potential victimisation, rep-
resents another dynamic factor and includes the number of appearances of the entity name
in dark web leaks and the number of visible devices connected to the Internet. These three
groups are combined to produce a final structured dataset, containing a large amount of
information, including features that are complex to extract, all referenced to each entity.

Victim Insight System for Cyber Attacks (VISCA) The VISCA model is an agent-
based framework developed within the DICYME system to improve and extend the Vic-
tim profile dataset by automating and scaling the identification of victim entities and the
fusion and normalization of heterogeneous data. This model takes the description of a
cyber incident in natural language and collects firmographic data, such as its country, in-
dustry category, age, annual revenue, and number of employees. The proposed model is
integrated into the system to generate a larger Victim profile dataset and also to obtain
firmographic data that users can use in the CRQ model. The full workflow of this model
is illustrated in Figure 3.

— Retrieve basic information about the victim: using a cyber incident as a data source, a
LLM is capable of extracting relevant information from the incident description such
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Fig. 3. Multi-agent architecture proposed for extracting victim information and completing missing
firmographic data

as the name of the entity victim, the country and the industry. Additionally, the model
queries various data sources from different websites on the Internet to retrieve the
official website Uniform Resource Locator (URL). This basic information is used in
subsequent processes to obtain or filter the firmographic data.

— Dig up firmographic information: with the basic information of the victim extracted,
the model proceeds to perform queries across various external data sources to retrieve
additional details. The information to be collected consists of eight distinct fields en-
compassing different data types: name of the victim, industry category, founded year,
number of employees, country, revenue, publicly traded status, and North Ameri-
can Industry Classification System (NAICS) codes. The model requests information
about the victim entity from four main sources: Google, DBpedia, BigPicture, and
RocketReach. DBpedia and BigPicture are open-access sources available to any user
seeking information on companies. In contrast, RocketReach is a paid platform that
provides data with a higher level of reliability, as it is a more private and commercially
maintained product. Google information is retrieved through a tool called Tavily, a
platform that enables agent-based Al models to connect to the web. Tavily collects
data from multiple Google sources while returning a filtered subset of relevant results
and selecting only a reduced number of sources.

— Combine the extracted data: once the information has been extracted from the data
sources, the final step performed by the model is the aggregation of the data to gen-
erate a consolidated set that captures the most complete information possible. To
achieve this, a confidence score was assigned to each dataset retrieved from the
sources based on the number of fields successfully extracted. The source with the
highest confidence score was selected. In cases where certain firmographic fields are
missing, the model attempts to replace them by merging data from other sources
where their confidence scores exceed a defined threshold.

Once the final agent gathers all datasets from various sources, the goal is to consolidate
them into a single dataset that maximizes data completeness. In particular, the final dataset
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should include the victim’s name, category, NAICS code, founded year, size, country,
revenue, and public trading status. In addition to these fields, a confidence score was
assigned to each source, represented as a numerical value between 0 and 1. This score
reflects the reliability of the extracted information, completeness of the retrieved data, and
number of relevant results obtained during the search process, rather than data quality. A
value close to 0 indicates highly unreliable information, whereas a value of 1 indicates
high reliability.
The value of the estimation is computed as shown in Equation 1 for each source s.

1
) M — ifng >0
c_fieldss = — c_responsess = { Mg

f e
0 ifng =0 )

conf, = rl . [a cc_fieldss + (1 — ) - c,responsess}
s

where the confidence score, con f,, quantifies the reliability of a specific source. This
confidence depends entirely on the completeness of the extracted data, the number of re-
sponses obtained, and the efficiency of the data retrieval process. The first component
c_fieldss measures the number of fields obtained m relative to the total number of fields
to be extracted f, that is, its proportion. The second component, c_responses, serves
as a confidence penalty when a source returns a large number of potential results, ng,
indicating uncertainty regarding the most accurate outcome; the confidence value is cor-
respondingly reduced. The overall confidence score, con f,, integrates these two compo-
nents through a weighted average controlled by a tunable parameter, «, and is adjusted
according to the type of source selected. For instance, in the case of s = RocketReach a
higher value is used to prevent the confidence from being penalized, as this source typi-
cally returns a large number of responses. The number of attempts, 7, required to obtain
a valid result increases with each failed query and always starts at one.

Queries are executed using a list of potential victims generated by the Entity extractor
agent. This list contains extensive terminology referring to the victim, including varia-
tions such as corporations, brands, or subsidiaries, ordered from the most likely to the
least likely, based on the LLM. Each agent sequentially queries the names until relevant
information is obtained. Every failed attempt increments 7, which reduces the final con-
fidence score to reflect the inefficiency of the search. There is always an initial attempt;
therefore, r can never be 0.

When the confidence con f, is computed for each source s, the dataset with the highest
overall confidence is selected. If one or more fields are missing in the selected dataset, the
system evaluates those specific fields across all sources with confidence scores higher than
a threshold of 0.5 and aggregates the data.

Electronic Transactions Development Agency (ETDA) Threat Group Cards The
ETDA is a Thai public organization that focuses on promoting secure and efficient digi-
tal transactions. Among its key initiatives, ETDA develops detailed Threat Group Cards
to support CTT efforts. These profiles integrate data from leading global sources, includ-
ing the Malware Information Sharing Platform (MISP) Threat Actors Galaxy, MITRE
ATT&CK Framework, Malpedia, Open Threat Exchange (OTX), and ETDA’s own CTI
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archive and open-source research, offering a comprehensive view of threat actors target-
ing digital infrastructure.

Data acquisition was conducted through direct downloads of individual Threat Group
Cards and a consolidated JavaScript Object Notation (JSON) file, both available on the
official ETDA website. The consolidated file aggregates all documented actors and is
designed for seamless integration with platforms such as MISP. Taken together, these two
resources provide a rich set of attributes for each threat group, including their countries
of operation, targeted industries, stated or inferred motivations, attributed campaigns and
their timelines, as well as the tools and techniques employed.

Another important data source integrated into the system consists of cybersecurity
vulnerabilities and related attack patterns, which are then used and completed by the
CVE2TTs model (see Section 3.2). The process begins by collecting vulnerability data
from the NVD, which includes CVE identifiers, descriptions, and associated CWE map-
pings. These CWEs are linked to CAPEC entries by MITRE, which in turn connect to
MITRE ATT&CK techniques. While not every CVE has a direct mapping along this full
chain, available mappings are used when possible, and gaps, particularly in the Industrial
Control Systems (ICS) matrix, are predicted by the CVE2TTs model.

Internal telemetry data In addition to external sources, the system also incorporates
internal data. However, this component is more limited, as obtaining this data from in-
dustrial organizations requires explicit authorization and faces significant operational and
confidentiality constraints. Nevertheless, the system integrates internal telemetry when-
ever available, primarily consisting of anonymized samples of Intrusion Detection Sys-
tems (IDSs) data provided by DeNexus. It also includes detailed visibility into the num-
ber of connected assets, their vulnerabilities, and their distribution according to the Purdue
model. This information is particularly valuable for risk quantification, as it enables the
identification of exposed assets and weaknesses directly linked to the operational infras-
tructure. From this telemetry, the system extracts CVEs, which are then related to the
CVE2TTs model (see Section 3.2). When such data are not accessible, users can alter-
natively upload a list of CVEs associated with the entity, ensuring that the quantifica-
tion process remains consistent and applicable. By combining OT-specific IDS discovery
capabilities with flexible input options, the platform strengthens both the accuracy and
relevance of cyber risk assessment while maintaining confidentiality.

3.2. Indicators

To quantify cyber risk effectively, a set of indicators has been defined to capture distinct
patterns and characteristics of the data, each serving a specific purpose depending on the
indicator. Specially, in the DICYME project there are three main indicators: ATR2ATK,
THRACT, and CVE2TTs.

ATR2ATK ATR2ATK or Attractiveness is an indicator for forecasting cyber incidents by
assessing the proneness of an entity to them. It is decomposed into three main branches:
basal attractiveness, online reputation, and potential victimisation.

Basal attractiveness focuses on inherent static characteristics, often referred to as fir-
mographic data, such as location, operational criticality, data sensitivity, and size. These
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attributes make certain entities more appealing targets for adversaries because of their
intrinsic nature. It is modelled with association rule mining, specifically the FP-Growth
algorithm, combined with a Decision Tree classifier that uses its output (amount of satis-
fied rules and aggregated support, lift and confidence per incident) [8, 7].

Online Reputation measures the presence of the entity in social networks and social
media, as it may be more attractive to an adversary based on what users, customers, or
employees write, communicate, and share anywhere on the Internet based on their per-
ceptions and experience at any moment of their relationship, direct or indirect, with the
entity [20,21,33]. It is a dynamic component and time-dependent, as it represents a spe-
cific moment, influenced by previous periods. Its computation relies on engagement (£,
defined as the ratio of interaction (/) and reach (R) [3]. Reach indicates the number of
individuals who view or mention a publication, whereas interaction (I) represents those
who actively respond to it. In this context, engagement is assessed by considering whether
the content originates from the entity itself through its official sources, where sentiment
is assumed to be predominantly positive, or from other users, where additional sentiment
analysis is taken into account since perceptions can be positive, neutral, or negative.

Lastly, potential victimisation, which is also a dynamic component, has to be with
the visibility and technical knowledge that the adversary can have about the entity. Its
rationale lies in the idea that organisations become more likely targets when they gain
visibility in underground forums, leak sites, or other malicious communities, and when
technical indicators reveal that their infrastructure may be easy to compromise. To capture
this, two variables are monitored: the number of mentions in dark web leaks and the
number of publicly visible assets connected to the Internet. These are combined through
a buffer method that assigns a value between 0 and 2: O if neither variable is present, 1
if only one of them is, and 2 if both are detected. This provides a simple yet effective
measure of potential victimisation.

THRACT This indicator is a composite metric designed to provide an overview of threat
actor activity targeting a specific country and industry. Based on the data extracted from
the ETDA, three partial metrics are derived to reflect their activity, capabilities, and ob-
jectives with respect to a specific victim. Activity is captured through the time elapsed
since the actor was last observed. As the ETDA database is updated on a rolling basis,
this value may change over time, reflecting updates in observed behavior. Actor capabil-
ities are represented based on expert annotations of operational capacity. Victim-related
features include country and industry, while actor motivation is also considered. Because
the metric depends on the country and industry of the potential victim, it is dynamic rather
than a fixed score for each actor in any situation, providing a context-sensitive measure of
potential cyber risk.

CVE2TTs Finally, the CVE2TTs indicator corresponds to a ML model that maps CVE
entries to specific Techniques (and, by extension, Tactics) within the MITRE ATT&CK
framework. This mapping is performed by leveraging the textual description of each CVE
together with additional attributes such as vulnerability type, CWE, CAPEC, and attack
vector [29]. This concept is very important in the cybersecurity sector because it helps
understand the practical exploitation of vulnerabilities in a structured manner, linking
specific vulnerabilities to known adversary behaviors TTPs. This model is crucial for risk
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management, CTI, and incident response, as it bridges the gap between vulnerabilities
and the manner in which attackers might exploit them.

3.3. Cyber Risk Quantification (CRQ) model

In the context of cyber risk management, the Cyber Risk Quantification model introduced
in this proposal enables a simulation-based tool that quantifies cyber risk in financial
terms, supporting informed decision-making for organizations. Using stochastic simula-
tions, the model estimates the Annual Expected Loss for a given organization by combin-
ing the frequency of successful attacks and their financial magnitude or impact, as shown
in Equation 2.

Cyber risk = Loss Event Frequency (LEF) x Loss Magnitude (LM) 2)

The model relies on a state-of-the-art risk tree that separates probability and impact
into two main branches. The first component, the Loss Event Frequency (LEF), repre-
sents the expected number of loss events within a given period, typically one year. In this
context, loss events correspond to materialized incidents that cause harm to the organiza-
tion. The LEF is determined as the product of the Threat Event Frequency (TEF), which
estimates the number of attempted attacks that the organization is likely to face, and the
Susceptibility, which reflects the probability that those attempts will successfully translate
into incidents. This relationship can be expressed as shown in Equation 3.

Loss Event Frequency (LEF) = Threat Event Frequency (TEF) x Susceptibility  (3)

This formulation integrates both the external pressure from the threat landscape (cap-
tured by the TEF), and the internal defensive posture of the organization (captured by
Susceptibility). The TEF takes into account a baseline number of incidents based on pri-
vate cyber intelligence knowledge, the ATR2ATK indicator, and the annualized rate of
incidents for the country and industry category of the entity, sourced from the Cyber in-
cident dataset. Susceptibility is derived from the vulnerabilities obtained through internal
telemetry or from a list of vulnerabilities uploaded by the user, in combination with the
CVE2TTs model, the Threat Actor Index, which captures the activity and focus of the
245 actors in the database over a three-year period, and an adjustable security profile in-
dex. The latter characterizes the defensive posture of the organization by incorporating
features such as organizational size, number of unpatched vulnerabilities, and exposure
of devices visible from the internet.

The second component of the risk tree is the Loss Magnitude (LM), which quantifies
the financial impact of a successful attack as the combination of primary and secondary
losses, as stated in Equation 4. The identification of feasible primary and secondary losses
depends on the attack technique k, which is constrained by the vulnerabilities observed
or uploaded by the user, linked to the CVE2TTs mapping. In practice, just the achievable
techniques from the Impact MITRE ATT&CK tactic, given the vulnerability landscape
of the entity under analysis, are considered in the simulation. This ensures that both pri-
mary and secondary losses are not only probabilistically derived, but also grounded in the
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technical conditions that define the exposure of the organization. Expert financial knowl-
edge is further incorporated to parametrize and calibrate the estimation of losses to reflect
realistic economic consequences for the entity.

Loss Magnitude (LM),, = Primary Loss,, + Z Secondary Losses;, 4)

Primary losses represent the direct effect of an incident and include categories such as
business interruption, equipment damage, extortion, or human impact. In each simulation
run, only one primary loss type is selected, corresponding to the most plausible impact
mechanism for the attack technique under consideration. By contrast, secondary losses
capture indirect consequences, such as forensic investigation costs, reputational damage,
or regulatory penalties. Unlike primary losses, several secondary losses can occur simul-
taneously, and their combined effect is represented by summing the estimated financial
amounts for each of them.

3.4. Visualization and decision support

The visualization and decision support component is implemented as an interactive ap-
plication that allows users to explore datasets and execute risk models through two main
options: either using the entities defined in the Victim profile dataset or by providing their
own model inputs. The platform provides a wide range of interactive visualizations, in-
cluding bar charts, histograms, stacked and unstacked time series, heatmaps, and world
maps. Figure 4 shows some of this techniques used inside the CVE2TTs module, reflect-
ing the relations made between CVEs and MITRE ATT&CK Tactics and Techniques by
vulnerability type and by Common Vulnerability Scoring System (CVSS), as well as the
number of vulnerabilities and predicted techniques per year. Users can filter the data by
relevant variables such as dates, incident databases, CVE types, and other context-specific
metrics. This interactivity enables stakeholders to examine patterns in risk indicators,
compare scenarios, and gain a deeper understanding of the underlying data and model
outputs.

In addition, the system generates a downloadable report that compiles all the data, the
computed indicators, and details on the steps of the quantification process. This report can
be shared with other stakeholders, including expert panels, managers, or decision-makers,
ensuring that risk analyses can be reviewed, discussed, and extended beyond the interac-
tive platform. By combining interactive exploration with exportable documentation, the
system supports both immediate, hands-on decision-making and broader strategic plan-
ning across multiple levels of an organization.

3.5. Recommender model

In addition, the system incorporates a set of recommender models that complement its
core functionality. These models are designed to identify patterns within the data and
indicators, extract meaningful features, and provide tailored recommendations. Although
is not essential for the system baseline operation, this component enhances its analytical
capabilities and offers added value by supporting more informed decision-making. The
models employed to perform these tasks were fine-tuned through prompt engineering
[11] and Retrieval Augmented Generation (RAG) techniques [15] to produce responses
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Fig. 4. Example of visualization techniques used in the CVE2TTs module of the DICYME system.
The top heatmap displays the distribution of CVEs identified for each ICS tactic by vulnerability
type. The middle bar chart illustrates the temporal evolution of security data, showing the total
annual count of CVEs (blue) alongside the volume of predicted Enterprise-specific techniques (or-
ange) and ICS-specific techniques (yellow) associated with those vulnerabilities. Finally, the bottom
pyramid chart presents the average CVSS scores per tactic, calculated from the CVEs associated
with each tactic according to the CVE2TTs model’s predictions. The chart is bifurcated by domain:
the Enterprise matrix tactics are positioned on the left, while ICS matrix tactics are on the right.
Within this chart, blue bars indicate average scores according to the CVSS v2 standard, and orange
bars represent the CVSS v3 scoring

that are as accurate as possible. By adapting the prompts for each system component with
their corresponding data, a specialized prompt is generated for that specific component to
ensure a more accurate and context-aware response.

In some cases, the data used in the prompt processed by the model may lead to un-
desired responses. This occurs because the system generates large volumes of data that
may pose challenges for the model when generating an analysis, since these models are
subject to token limitations. To address this issue, query decomposition [36] is applied in
situations where sections contain extensive data. The queries were divided, allowing mul-
tiple interactions with the model to provide more specific explanations. This approach
made it possible to explain similar datasets without resorting to generalization. Finally,
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the responses to these queries were consolidated by the LLM using a prompt designed to
summarize all partial outputs and deliver a comprehensive final explanation.

In addition to the models that provide data explainability, decision support capabili-
ties, and parameter adjustment, the system also incorporates a more sophisticated model
implemented as a chatbot assistant. The assistant enhances user interactivity by enabling
the execution of the same tasks performed by other models with the added flexibility of
allowing users to request specific adjustments or obtain tailored explanations through nat-
ural language queries. The aim of enhancing user interaction, explainability, and adjust-
ments is achieved through the assistant, which is integrated into one of the most important
and critical components of the system: the CRQ simulation. Through an intuitive inter-
face, users can submit questions related to the CRQ, which the Al assistant answers one at
a time in a conversational manner. The model has a limited memory capacity, allowing it
to retain awareness of previous prompts and generate responses within a specific window.
Thanks to this memory, the assistant can access prior questions and answers, compare
its outputs, retrieve the results of previously executed simulations, and revisit earlier rec-
ommendations. This enables the contrast of past outcomes with newly generated ones,
thereby supporting more consistent analyses and more informed decision-making.

The architecture implemented for the GenAl models is inspired by the approach pro-
posed by DeepSeek-V3 [14], which is based on a Mixture of Experts (MoE) model. This
architecture uses a set of specialized experts, each responsible for handling specific tasks
depending on the context. The assistant is capable of handling three distinct tasks, each
managed by a dedicated agent within the architecture: answering general questions related
to CRQ process, providing recommendations on parameter adjustments, and rerunning the
simulation to generate a comparison with the previous simulation results.

4. Experiments

The experiments presented in this study evaluated two key aspects of the proposed sys-
tem. First, we assess the data extraction and integration capabilities of the multi-agent
architecture, focusing on the completeness and quality of the firmographic information
collected from multiple cyber-incident databases.

Second, we evaluated the entire risk quantification workflow, from the computation of
different intermediate indicators and metrics present in the system to the computation of
risks, probabilities, frequencies, and other risk parameters. For this purpose, a simulation
will be conducted using the model with a case study and real data from a possible victim
entity or institution.

The model selected for the multi-agent architecture, which extracts the victim data, is
the Meta LLaMa 4 Scout [18], with a total of 17B active parameters and the advantage
of being open-weight, which allows us to maximize utility. This model was chosen over
other available alternatives because, in addition to its ease of deployment, it supports the
execution of agents and tools through libraries employed in this project.

4.1. Data gathering

Within the DICYME application, a wide range of datasets are employed across different
tabs to present information using tables, charts, and other visualization components. As
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previously discussed, the data were extracted from various sources and organized into
three main datasets used in different modules of the application: Cyber incidents, Victim
profile, and IDSs.

This experiment evaluates the firmographic data completion of the VISCA module by
comparing the dataset it generates against the analyst-annotated Victim profile dataset.
After collecting information from victim entities affected by cyber incidents, the data are
stored in a dataset to be used within the system. The objective of this experiment was
to compare the automatically extracted dataset with a similar dataset in which the victim
entity data were manually collected by a human annotator.

Conversely, the victim dataset used to evaluate the extracted dataset was a fully hand-
crafted dataset compiled by a human annotator. It contains 675 instances of distinct victim
entities and includes a substantial amount of information related to each company, specif-
ically firmographic data. In particular, the dataset contains 9 variables, including the inci-
dent category, entity, industry category, country, earnings, employees, revenue, profitable
and publicly traded. This dataset is used within the system to compute various indicators
and represent key information about each victim entity, which explains the large number
of variables included, as they serve as inputs for these indicators.

In contrast, the dataset under evaluation, obtained after the extraction and aggregation
of firmographic data, was automatically constructed by a multi-agent system capable of
executing a workflow starting from a cyber incident. Once the agent extracts data from
multiple data sources, it integrates them into a final output to produce a consolidated re-
sult. The final output contains eight firmographic fields, including: entity, category, coun-
try, revenue, founded year, employees, publicly traded, and NAICS code. This dataset
contains 1,658 observations of distinct victim entities processed from cyber incidents col-
lected from the ICS STRIVE, EuRepoC, and TI Safe databases. In all the processed cyber
incidents, at least one victim entity was explicitly identified in the incident description,
which enabled the extraction of the corresponding firmographic data.

Table 1 presents a comparison between the two datasets used to model a profile for a
victim entity. It can be observed that the VISCA-extracted dataset contains a significantly
larger number of identified victim entities. This is one of the most notable characteristics
of the model, as its autonomous workflow can continue processing incidents until all
available incidents are processed, while also achieving a much higher processing speed
than manual annotation can. This difference in gathering speed is evident in Table 1,
which includes the range of extraction dates for the data collected. While the Victim
profile dataset required an entire year to compile all the victim entities it contained, the
VISCA model was able to extract more than double the number of victim entity records
in just five months of uninterrupted execution.

However, one limitation of this dataset is the smaller number of variables compared
to the Victim profile dataset. This difference is due to the specific original goal of the
VISCA model: to generate victim-related data for cyber risk quantification using the CRQ
framework. In contrast, the Victim profile dataset was developed to support multiple com-
ponents of the system, including the computation of indicators, metric computation, and
structured information representation. Nevertheless, the VISCA model can be extended to
collect additional firmographic attributes following the same automated process, allowing
the resulting dataset to become more comprehensive and usable across a wider range of
system components.
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Table 1. Comparison between the Victim profile dataset and the VISCA-extracted dataset

Feature / Metric Victim profile dataset VISCA-generated dataset
Unique entities 675 1,658

Number of fields 9 8

Sources used Manual collection ICS STRIVE, EuRepoC, TI Safe

Extraction method  Manual annotation by an analyst ~ Multi-agent automated workflow
Extraction dates December 2023 - December 2024 May 2025 - September 2025

4.2. Cyber Risk Quantification (CRQ)

To evaluate the effectiveness of the CRQ procedure, we conducted a series of experiments
that simulate real-world scenarios using actual data from multiple companies. These ex-
periments were designed with two main objectives: first, to demonstrate the internal per-
formance of the CRQ process, including the types of input data and datasets that can be
leveraged within this framework, and second, to validate the output risk metrics generated
by the model, which serve as a foundation for informed decision-making by organizations.

Executing the CRQ workflow of the system requires the input of various firmographic
attributes that characterize a company. On the one hand, firmographic data from real com-
panies can be loaded from the Victim profile dataset, specifically including country, indus-
try category, revenue, earnings, number of employees, publicly traded status, profitabil-
ity, online reputation, publicly visible devices, and critical information leaks. However,
these fields can be populated directly with the data of the company provided by the user
operating the system. In addition, other simulation parameters are configurable, such as
the random seed, number of simulations, and insurance parameters. Finally, a list of un-
patched CVEs present in the infrastructure of the organization, which may be exploited,
must be provided, as they serve as a basis for estimating the corresponding risk measures,
as stated in Section 3.3.

For the experiments, a real-world case was selected, corresponding to an actual com-
pany extracted from our dataset. The input values for the model are the previously de-
scribed firmographic attributes of the company, all of which are available in the dataset.
Specifically, the University of Michigan was selected for this experiment. This public in-
stitution was selected because it is recognized as one of the leading universities worldwide
and is located in the United States, a country that consistently reports the highest concen-
tration of cyberattacks. This combination of global academic relevance and geographical
context makes the institution particularly susceptible to being frequently targeted by threat
actors.

This public institution, located in the United States and dedicated to education, re-
ported a revenue of €9.1 billion, employed a total of 34,600 staff members, and had three
publicly visible devices and one critical information leak. Using these publicly available
data from the university, CRQ simulations were executed and complemented with addi-
tional configuration parameters, including the number of runs, random seed, and insurance
settings. The CRQ procedure first computes a series of indicators that are subsequently
used to derive the output of the model parameters. The values of all the indicators are
listed in Table 2. Among them, the attractiveness score is 80%, a significantly high value,
primarily driven by the institution’s location in the United States and its educational in-
dustry category. Another key indicator is the Threat Actor Index, which reached a value
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Table 2. Summary of the values obtained from the CRQ simulation, including both the computed
indicators and the model output parameters

Baseline 85 events/year
Incident rate 50%
Indicators Attractivene;s 80%
Threat actor index 58%
Exposure 41.61
Security profile 67%
Threat Event Frequency (TEF) 34 events/year
Susceptibility 2%
Loss Event Frequency (LEF) 15 events/year
CRQ Outputs Primary loss €49,512
Secondary loss €20,786,315
Loss Magnitude (LM) €20,835,828/event
Cyber risk €14,168,363/year

of 58%, reflecting the intensity and capabilities of threat actors over a three-year period
and corresponding to a moderate risk level.

Based on the computed values derived from the publicly available data of the univer-
sity and complemented with additional simulation parameters, such as the number of runs,
a random seed to ensure reproducibility, and cyber insurance financial values, the model
produces simulation outputs presented in both graphical and numerical forms. Figure 5
presents the results of the simulated risk through two charts: the first describes the dis-
tribution of loss events across all simulated years (each simulation means a year), while
the second illustrates the Loss Exceedance Curve (LEC), which illustrates the probability
(Y-axis) that cyber risk losses will be equal to or greater than a given amount (X-axis).

In the first chart, which represents the distribution of annual loss events, the results
show a left-biased pattern. The majority of simulated years (574 out of 1,000) resulted in
no materialized incidents, while 306 years included a single loss event. Multiple events
within the same year were comparatively rare: 83 simulations produced two events, 24
produced three, 9 produced four, and only 4 reached five events. This highlights that,
although the occurrence of cyber loss events is possible, their frequency per year remains
predominantly low, consistent with the heavy-tailed nature of cyber risk distributions.

The second chart, which illustrates the distribution of financial losses (LEC), reveals
two distinct components. At the lower end, there is a steep initial drop, corresponding to
rare but high-impact scenarios—so-called black swan events. Beyond this abrupt decline,
the curve follows an almost linear descent, decreasing steadily from a 47% probability of
incurring losses equal to or greater than €8.9x10° down to 0% probability at €9.0x10’.
Unlike sharply convex loss distributions, this profile suggests a smoother, more gradual re-
duction in probability across a wide range of loss magnitudes, balancing rare catastrophic
scenarios with a persistent probability of moderate to high losses.

Finally, the CRQ model also provides single averaged values, complementing the pre-
viously described distributions and probabilities, to facilitate a direct quantification of
losses and frequencies. Based on the indicators and other adjustable system parameters,
the CRQ framework estimates a LEF of 0.68 events per year and a LM of €20,835,828
per event. By combining these two measures, the system produces the annualized risk
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Fig. 5. Distribution of Simulated Loss Events and Corresponding Loss Exceedance Curve in the
CRQ simulation

value for the organization, which in the case of the University of Michigan is estimated at
€14,168,363 per year.

5. Lessons learned

The analysis of the experimental results provides several insights into the strengths and
limitations of this proposed system. The experiments conducted on the CRQ model re-
vealed both notable advantages and certain weaknesses of this component. One of these
strengths is the flexibility to simulate realistic scenarios using firmographic data from real
companies, while also allowing the introduction of fictitious parameters that emulate or-
ganizations not present in the dataset. This strength is further enhanced by the ability to
leverage firmographic information obtained from the Victim profile and VISCA datasets,
which enrich the inputs of the model and provide a stronger foundation for risk quan-
tification. This capability greatly expands the range of situations in which the model can
be applied, as it not only quantifies risks for entities included in the repositories but also
provides valuable estimations for hypothetical cases, making it useful in decision-making
and what-if analyses. Additionally, the results generated by the model are highly descrip-
tive and presented through graphical visualizations that allow users to easily interpret the
represented case. By combining frequencies, probabilities, distributions, loss estimations,
and a final risk value, the model provides a comprehensive and visually intuitive quantifi-
cation of the different possible risk situations.

However, a key limitation of the current evaluation is the absence of formal validation
of the accuracy of the quantification and recommendation strategies. A potential approach
to address this limitation is post-mitigation validation, leveraging both publicly available
but also internal data from organizations that have experienced cyberattacks. This would
enable comparisons between the predicted frequencies and loss estimations by the model
against the actual incidents and financial losses reported over a given period, providing an
empirical basis for assessing the reliability of the CRQ outputs. In the best-case scenario,
although it may not be scalable, organizations could grant controlled access to private
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datasets containing historical records of cyberattacks, including incidents that occurred
before and after the implementation of specific defensive measures. This would allow the
system to assess whether the predicted risk metrics accurately reflect the real-time impact
of mitigation strategies.

The experiments also revealed that many records in the evaluated datasets contain
missing fields, either because the information could not be found or because it simply
does not exist. When key variables are absent, the model cannot perform optimal estima-
tions. This issue was evident, for example, in the Victim profile dataset, where the used
data sources almost never provide the earnings field. The absence of inputs may lead to
incorrect probability distributions or models, having to consider whether it can be used or
it is better to exclude them from the analysis.

Finally, the experiments conducted on the data extraction model demonstrated the
speed and efficiency of aggregating victim entity information in a concrete case of cyber-
incident processing. This capability highlights the potential of the system to automate
time-consuming tasks, such as data labelling, enabling the generation of a fully usable
dataset for the system. In addition to automating the process, the model operates signifi-
cantly faster than manual human processing, allowing the creation of large-scale datasets
that would otherwise require substantial time by humans. These enriched datasets can
then be leveraged by other components of the framework, such as the CRQ model, thereby
enhancing their performance by incorporating more relevant and updated firmographic in-
formation about organizations. However, an important limitation of the current approach
is that the extracted data are not validated; the system only checks if the retrieved fields
contain a value, but not whether the value is factually correct. Although the workflow
relies on trusted and updated data sources, it also incorporates information retrieved from
open Internet searches, which introduces the risk of inaccurate or inconsistent data due to
the large number of possible sources.

6. Conclusion

This study introduced DICYME, a complex system that contains multiple datasets cov-
ering different cyber-related domains, information representation and processing capabil-
ities, and various techniques designed to identify patterns and characteristics within the
data. Throughout this study, the methods and techniques used to implement the complex
workflow of the system are presented, beginning with the acquisition of diverse datasets
that are subsequently employed to compute a range of indicators for quantifying cyber
risk across all instances. Subsequently, the CRQ model was proposed, enabling a large
number of simulations aimed at quantifying the previously collected data and their com-
puted indicators, and finally producing a final risk value along with other relevant metrics.

In the experiments section, the results demonstrated that both useful components of
the system provide significant capabilities: a comparison of the Victim profile dataset and
the CRQ model. The VISCA model exhibited high performance in the data extraction
task, achieving efficient execution times and demonstrating the potential to fully auto-
mate the annotation task performed by a human. However, an important limitation of the
current approach is that during data extraction, the system does not explicitly obtain the
most accurate value among all possible sources. This limitation may lead to subsequent
components and models of the system with inaccurate or inconsistent data, which can
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propagate errors into subsequent stages of the system. As future work, it would be impor-
tant to implement a mechanism that not only maximizes the number of extracted attributes
but also ensures the selection of the most reliable value for each field. Additionally, ex-
tending the set of collected variables would enable a more detailed and representative
modelling of the victim profiles.

Similarly, the CRQ model proved capable of generating a rich set of metrics and
quantitative outputs, offering valuable insights that can directly support post-mitigation
actions by helping organizations prioritize defensive strategies. Nevertheless, there is cur-
rently no validation to confirm whether the estimations of the model accurately reflect
real-world outcomes. This limitation is critical, as both the overestimation of risks and the
underestimation of losses or attack frequencies could lead organizations to make incor-
rect decisions. Future work should include rigorous validation of the CRQ outputs, either
by leveraging public datasets from organizations that have experienced cyberattacks or
through partnerships with private companies to provide access to historical incident data.
Such validation would allow for a systematic comparison between the predicted annual
losses and event frequencies by the model and actual observed outcomes.
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