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Abstract. Critical infrastructure is increasingly reliant on embedded systems, which
are particularly vulnerable to cyberattacks due to their inherent complexity and in-
terconnectivity. Accurate classification of vulnerabilities in these systems is essen-
tial for targeted analysis and mitigation strategies. While pre-trained word embed-
dings such as Word2Vec, GloVe, and FastText are commonly used for this pur-
pose, their effectiveness is limited by reliance on training corpora that lack domain-
specific terminology, leading to challenges with Out-of-Vocabulary words and re-
duced classification performance. To address this limitation, we propose a novel
ensemble embedding technique that combines multiple pre-trained embeddings to
improve vulnerability classification in embedded systems. Evaluated on benchmark
datasets, including the National Vulnerability Database and the China National Vul-
nerability Database, our method achieves a 91.50% F1-score on unseen data, outper-
forming traditional single-embedding approaches. This advancement demonstrates
significant potential for enhancing cybersecurity in critical infrastructure applica-
tions.

Keywords: ensemble embedding, word embedding, vulnerability classification, crit-
ical infrastructure devices security.

1. Introduction

The mass adoption of embedded systems in security-critical areas such as healthcare,
transportation, and manufacturing automation requires the protection of such systems in
order to make them secure. Owing to the inherently sensitive nature of the data being
processed by these systems, coupled with distinctive operational specifications, such sys-
tems are highly vulnerable to security breaches. Consequences of such violations have the
potential to extend significantly and may include service disruptions [12], improper ac-
cess to sensitive data [16,4], potential equipment destruction [10], and, in the most severe
cases, threatening human life [9].

⋆ This manuscript is an extended version of the paper ”Enhanced Classification of Embedded System
Vulnerabilities Using Ensemble Embedding and BiLSTM Networks” presented at the 28th International
Symposium, IDEAS 2024, Bayonne, France, August 26–29, 2024.
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The inherent distinction between embedded system vulnerabilities (ESVs) and general-
purpose system vulnerabilities (GPSVs) comes from the unique architectural and op-
erational nature of embedded devices. Unlike servers or desktop computers, embedded
systems feature severe restrictions in resources, including limited memory (RAM), pro-
cessing power (CPU), and power budgets [7]. By virtue of these restrictions, traditional
security strategies, such as resource-hungry antivirus software or frequent, large-scale up-
dates1 , become infeasible. Furthermore, these systems employ domain-specific commu-
nication protocols (e.g., CAN bus in the automotive sector, Modbus in industrial controls,
and Zigbee in IoT), which often have no built-in, end-to-end security measures inherent in
traditional internet protocols. This, in turn, produces quite dissimilar exploit profiles and
threat models, where attackers may target physical interfaces2 (such as JTAG or UART),
firmware, or real-time operating systems (RTOS) in ways that are utterly irrelevant in a
normal IT environment. This problem is further compounded by the long operational life
and the infrequent update schedule of many embedded systems, meaning that weaknesses
may persist for years or even decades after discovery. Because of these inherent differ-
ences, the current treatment of ESVs and GPSVs under one monolithic category falls
short and poses a risk. Without a differentiated scheme of categorization, security profes-
sionals cannot accurately prioritize threats relevant to these systems in real-time for anal-
ysis. This research, to the best of our knowledge, is the very first to present an automated
system of classification that carefully distinguishes ESVs and their GPSV equivalents so
that this critically important infrastructure could be secured with much higher precision
and efficacy.

Recent advancements in machine learning and deep learning have facilitated the de-
velopment of automatic classification mechanisms, which have been successfully applied
to the realm of vulnerability classification [18,8,6,3,14]. The current state-of-the-art in
embedded systems vulnerability classification is represented by the work in [2], which
employs Term Frequency Inverse Document Frequency (TF-IDF) to generate weighted
word vectors and Support Vector Machines (SVM) as a classifier. However, this approach
has limitations, including its reliance on TF-IDF, which overlooks the co-occurrence and
similarity relationships between words. Additionally, it lacks a mechanism to handle out-
of-vocabulary (OOV) words and relies on SVM, which can be sensitive to feature scaling
and fails to capture contextual information, leading to poor generalization to new data.
[19] extended this line of research by proposing an algorithm that classified vulnera-
bilities by associating Common Vulnerabilities and Exposures (CVE) entries with their
corresponding CWE-ID. Furthermore, they introduced an improved TF-IDF in [20] that
weights words based on their category. Although this algorithm achieved promising re-
sults, it has no mechanism of dealing with OOV words.

Traditional machine learning approaches, while effective in general text classification
tasks, often face limitations when applied to more specialized contexts. These limitations
arise from their reliance on pre-trained word embeddings, which are susceptible to the
OOV problem [13]. When words that were not encountered during training appear, they
are inadequately represented in the model, resulting in diminished classification perfor-
mance.

1 https://www.mottasec.com/article/
faq-why-is-embedded-security-so-hard-to-get-right

2 https://interrupt.memfault.com/blog/diving-into-jtag-part-6

https://www.mottasec.com/article/faq-why-is-embedded-security-so-hard-to-get-right
https://www.mottasec.com/article/faq-why-is-embedded-security-so-hard-to-get-right
https://interrupt.memfault.com/blog/diving-into-jtag-part-6
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To address these challenges, we introduce a new framework of ensemble embed-
dings that integrates multiple word embedding approaches, such as GloVe, Word2Vec,
and FastText, to have enhanced word representations. This approach markedly minimizes
the issues concerning OOV words. Our methodology implements an OOV word fallback
approach where OOV word vectors are replaced with those of the most available se-
mantically similar words. This supposes that semantically related words frequently co-
exist in similar contexts. This approach is implemented in a bidirectional gated recurrent
unit (BiGRU) model that characterfully extracts contextual dependency. Also included in
our research is the creation of a benchmark dataset that was synthesized from multiple
databases, presenting a versatile and representative set of data that could function equally
well both to train and test the model. Our research’s contributions consist of:

– A new methodology to differentiate and categorize vulnerability reports so that those
of embedded systems could be differentiated from general-purpose systems to allow
concentrated research.

– A new ensemble embedding scheme that simultaneously uses several schemes of
word embeddings with a dynamically determined threshold to reduce the effect of
OOV words.

– A Benchmark data set, which is compiled from several sources, presents a diverse
and representative collection of data that helps in real-world deployment assessment.

This paper is structured as follows: we provide an overview of relevant literature in
section 2, followed by a descriptive account of our methodology in section 3. section 4
consists of the results of the assessment in reference to our proposed mechanism. section 5
concludes the paper with a summary of our primary findings and conclusions from our
research.

2. Related Work

Software vulnerability classification has also seen tremendous breakthroughs with the use
of ML and DL methods. Current text representation methods have been largely grouped
into two classes: (1) conventional feature engineering approaches, and (2) encoding with
the help of word embedding schemes. Below, we critically analyze these methods, high-
light their limitations, and explain how they motivate our proposed approach.

2.1. Traditional Feature Engineering Methods

Earlier works concentrated almost entirely on term-frequency-based text representation
and dimension reduction methods. Specifically, [21] employed a document-term matrix
(DTM) alongside chi-square feature selection to treat high-dimensional data. Likewise,
[15] advanced a multi-label prediction model that used DTM-based word representation
and weighting to attribute vulnerability characteristics. Although these approaches per-
form well in dealing with simple term distributions, they lack semantic relationships or
contextual importance of words, hence yielding suboptimal performance when applied
in texts with specialized domains. Likewise, [6] integrated TF-IDF alongside informa-
tion gain (IG) and deep neural networks (DNNs). However, TF-IDF ignores semantic and
local contextual knowledge, and IG focuses on worldwide discriminative features at the
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expense of specialized ones in the given domains. Such drawbacks impair them in sep-
arating fine-grained categories of vulnerabilities. Extending this paradigm, [1] presented
ThreatZoom, a framework that associates Common Vulnerabilities and Exposures (CVEs)
with Common Weakness Enumerations (CWEs) based on n-gram features with TF-IDF
weights. Though local sequences of words have been preserved with n-grams, the scheme
borrows all the inherent flaws in the TF-IDF weight assignment scheme. Emphasizing
the weaknesses of global term weights in more detail, [2] used Support Vector Machines
(SVM) with TF-IDF to extract embedded system vulnerabilities. Although TF-IDF suc-
cessfully downweights popular terms (e.g., ”vulnerability” or ”system”), its failure to
integrate word co-occurrences and similarity lowers precision in multi-domains. This ne-
cessitates a process that inserts semantic and contextual knowledge into the word vectors,
overcoming traditional weaknesses.

2.2. Word Embedding Techniques

To overcome the semantic shortcomings of TF-IDF, alternative strategies have been in-
vestigated by several studies. For example, [14] incorporated pre-trained GloVe embed-
dings and Convolutional Neural Networks (CNNs). Their approach, however, suffers from
OOV words since GloVe has been pretrained on a static corpus and lacks adaptability to
adapt to the emerging new terms. Likewise, [5] incorporated pre-trained Word2Vec em-
beddings and CNNs to learn sentence contexts. Although this model enhanced semantic
understanding, it still had issues with OOV words since it also uses static pre-trained em-
beddings. Taking it a step further, [17] proposed a self-attention-based Deep Neural Net-
work (SA-DNN) that seeks to emphasize important words in vulnerability descriptions.
Nonetheless, self-attention mechanisms are prone to noise, which results in the model em-
phasizing background or irrelevant words, hence suffering in terms of robustness. Despite
these efforts that have gone into building vulnerability classifiers, these works have been
constrained by the failure to adopt a good OOV handling scheme, hence limiting software
vulnerability classification. With these weaknesses in mind, a more adaptive and inclu-
sive solution that minimizes OOV word influence and achieves contextual and semantic
understanding on a good note becomes important.

2.3. Research Gaps and Motivation

Classification approaches suffer severely from the weaknesses in applying word embed-
ding approaches, which in turn also affect solving the OOV word problem. There always
remain two fundamental issues: (1) the inefficiency of relying on a single pre-trained ap-
proach to capturing the subtle relationship between terms in specialized fields, and (2)
the incapability of the existing pre-trained embeddings, such as Word2Vec, GloVe, or
FastText, to represent rare appearing or new vulnerability-related terms and thereby suf-
fering from OOV problems. Such weaknesses point to the urgency in developing a new
solution that both efficiently deals with OOV words and incorporates both co-occurring
and contextual knowledge to attain superior vulnerability classification performance. Our
proposed solution exploits these issues by adopting a new ensemble embedding approach
in conjunction with a BiGRU model. By combining multiple word embedding models,
such as GloVe, Word2Vec, and FastText, our solution produces more descriptive word
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representations. This not only reduces OOV-related issues but also augments contextual
knowledge and hence produces a stronger and more accurate vulnerability classification
solution.

3. The proposed approach

The overall method used to create the embedded system vulnerability classification model
is shown in Figure 1. The process has three main phases.

First, in the data collection and preprocessing phase, we gathered a raw dataset from
various publicly available sources, including NVD, CNNVD, and the Zero Day Initiative
(ZDI). We extracted relevant vulnerability descriptions with a script. Next, we balanced
and preprocessed the data to reduce bias and ensure the text was formatted correctly for
the model. Then, during the data split and representation phase, we divided the processed
data into training, validation, and benchmark sets. To make sure our experiments reflected
real-world challenges, we constructed the benchmark set using data unique to each source
database and included manually curated, difficult examples. After the split, we applied
word embedding to represent the textual data in numerical form. Finally, the Model ar-
chitecture was established to process the training and validation data. The architecture
begins with an Embedding layer, followed by a stack of three Bidirectional LSTM (BiL-
STM) layers designed to extract rich contextual information from the descriptions. These
are succeeded by two Dense layers. Notably, both the BiLSTM and Dense blocks incor-
porate Dropout and Batch Normalization to stabilize training and prevent overfitting. The
pipeline concludes with a Softmax layer to generate prediction probabilities for the Out-
put classes. The reserved benchmark data is then used to evaluate the performance of the
finalized Model.
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Fig. 1. Main method

3.1. Ensemble Embedding Technique

In natural language processing (NLP), word embedding techniques (WE) such as Word2Vec,
GloVe, and FastText are widely used to map words into dense vector representations, cap-
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turing syntactic and semantic relationships. However, a critical limitation of these meth-
ods is their susceptibility to OOV words, which are typically assigned null vectors if
absent from the training corpus. This issue is particularly severe in domain-specific clas-
sification tasks, such as software vulnerability classification, where rare or emerging ter-
minology is important for better classification performance. OOV words degrade model
generalizability and robustness, as their misrepresentation introduces noise into tasks like
classification.

To tackle this challenge, we suggest an ensemble embedding method that combines
multiple word embeddings to lessen the impact of out-of-vocabulary words on perfor-
mance. Our approach is based on two main ideas: (1) Different word embedding tech-
niques trained on various datasets will capture more words, and (2) Similar words in the
vector space will probably have similar meanings and functions in the text. Unlike typ-
ical methods that depend on a single source of word embeddings, our strategy uses a
hierarchical structure. A primary word embedding acts as the main representation, while
secondary embeddings provide backup options.

To illustrate the limitations of single WE approaches, consider the CVE in Figure 2
describing a vulnerability in the IEEE 802.15.4 Zigbee protocol. Critical terms such as
802.15.4, Zigbee, coordinator, and PHY are domain-specific and absent in Word2Vec, as
shown in Table 1. Traditional methods relying on a single WE would assign a zero vector
to these OOV words, degrading classification accuracy.

Our proposed ensemble embedding technique implements the fallback mechanism to
reduce the effect of these OOV words. The steps are as follows:

Our proposed technique implements an intelligent fallback mechanism. When a word
is not found in the primary embedding, the algorithm searches for it in the secondary em-
beddings. If found, it retrieves the top-10 most similar words from that secondary model.
However, simply choosing the first available substitute is not optimal. To ensure only the
most relevant substitutions are made, we introduce a dynamic similarity threshold. For ex-
ample, if the OOV word Zigbee is found in GloVe or FastText, our algorithm analyzes
its top-10 neighbors as shown in Table 2, calculates an appropriate threshold (see subsec-
tion 3.2) for this specific word, and selects the best candidate. In our example, the dynamic
threshold for the GloVe neighborhood of ”zigbee” is approximately 0.386; therefore, the
following words have scores above this threshold and exist in the primary (Word2Vec)
embedding: hdcp (Score: 0.44) and aminoglycosides (Score: 0.41),
the one with higher similarity score and exist in primary WE will be selected and use as a
substitute for the missing word.

An unauthenticated IEEE 802.15.4 'co-ordinator realignment' packet can be used
to force Zigbee nodes to change their network identifier (pan ID), leading to a
denial of service. This packet type is not useful in production and should be used
only for PHY qualification. 

CVE-2024-3043

Fig. 2. A CVE describing a vulnerability in the IEEE 802.15.4 Zigbee protocol
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Table 1. Comparison of embedded devices vulnerability word Coverage

Words Word2vec Glove Fasttext

unauthenticated ✓ ✓ ✓

IEEE ✓ ✓ ✓

802.15.4 ✗ ✓ ✓

co-ordinator ✗ ✓ ✓

realignment ✓ ✓ ✓

Zigbee ✗ ✓ ✓

nodes ✓ ✓ ✓

identifier ✓ ✓ ✓

denial ✓ ✓ ✓

packet ✓ ✓ ✓

production ✓ ✓ ✓

PHY ✗ ✓ ✓

qualification ✓ ✓ ✓

Table 2. Top similar words to zigbee in secondary embeddings (GloVe and FastText).
Substitutes marked with (✓) exist in the primary embedding (Word2Vec).

GloVe FastText

Word Similarity In Primary Word Similarity In Primary

802.15.4 0.58 ✗ Zigbee 0.82 ✗

z-wave 0.47 ✗ Z-Wave 0.68 ✗

hdcp 0.44 ✓ ZigBee 0.66 ✗

homeplug 0.44 ✗ DeviceNet 0.65 ✓

upnp 0.42 ✗ 1-Wire 0.63 ✗

wml 0.41 ✗ Modbus 0.63 ✓

nmea 0.41 ✗ HomePlug 0.62 ✓

aminoglycosides 0.41 ✓ ecobee 0.61 ✓

passivhaus 0.40 ✗ AllJoyn 0.61 ✗

displayport 0.40 ✗ BACnet 0.60 ✓

3.2. Dynamic Threshold Calculation

A key innovation of our approach is adapting a dynamic threshold that is based on the
local statistics of a word’s semantic neighborhood. The process is as follows:

1. For an OOV word found in a secondary embedding, retrieve the top-10 most similar
words and their cosine similarity scores.

2. Calculate the mean (µ) and standard deviation (σ) of these 10 scores. The mean rep-
resents the average similarity of the neighborhood, while the standard deviation mea-
sures its dispersion.
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3. The dynamic threshold for this specific word is then set to T = µ − σ. Where T is
the threshold.

This data-driven threshold is strict for words with tight, high-similarity neighborhoods
and more forgiving for words with looser neighborhoods. This ensures that substitutions
are always contextually appropriate, maximizing the relevance of the fallback mechanism.
The algorithm 1 formalizes the complete procedure.

4. Evaluation

4.1. Data collection

The dataset utilized in this research was assembled from various esteemed sources of
vulnerability reports, which include the National Vulnerability Database (NVD) 3, the
Chinese National Vulnerability Database (CNNVD) 4, the China National Vulnerability
Database (CNVD) 5, VarIoT 6, the Cyber Emergency Response Team (ICS-CERT) 7, For-
tiguard 8, and the Zero Day Initiative (ZDI) 9. The aforementioned sources contributed a
heterogeneous and comprehensive array of software vulnerability reports, thus facilitat-
ing the development of a robust dataset 10 aimed at the classification of vulnerabilities in
embedded systems.

In preparing to get the NVD data, we downloaded JSON files from the NVD feeds
11. We, however, excluded those entries with a flag that had been set to RESERVED,
REJECTED, or DISPUTED since they are unconfirmed vulnerabilities and could not form
part of training our models.

We extracted data in XML format from both CNNVD’s and CNVD’s official websites.
Since the descriptions and corresponding info were in Chinese, all entries were translated
into English through the Google Translate API 12 to ensure consistency in our dataset.

Due to the absence of a direct download feature in VarIoT, we created a web scraper
utilizing Python to retrieve the required data. Meanwhile, data obtained from ICS-CERT,
FortiGuard, and ZDI were used exclusively for testing and were excluded from our train-
ing dataset. In this study, these external sources are referred to collectively as ”Unseen.”
To ensure the maintenance of high standards of data quality and relevance, we undertook
a manual curation of their data to ensure its alignment with our research objectives.

A comprehensive overview of the collected dataset is presented in Table 3.

4.2. Data preprocessing

To prepare the data for modeling, we applied the following preprocessing steps:

3 https://nvd.nist.gov/
4 https://www.cnnvd.org.cn/
5 https://www.cnvd.org.cn/
6 https://www.variotdbs.pl/vulns/
7 https://www.cisa.gov/
8 https://www.fortiguard.com/

9 https://www.zerodayinitiative.com/
10 https://www.kaggle.com/datasets/aissaultimate/ensemble-embedding-data
11 https://nvd.nist.gov/vuln/data-feeds
12 https://pypi.org/project/googletrans/

https://nvd.nist.gov/
 https://www.cnnvd.org.cn/
https://www.cnvd.org.cn/
https://www.variotdbs.pl/vulns/
https://www.cisa.gov/
https://www.fortiguard.com/
https://www.zerodayinitiative.com/
https://www.kaggle.com/datasets/aissaultimate/ensemble-embedding-data
https://nvd.nist.gov/vuln/data-feeds
https://pypi.org/project/googletrans/
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Algorithm 1 Ensemble Embedding Approach
1: Input: Set of word embeddings models E = {E1, E2, . . . , En}, where E1 is the primary

embedding model.
2: Input: Vocabulary V of words to be embedded.
3: Input: Vector dimension d.
4: Output: Word vector matrix M of size |V | × d.
5: for each word w ∈ V do
6: is assigned← false

▷ Step 1: Primary Embedding Search
7: if w ∈ E1 then
8: vw ← E1(w)
9: is assigned← true

10: end if
11: if not is assigned then

▷ Step 2: Secondary Embedding Fallback
12: for each secondary embedding Ei ∈ {E2, . . . , En} do
13: if w ∈ Ei then
14: Let S be the list of (word, score) pairs from the top-10 most similar words to w

in Ei.
15: if S is not empty then
16: Let Scores be the list of scores from S.
17: µ← mean(Scores)
18: σ ← standard deviation(Scores)
19: dynamic threshold← µ− σ
20: for each (sj , scorej) ∈ S do
21: if scorej ≥ dynamic threshold and sj ∈ E1 then
22: vw ← E1(sj)
23: is assigned← true
24: break ▷ Break from inner loop (substitutes)
25: end if
26: end for
27: end if
28: end if
29: if is assigned then
30: break ▷ Break from outer loop (embeddings)
31: end if
32: end for
33: end if
34: if not is assigned then

▷ Step 3: Final Subword Fallback
▷ Assumes E1 is a subword-capable model like FastText.

35: vw ← generate subword vector(E1, w)
36: end if
37: Store vw in matrix M .
38: end for
39: return Matrix M .

– Lowercase conversion: We converted all text to lowercase to reduce dimensionality
and improve model performance.
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Table 3. Data set collected from different databases

ESV GPSV
NVD 13515 32387
CNNVD 12026 27535
CNVD 7457 14364
VarIoT 6775 4586
ICS-CERT, ZDI, Fortiguard (Unseen) 68 100

– Digit removal: We removed all digits from the text to focus on the linguistic features
of the data.

– Contraction expansion: We expanded contractions (e.g., ”you’re” to ”you are”,
”i’m” to ”i am”) to improve tokenization.

– Stopword removal: We removed common stopwords, such as ”the”, ”and”, etc., that
do not add significant value to the text, to improve model accuracy.

– Porter Stemming: We applied Porter Stemming to reduce words to their base form,
thereby reducing dimensionality and improving model performance.

– Special character removal: We removed special characters from the text to focus
on the linguistic features of the data.

– Base form conversion: We converted words to their base form (e.g., ”ran” to ”run”)
to further reduce dimensionality.

4.3. Data labeling

We utilized a Python script13 to label the dataset using a two-tiered keyword-based method-
ology. This script operated with two distinct keyword sets: one specific to embedded sys-
tems and another for general-purpose systems. These keyword lists were meticulously
compiled through an extensive review of online resources and generative large language
models (LLMs), ensuring the inclusion of relevant terms associated with embedded de-
vices, protocols, and software. The same process was applied to construct the keyword
list for general-purpose systems. A sample of these keyword sets is provided in Table 4.

The script then processed each vulnerability description, scanning for the presence of
keywords from both lists. If a description contained embedded system-related keywords
while lacking general-purpose system keywords, it was classified as an embedded sys-
tem vulnerability. Conversely, if general-purpose system keywords were detected without
any embedded system keywords, the vulnerability was categorized accordingly. To re-
duce ambiguity during model training, entries containing keywords from both lists were
omitted from the dataset.

This keyword-based classification strategy was inspired by prior research by Pap et
al. [11], which utilized a similar methodology for vulnerability categorization. By adopt-
ing this approach, we ensured that our dataset was systematically labeled and optimally
structured for model training.

13 https://github.com/aissa302/CVE-Aanlysis-Project

https://github.com/aissa302/CVE-Aanlysis-Project
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Table 4. White and black list keywords

Embedded system terms General-purpose terms
Asus RT Huawei FusionServer
Huawei Quidway switches Windows Desktop
Cisco 4000 Series Apple OS X
Zhone GPON Xen hypervisor
ZigBee Google Earth
Modbus Dell XPS 13
Embedded Linux Skype
RTOS HPE ProLiant
Android Terraform

4.4. Benchmark Dataset Development

Many existing studies rely on the NVD for training and testing machine learning models.
While this approach is convenient, it presents a major drawback: it does not accurately
reflect real-world conditions. As a result, models trained solely on NVD data may overfit,
achieving high accuracy on similar datasets but lacking robustness when applied to diverse
or unseen data.

To overcome this limitation, models should be evaluated on datasets that differ in
structure, content, and linguistic style, providing a more realistic measure of their gen-
eralizability. To support this need, we developed a comprehensive benchmark dataset in-
corporating vulnerability descriptions from CNNVD, CNVD, VarIoT, and a manually cu-
rated collection. These sources introduce greater diversity, ensuring that models are tested
under conditions that closely resemble real-world challenges.

For dataset construction, we extracted vulnerability descriptions from each source and
categorized them based on whether they had a CVE ID. To ensure uniqueness and prevent
overlap with NVD, our benchmark dataset consists exclusively of entries without CVE
IDs. This ensures that the dataset encompasses vulnerabilities not already documented in
the NVD, providing a more rigorous evaluation framework.

Table 5 provides a summary of the benchmark dataset composition, detailing the num-
ber of vulnerability descriptions sourced from each database.

Table 5. Benchmark Dataset Composition

ESV GPSV
CNNVD 246 866
CNVD 1146 980
VarIoT 922 24
Unseen 68 100
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4.5. Evaluation Metrics

To comprehensively evaluate the performance of our classification models, we employed
a set of standard evaluation metrics. These metrics provide a holistic view of the models’
effectiveness in classifying vulnerability descriptions.

– Accuracy: The proportion of correctly classified instances out of the total. It provides
an overall measure of model performance.

Accuracy =
TP + TN

Total Number of Instances
(1)

– Precision: The ratio of true positives to all predicted positives. Key for scenarios
where false positives are costly.

Precision =
TP

TP + FP
(2)

– Recall: The ratio of true positives to all actual positives. Important when missing a
positive instance is critical.

Recall =
TP

TP + FN
(3)

– F1-Score: The harmonic mean of precision and recall, useful for imbalanced datasets.

F1-Score = 2× Precision × Recall
Precision + Recall

(4)

– MCC: Matthews Correlation Coefficient (MCC) accounts for all four quadrants of the
confusion matrix and provides a balanced measure, even for datasets with imbalanced
classes.

MCC =
TP · TN − FP · FN√

(TP + FP )(TP + FN)(TN + FP )(TN + FN)
(5)

– AUC-ROC: separate predictive accuracy from threshold-specific operating condi-
tions, offering a general measure of how well the model distinguishes between classes.

4.6. Experimental setup

A series of experiments was carried out to determine the effectiveness of our proposed
ensemble embedding approach for vulnerability classification. These experiments were
executed on a computer equipped with double Xion CPUs running at 2.40GHz each and
62GB of RAM, complemented by NVIDIA GeForce RTX 3090 GPUs with 24GB of
VRAM. The operating system used was Ubuntu 22.04 LTS. Throughout our experiments,
we made use of Tensorflow version 2.12.1 with Keras version 2.12.0.
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4.7. Hyperparameter Tuning and Model Configuration

Sentence length The length of vulnerability descriptions varies significantly depending
on the level of detail required to document security flaws. To identify the optimal sequence
length for classification, we evaluated input lengths of 100, 200, 300, and 400 tokens,
measuring both performance metrics (accuracy) and computational efficiency (training
time). As shown in Figure 3, model accuracy peaks at 200 tokens (90.06%), with shorter
(100 tokens: 87.57%) or longer sequences (300 tokens: 86.95%, 400 tokens: 86.33%)
yielding inferior results. This decline in performance beyond 200 tokens aligns with in-
creased noise from excessive padding or truncation, which disrupts syntactic patterns crit-
ical for accurate classification. Conversely, sequences shorter than 200 tokens lack suffi-
cient contextual detail to resolve ambiguities in vulnerability descriptions. Training time
scales linearly with sequence length, increasing from 27.33 minutes (100 tokens) to 61.11
minutes (400 tokens). While the 200-token configuration requires 38.31 minutes (41%
longer than 100 tokens), its 2.5-point accuracy gain justifies this trade-off.

These results demonstrate that 200 tokens optimally balance contextual retention,
classification performance, and computational efficiency. This parameter was adopted for
all subsequent experiments to ensure robustness without unnecessary resource overhead.
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Fig. 3. Training accuracy and training time according to sentence lengths

Impact of Hidden Unit Size The dimensionality of the hidden state, or hidden size, in
recurrent neural networks like BiLSTM and BiGRU is a fundamental hyperparameter that
directly influences model capacity and performance. To identify the most effective config-
uration for our task, we systematically evaluated four distinct hidden sizes: 64, 128, 256,
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and 512. The experiments, detailed in Figure 4, revealed a clear optimal point, demonstrat-
ing that model effectiveness is highly sensitive to this parameter. Our analysis indicates
that a hidden size of 128 achieves the best overall performance. At this configuration, the
model reaches its peak in several key metrics, including Accuracy (91.93%), F1-Score
(91.50%), and Matthews Correlation Coefficient (MCC) (0.83). This result suggests that
a hidden size of 128 provides an ideal balance, granting the model sufficient capacity to
capture complex dependencies in the data without becoming overly complex and prone to
overfitting. When the hidden size was reduced to 64, we observed a slight but consistent
decrease in performance across the board. Metrics such as Accuracy (91.30%) and F1-
Score (90.64%) were marginally lower than those at the optimal size of 128. This suggests
that while still effective, a smaller hidden dimension may slightly limit the model’s abil-
ity to learn the full complexity of the feature set, bordering on underfitting. Conversely,
increasing the hidden size beyond the optimal point to 256 and 512 led to a significant
degradation in model performance. For instance, the F1-Score dropped from its peak of
91.50% to 87.25% for a size of 256 and further to 87.10% for 512. A similar sharp decline
was observed in the MCC, which fell from 0.83 to 0.75 and 0.74, respectively. Interest-
ingly, while the AUC-ROC peaked at 95.12% for a size of 256, this improvement did
not translate to better classification outcomes. This pattern strongly indicates that larger
hidden sizes introduced excessive complexity, causing the model to overfit to the training
data rather than learning generalizable patterns.
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Fig. 4. Performance evaluation of ensemble embedding method across different hidden
units sizes

Architectural, Optimization, and Regularization Choices Beyond the empirical tun-
ing of sequence length and hidden unit size, several other hyperparameters were set based
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on established best practices to ensure a stable, robust, and well-regularized model. Ta-
ble 6 illustrates the different hyperparameters and their values. In addition to the hyperpa-
rameters in the table, batch normalization is used to avoid early overfitting of the models.

Table 6. Hyperparameters

Hyperparamters BiGRU
Batch-size 32
Epochs 100
Layers 3
Droupout 0.3
Loss function binary crossentropy
Optimizer Adam
Early Stop/patience val loss / 5
Kernel Initializer he uniform
Kernel Regularizer l2(0.01)
Total params 17,816,522
Trainable params 1,411,610
Non-trainable params 16,404,912

We employed a stacked architecture of three BiGRU layers. Stacking recurrent layers
allows the model to learn hierarchical representations of the input data; the initial layer
captures more localized, syntactic patterns, while subsequent layers can integrate these
features to learn higher-level, more abstract semantic relationships. A depth of three lay-
ers was chosen as it provides sufficient capacity for this hierarchical learning without
introducing excessive computational complexity or the risk of vanishing gradients that
can occur in deeper architectures.

For the optimization process, the Adam optimizer was selected for its widespread
adoption and proven effectiveness, as it efficiently combines the advantages of momen-
tum and adaptive learning rates. Given our binary classification task, we used binary
crossentropy as the loss function. This is the standard choice for two-class problems,
as it effectively measures the distance between the predicted probability (output by a final
sigmoid activation layer) and the true binary label (0 or 1).

To prevent the model from overfitting by memorizing the training data, we imple-
mented a suite of regularization techniques. We set a maximum of 100 epochs, but
utilized an Early Stopping mechanism that monitors the validation loss and halts
training if no improvement occurs for five consecutive epochs, restoring the weights
from the best-performing epoch. In addition to early stopping, a dropout rate of 0.3
was applied after each BiGRU layer, forcing the network to learn more robust features
by randomly deactivating neurons during training. To further constrain the model, L2
regularization (with a factor of 0.01) was applied to the kernel weights to penal-
ize large values and promote a simpler model. Finally, to ensure stable training from the
outset, the He uniform initializer was chosen. This initializer is specifically designed for
layers with ReLU-like internal activations (as in GRU cells) and helps prevent vanishing
or exploding gradients.
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4.8. Ablation analysis

To evaluate the impact of primary embedding selection on classification performance, we
conducted an ablation study comparing three ensemble architectures:

EE1: GloVe (primary) + (Word2Vec, FastText) + BiGRU
EE2: Word2Vec (primary) + (GloVe, FastText) + BiGRU
EE3: FastText (primary) + (Word2Vec, GloVe) + BiGRU

As shown in Table 7, EE3 achieves the highest performance across all metrics (Ac-
curacy: 91.93%, F1-score: 91.63%, AUC-ROC: 94.00%), outperforming both EE1 (Ac-
curacy: 86.96%, F1-score: 86.42%) and EE2 (Accuracy: 86.33%, F1-score: 85.18%) by
significant margins. This result underscores the critical role of FastText as the primary em-
bedding, leveraging its subword decomposition mechanism to mitigate OOV challenges.
While the ensemble framework reduces OOV issues by cross-referencing secondary em-
beddings for missing terms using a dynamic threshold, it cannot resolve cases where a
term is absent across all embeddings. FastText addresses this limitation by generating
vectors for OOV words through averaged subword embeddings. However, this averaging
process may dilute semantic precision for terms with non-compositional meanings.

EE2 exhibits the lowest performance, primarily due to Word2Vec’s lack of subword
support and case sensitivity. For instance, terms like homeplugin (lowercase) are treated
as OOV in Word2Vec, even though HomePlugin (mixed case) exists in its vocabulary
(Table 2). This inconsistency limits its ability to benefit from secondary embeddings, as
substitutions rely on exact lexical matches. By contrast, EE1 demonstrates marginally bet-
ter performance than EE2 (Accuracy: 86.96% vs. 86.33%), likely due to GloVe’s global
co-occurrence statistics, which capture broader semantic patterns. GloVe’s robustness to
syntactic variations allows it to leverage secondary embeddings more effectively, as seen
in its substitution of the coordinator with the controller via FastText.

Table 7. Different architecture comparison: Test Performance Metrics

Architectures Accuracy (%) Precision (%) Recall (%) F1-score (%) AUC-ROC (%) MCC

EE1 86.96 86.17 86.73 86.42 91.52 0.72904
EE2 86.33 86.93 84.24 85.18 90.99 0.7112
EE3 91.93 91.63 91.38 91.50 94.00 0.8300

EE1: GloVe + (Wor2Vec, FastText) + BiLGRU
EE2: Word2Vec + (GloVe, FastText) + BiLGRU
EE3: FastText + (Wor2Vec, GloVe) + BiLGRU

4.9. Comparative analysis

To measure the effectiveness of our proposed ensemble framework, we compared it against
two types of models: classic word embeddings (Word2Vec, GloVe, FastText) and modern
Transformer models (like BERT and RoBERTa). As shown in Table 8, we tested these
models on four different datasets. Three of these, VarIoT, CNVD, and CNNVD, contain
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familiar vocabulary, while the fourth, our custom Unseen dataset, was created to challenge
the models with a high number of new and domain-specific terms (OOV words).

On the datasets with familiar vocabulary (VarIoT, CNVD, and CNNVD), the large
Transformer models performed the best, as expected. Models like DistilBERT and Mod-
ernBERT achieved nearly perfect scores, showing the power of their deep contextual un-
derstanding. While our proposed model did not surpass these large models, it was highly
competitive and consistently outperformed the classic word embeddings. For example, on
the CNNVD dataset, our model’s F1-score of 99.86% was a significant improvement over
GloVe (97.78%) and Word2Vec (94.37%), proving it is a strong and efficient alternative.

The most important findings come from the Unseen dataset, which was designed to
mimic real-world challenges with new terminology. On this dataset, the performance of
the powerful Transformer models dropped significantly. BERT’s F1-score, for instance,
fell from 99.49% on the familiar CNVD set to just 83.25% in unseen data. This happens
because they are good at adapting to the training data. However, when faced with domain-
specific OOV, they fail to assign them an appropriate embedding through a weighted
average of sub-tokens.

In this challenging environment, our proposed model performed better than all others,
achieving the highest scores in every key metric: Accuracy (91.93%), F1-score (91.50%),
and Matthews Correlation Coefficient (0.8300). This success is due to the model’s flexible
design. Its ability to intelligently find and substitute similar words from different embed-
dings using a dynamic threshold, combined with FastText’s power to understand parts of
unknown words via sub-word embedding, allows it to handle new terms gracefully and
avoid assigning a zero vector. This result highlights our framework’s key advantage: while
Transformer models are excellent in predictable environments, our ensemble method is
more reliable and robust for real-world software vulnerability classification tasks, where
new terms appear constantly.

4.10. Limitations and Future Work

Despite the robust performance of our ensemble framework, particularly in high-OOV
scenarios, it is important to acknowledge its limitations to guide future research and im-
provements.

– Risk of Contextually Inappropriate Substitutions: While our dynamic threshold is
a significant improvement over a fixed value, the framework still faces a risk of con-
textually inappropriate substitutions. The current mechanism calculates a threshold
based on the local semantic neighborhood of an OOV word within a secondary em-
bedding. However, it does not consider the global context of the original sentence in
which the word appeared. This creates a potential failure point: a secondary embed-
ding might provide a set of seemingly good synonyms for a word in one domain (e.g.,
”coordinator” in networking), but if the original sentence used the word in a different
domain-specific sense, the chosen substitute (e.g., ”controller”) might be statistically
sound but semantically incorrect for that specific context.
• Future Work: A promising direction to mitigate this is to incorporate a sentence-

level context validation step. After a potential substitute is identified, its vector
could be compared not just to the OOV word’s vector, but to the vector represen-
tation of the entire source sentence. The substitution would only be accepted if it
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Table 8. Performance Comparison of the Models on Cybersecurity Datasets.

Model Accuracy Precision Recall F1-score AUC-ROC MCC

VarIoT Dataset
Word2Vec 96.81 71.64 96.33 79.03 99.43 0.6333
GloVe 96.91 44.00 91.67 59.46 99.41 0.6232
FastText 96.60 70.64 94.19 77.68 99.33 0.6041
BERT 99.68 88.89 94.11 91.43 99.95 0.9131
ModernBERT 99.47 77.27 100.00 87.18 99.97 0.8767
CodeBERT 98.94 62.96 100.00 77.27 99.93 0.7892
DistilBERT 99.47 77.27 100.00 87.18 100.00 0.8767
RoBERTa 99.58 80.95 100.00 89.47 99.97 0.8978
Proposed Work 99.25 86.31 96.73 90.83 95.58 0.8238

CNVD Dataset
Word2Vec 98.28 98.18 98.40 98.27 99.95 0.9658
GloVe 98.69 98.66 98.71 98.68 99.92 0.9737
FastText 97.67 97.63 97.68 97.65 99.68 0.9531
BERT 99.53 99.69 99.29 99.49 99.95 0.9905
ModernBERT 99.91 100.00 99.80 99.90 99.99 0.9981
CodeBERT 99.01 98.88 98.98 98.93 99.97 0.9801
DistilBERT 99.95 100.00 99.90 99.95 100.00 0.9991
RoBERTa 99.72 99.59 99.80 99.69 99.98 0.9943
Proposed Work 98.68 98.77 98.59 98.67 99.25 0.9737

CNNVD Dataset
Word2Vec 96.13 97.41 92.03 94.37 99.86 0.8929
GloVe 98.41 98.84 96.81 97.78 99.97 0.9563
FastText 96.04 97.36 91.85 94.24 99.93 0.8904
BERT 99.73 99.77 99.88 99.83 99.99 0.9922
ModernBERT 99.73 99.77 99.88 99.83 100.00 0.9922
CodeBERT 99.28 99.20 99.88 99.54 99.97 0.9791
DistilBERT 99.64 99.54 100.00 99.77 100.00 0.9896
RoBERTa 99.37 99.20 100.00 99.60 99.99 0.9817
Proposed Work 99.91 99.80 99.94 99.86 99.99 0.9973

Unseen Dataset
Word2Vec 86.95 86.55 85.88 86.18 93.22 0.7244
GloVe 88.19 87.54 87.75 87.64 92.12 0.7530
FastText 88.20 88.82 86.33 87.24 94.49 0.7512
BERT 88.85 85.29 81.31 83.25 94.61 0.7496
ModernBERT 86.31 82.65 75.70 79.02 92.74 0.6903
CodeBERT 85.67 82.98 72.90 77.61 92.03 0.6744
DistilBERT 85.67 77.19 82.24 79.64 92.80 0.6868
RoBERTa 88.22 83.65 81.31 82.46 93.25 0.7361
Proposed Work 91.93 91.63 91.38 91.50 94.61 0.8300

Note: Metrics (Accuracy, Precision, Recall, F1, AUC) are reported in percentages. MCC is reported as a
decimal. Bold values indicate the best performance for each metric. We have also assumed that the value
‘1.00‘ for AUC-ROC was intended to be ‘100.00‘ to be consistent with the percentage-based reporting.
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maintains high cosine similarity with the overall sentence context, ensuring that
the replacement is not just a synonym, but the right synonym for the situation. A
large pre-trained language model, such as Sentence-BERT, can be used to check
sentence similarity.

– Dependency on Subword-Capable Primary Embedding: The success of our frame-
work’s final fallback step is highly dependent on using a subword-capable primary
embedding like FastText. We have shown this is the superior architecture in our ab-
lation study. However, this dependency makes the framework less modular. If a dif-
ferent, non-subword embedding model were to become state-of-the-art for a specific
domain, our current ensemble method would lose its most critical safety net for han-
dling truly novel OOV terms.
• Future Work: To address this, the framework could be enhanced with an in-

dependent OOV handling module. One approach would be to train a dedicated,
lightweight subword model (like fastText.zip) on the target domain corpus itself,
using it exclusively as a final fallback regardless of the primary embedding. An-
other avenue would be to implement a trainable ¡UNK¿ token. Instead of relying
on subwords, the model could learn a specific vector representation for all unre-
solved OOV words during the downstream task training, allowing it to adapt to
the specific types of unknown words present in the training data.

– Computational Overhead: The sequential nature of the fallback mechanism intro-
duces computational overhead compared to a single embedding lookup. While this
trade-off is justified by the significant accuracy gains on OOV-rich datasets, it could
be a limiting factor in latency-critical applications.
• Future Work: This could be optimized by creating a pre-computed

OOV-substitution cache for a given domain. For a known set of domain-specific
OOV words, the best substitutes could be calculated offline and stored in a dictio-
nary for near-instantaneous lookups. For a more advanced solution, knowledge
distillation could be explored, where a larger, more complex teacher model (our
ensemble) is used to train a smaller, faster student model to mimic its behavior,
effectively ”baking in” the ensemble’s knowledge into a single, efficient model.

5. Conclusion

The escalating security challenges posed by interconnected embedded systems in critical
infrastructure demand innovative approaches to vulnerability management. To address
this, we proposed a novel ensemble embedding technique that synergistically integrates
multiple word embedding methods to mitigate the impact of OOV words, a critical limita-
tion in existing vulnerability classification frameworks. Coupled with BiGRU networks,
our model achieves robust categorization of vulnerabilities while distinguishing between
embedded and general-purpose system vulnerabilities with high precision.

A key contribution of this work is the creation of a comprehensive benchmark dataset,
curated from diverse vulnerability databases, which addresses the scarcity of domain-
specific data for embedded systems security research. Our experiments demonstrate the
framework’s superior performance in identifying embedded system-specific vulnerabili-
ties, particularly in high-OOV scenarios, outperforming the baseline word embeddings in
accuracy, recall, and semantic coherence.
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