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Editorial

Ivan Lukovié!, Mirjana Ivanovié?, Milo§ Radovanovié?, and Vladimir Kurbalija?

University of Belgrade, Faculty of Organizational Sciences
Belgrade, Serbia
ivan.Jukovic@fon.bg.ac.rs

2University of Novi Sad, Faculty of Sciences
Novi Sad, Serbia
{mira, radacha, kurba} @dmi.uns.ac.rs

Vol. 23, No. 3. issue of ComSIS is in front of you. We are glad to say that we have
gained the trust of the authors from several countries all over the world. This issue of
ComSIS contains 6 regular research papers.

In the paper: The Soft Factors in Digital Transformation Strategies: A Study of Em-
ployees Digital Competencies and Support Measures, FrantiSek Sudzina, Andreja Puci-
har, and Gregor Lenart present a study that examines whether the digital competencies
of employees and the way in which management introduces new digital technologies to
employees influence the extent of selected strategic areas of digital transformation and the
importance of different types of support. The data for the study was collected in collabo-
ration with Slovenian chambers of commerce using an online questionnaire. The authors
find that the way in which new digital technologies are introduced has an impact on cus-
tomer experience, processes and digital solutions to support the business, as well as the
digitalization of business models, products and services. In addition, the customer experi-
ence was also influenced by digital competencies. The ability to obtain funding for digital
transformation was influenced by enterprise size and published local and international ex-
amples of best practice in the field of digitalization were influenced by the methods used
to introduce new digital technologies.

While Environmental, Social, and Governance (ESG) assessment plays a key role in
sustainable finance, data scarcity and noise in emerging economies hinder robust model
development. Ivana Markovi¢, Adela Ljaji¢, Jelena Z. Stankovi¢, Milo§ Kosprdi¢, and
Jovica Stankovi¢, in their paper Model Parameter-Based Transfer Learning for ESG Score
Prediction in Developing Markets, propose a model parameter-based transfer learning
with random forest (MPBTL-RF) approach for domain adaptation situations where source
data are not available. The proposed model is evaluated using three traditional learning
approaches: Random Forest (RF), eXtreme Gradient Boosting (XGB), and Feedforward
Neural Networks (FNN). Cross-validation is used to assess model generalizability, while
domain adaptation is tested through in-domain and out-of-domain settings. The authors
state that proposed MPBTL-RF approach achieves competitive performance compared
to traditional baselines in scenarios with limited training data, offering time advantages
with predictive efficiency and stability. The authors demonstrate how machine learning
pipelines can adapt to data-constrained, real-world domains, fostering the synergy be-
tween Artificial Intelligence and business.

The research presented in the paper DICYME: Dynamic Industrial Cyber Risk Mod-
elling Based on Evidence, by Javier Garcia-Ochoa, Jaime Rueda, Rubén R. Ferndndez,
Alberto Fernandez-Isabel, Isaac Martin de Diego, Emilio L. Cano, Romy R. Ravines,
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Ovidio Lépez Espinosa, and Jaume Puigbé Sanvisens, was also inspired by the digital
transformation. The authors advocate that traditional cybersecurity methods are increas-
ingly inadequate for addressing the rapidly evolving threat landscape, emphasizing the
critical need for intelligent, adaptive, and proactive defensive strategies. In the study intro-
duced in the paper they present Dynamic Industrial Cyber Risk Modelling Based on Ev-
idence (DICYME), a comprehensive system that integrates diverse analytical techniques
to identify patterns and characteristics that reveal emerging threat trends, enabling orga-
nizations to proactively defend against potential future attacks. Beyond threat detection,
DICYME operates as a pipeline that retrieves data from diverse cyber incident reports,
specialized databases, and other relevant sources of cyber-related information, applies
specialized techniques for victim identification, indicator computation, threat actor pro-
filing, Common Vulnerability and Exposure (CVE) relationship mapping, and ultimately
performs the Cyber Risk Quantification (CRQ).

The Examination Timetabling Problem (ETP) is an NP-hard combinatorial optimiza-
tion problem that has been extensively studied over the past decades, with methodologies
ranging from classical heuristics to contemporary machine learning approaches. In their
paper Examination Timetabling with Independent Resource Pools: A Multi-Stage Ge-
netic Algorithm Approach, Khalil Chebil, Mahdi Khemakhem, Abdallah Hammad, and
Mohammed Alanazi provide a comprehensive literature review and propose a novel two-
stage genetic algorithm-based decomposition combined with a clear linear mathemati-
cal formulation. A contribution of this work is in addressing the practical complexity of
two-separated examination facilities at PSAU, where male and female students study in
separate buildings with independent examination rooms, capacities, and supervisory staff,
yet must follow a synchronized examination schedule. This creates a coupled dual-ETP
problem where two independent resource allocation problems must share identical time
slot assignments, significantly increasing model complexity and constraint interactions.

Filip Prentovic, , Marjan Hericko, and Gordana Rakié, the authors

of the paper Role of Software Metrics in Practical Quality Management, advocate a use
of software metrics for continuous insight into products and processes, while software
metrics are a critical tool for building reliable software and assessing software quality, es-
pecially in complex domains and mission-critical environments. The aim of the research
conducted in this paper is to determine the existence of different perspectives regarding
the impact of software metrics on software quality between participants in software devel-
opment. The main contribution is in analyzing the impact that the application of software
metrics has on the quality of software and on the overall project success by statistically
analyzing data obtained from the survey. The paper contains a comprehensive survey of
code analysis techniques, software metrics, and the analysis of the application of software
metrics in practice. Also, importance, influence, and the level of usage of software met-
rics in IT companies have been considered, as well as the estimation of results significance
obtained in the process of measuring software.

The paper Artificial Neural Network Modeling for Air Pollution Prediction: LSTM
versus the Levenberg-Marquardt Approach, by Goran Kekovié¢, Rade BoZovié, Sonja
Ketin, Vladimir Mikié, Milos§ Ili¢, and Boban Vesin considers the problem of accurate
prediction of air pollutant concentrations. It remains a critical challenge for environmen-
tal monitoring and public health, demanding robust and adaptive artificial intelligence
approaches. The authors investigate the effectiveness of various types of artificial neural
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networks (ANNS), including Long Short-Term Memory networks (LSTM) and networks
based on the Levenberg-Marquardt algorithm (LM) and its variant with Bayesian regular-
ization (LMBR), in predicting air pollution under different data conditions. Since LSTM
networks are based on first derivative loss function algorithms and the LM algorithm is
usually superior to this type of algorithm, a comparison of these networks was conducted.
This is further supported by the limited coverage of this topic in existing literature. ANNs
were tested on two different datasets: the Air Quality dataset, where the target variable
was the concentration of benzene (C6H6) and the Beijing PM2.5 dataset, where the target
was the concentration of PM2.5 particles.

On behalf of the ComSIS Consortium, we would like to take this opportunity to give
our great thanks to the reviewers and all the authors for their high-quality work, great
efforts, and remarkable enthusiasm.
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The Soft Factors in Digital Transformation Strategies: A
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FrantiSek Sudzina!, Andreja Pucihar?, and Gregor Lenart?
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Economics and Business
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Abstract. The aim of the study is to examine whether the digital competencies of
employees and the way in which management introduces new digital technologies to
employees influence the extent of selected strategic areas of digital transformation
and the importance of different types of support. The data was collected in collabo-
ration with Slovenian chambers of commerce using an online questionnaire. Study
finds that the way in which new digital technologies are introduced has an impact
on the customer experience, processes and digital solutions to support the business,
as well as the digitalization of business models, products and services. In addition,
the customer experience was also influenced by digital competencies. The ability to
obtain funding for digital transformation was influenced by enterprise size and pub-
lished local and international examples of best practice in the field of digitalization
were influenced by the methods used to introduce new digital technologies.

Keywords: Digital Transformation, Digital Transformation Strategy, Digital Compe-
tencies, Support Measures For Digital Transformation.

1. Introduction

The contemporary business landscape is undergoing a profound and accelerating shift
driven by the proliferation of digital technologies. This phenomenon, termed Digital
Transformation (DT), has evolved from a peripheral IT concern into a central strategic
imperative for enterprises across all industries and sizes [14], [30]]. The strategic stakes of
this transformation are exceptionally high [12]. Firms that successfully navigate this shift
can unlock significant competitive advantages, including enhanced operational efficiency,
deeper customer engagement, and the creation of novel revenue streams. Conversely, those
that fail to adapt, risk obsolescence as new, digitally-native competitors disrupt established
markets [30]].

In response, a rich body of academic literature has emerged to understand this complex
process. Initial research focused on defining the phenomenon and distinguishing it from
earlier forms of IT-enabled change [31], [32]. Scholars have established that successful DT
is far more than the mere implementation of new technology; it represents a fundamental
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rethinking of how an organization uses technology, people, and processes to radically
change its business performance and value proposition [17]. It is now widely accepted
that organizational factors such as strategy, culture, and skills are critical enablers of this
change [3], [LLS].

However, as the field matures, the focus of inquiry is shifting from what DT is, to how
it is successfully executed [31]]. While we know that internal organizational factors are
important [17], [33], [3], a more granular understanding is needed of the specific mecha-
nisms through which they influence the scope and nature of an enterprise's transformation
journey. Several key questions remain at the forefront of this research agenda. First, how do
fundamental enterprise characteristics, such as enterprise size, interact with more dynamic,
capability-based factors like employee competencies and change management processes to
shape an enterprise's strategic priorities [[14]], [[19]? Does an enterprise's internal capacity
determine whether it focuses more on transforming its operational core or on enhancing its
customer-facing and cultural dimensions [33], [3]?

Second, enterprises do not transform within vacuum-like environment. They operate
within a broader environmental context that includes a growing ecosystem of institutional
support, such as government programs and Digital Innovation Hubs (DIHs), designed to
mitigate the significant risks and costs associated with DT [24]. Yet, there is a need for
greater empirical insight into how enterprises perceive and prioritize these external support
mechanisms. Is financial assistance that de-risks investment perceived as more critical than
knowledge-based support that closes the skills gap? And how do an enterprise's internal
characteristics shape its reliance on this external ecosystem?

This study addresses these critical questions by providing an empirical investigation into
the determinants, scope, and support mechanisms of digital transformation. Drawing
on an exploratory survey-based study, this research analyzes data from 102 Slovenian
enterprises, predominantly small and medium-sized enterprises (SMEs), which reflects the
structural characteristics of European economies, where approximately 99% of businesses
are SMEs [9]. In this study we explore the relationships between key organizational
characteristics—namely enterprise size, the digital competencies of employees, and the
methods used to introduce new technologies—and the extent of enterprises'DT strategies
across a range of operational and people-centric domains. Furthermore, we examine how
these organizational factors relate to the perceived importance of different types of financial
and knowledge-based support.

The findings of this research offer several important contributions. By analyzing the
interplay between static enterprise attributes and dynamic capabilities, this study provides
a nuanced understanding of the true drivers of digital transformation. It offers empirical
evidence on the distinct dimensions of DT strategy and identifies which organizational
capabilities are most critical for each. Finally, it provides actionable insights for managers
on how to prioritize their transformation efforts and for policymakers on how to design
more effective support interventions.

The remainder of this paper is structured as follows. Section 2 develops a comprehensive
theoretical framework, drawing on the Technology-Organization-Environment (TOE)
model and the dynamic capabilities perspective to ground our research questions. Section
3 details the research methodology, including the sample, data collection, and analytical
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techniques. Section 4 presents the core empirical results of our statistical analysis. Section
5 provides a detailed discussion of these findings, interpreting their significance and
linking them back to the theoretical framework. Finally, Section 6 concludes the paper by
summarizing its key contributions and outlining avenues for future research.

2. Theoretical Framework

DT has evolved from a peripheral IT concern into a central strategic imperative for
enterprises across all industries and sizes [14], [30]. Literature has moved beyond simple
definitions to offer a more nuanced understanding of this process. Verhoef et al. [30]]
usefully distinguish between three stages of digital change: digitization, the conversion of
analog information to digital format; digitalization, the use of digital technologies to alter
existing business processes; and digital transformation, a more fundamental, enterprise-
wide change that leads to the development of new business models. This study focuses on
the latter, more pervasive form of change, which represents holistic strategic reorientation
rather than a series of discrete technological upgrades.

In this context, DT represents far more than the mere implementation of new technologys; it
is a fundamental rethinking of how an organization uses technology, people, and processes
to radically change its business performance and value proposition [[17]]. Vial [31]] offers a
comprehensive process-oriented definition, framing DT as “a process that aims to improve
an entity by triggering significant changes to its properties through combinations of
information, computing, communication, and connectivity technologies.” This process
compels organizations to re-evaluate not only their internal operations but also their value
creation paths, customer relationships, and even their core business models, with a key
outcome being enhanced product and service innovation [J5]].

The strategic stakes of this transformation are exceptionally high. Firms that successfully
navigate this shift can unlock significant competitive advantages, including enhanced
operational efficiency, deeper customer engagement, and the creation of novel revenue
streams. Conversely, those that fail to adapt risk obsolescence as new, digitally-native com-
petitors disrupt established markets [30]. The central challenge for incumbent enterprises,
therefore, is not if they should transform, but how they should transform to overcome
challenges and exploit opportunities from DT. This requires a coherent strategy that aligns
technological capabilities with organizational goals, a challenge that is particularly acute
for enterprises of all sizes. This study seeks to explore the determinants, scope, and support
mechanisms of digital transformation within the specific context of Slovenian enterprises,
contributing to a deeper understanding of how enterprises can successfully navigate this
complex journey.

To understand the multifaceted nature of DT, a holistic framework is required. The adapted
Technology-Organization-Environment (TOE) framework, first articulated by Tornatzky
and Fleischer [29]] and later widely used in information systems research, provides a robust
and widely accepted theoretical lens for this study. Its enduring relevance stems from its
comprehensive approach, positing that three primary, interacting contexts influence an
enterprise's decision to adopt and implement new technology:
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— The Technological Context (T): As originally conceived, this context refers to the pool
of technologies available to an enterprise, both those already in use and those available
externally. It encompasses not just the technologies themselves but also the enterprise's
perception of their characteristics—their potential benefits, their complexity, and their
compatibility with existing systems and processes [29]]. In the realm of DT, this context
is exceptionally rich, including a vast array of digital tools (e.g., Cloud, Analytics,
Cybersecurity, Industry 4.0) that can be combined in novel ways.

— The Organizational Context (O): This context encompasses the internal characteristics
and resources of the enterprise. Tornatzky and Fleischer [29] highlighted several key
factors, including the enterprise's size and scope, the complexity of its managerial
structure, its internal communication processes, and the availability of slack resources.
In modern DT research, this context has expanded to include the enterprise's human
capital, its strategic orientation, its culture, and its overall readiness for change. It is
the internal environment that shapes the enterprise's ability to recognize the need for
change and its capacity to enact it.

— The Environmental Context (E): This context includes the broader arena in which
the enterprise operates. It encompasses factors such as the industry's structure, the
presence and actions of competitors, the regulatory landscape, and the enterprise's
relationships with its network of suppliers, customers, and other institutions [29]]. For
DT, this context is particularly dynamic, encompassing not only competitive pressures
but also the institutional support systems available, such as government grants or
partnerships with entities like Digital Innovation Hubs (DIHs).

This study operationalizes the TOE framework by examining specific variables within
each context. The organizational context is investigated through the independent variables
of enterprise size, the existence of a formal DT strategy, the level of employee digital
competencies, and the method of introducing new technology. The technological context is
explored through the dependent variables which measure the extent to which an enterprise’s
strategy covers various DT domains, representing the scope and nature of the technological
application. Finally, the environmental context is addressed by analyzing the perceived
importance of various external support mechanisms. This framework allows for a structured
investigation into how organizational factors influence enterprise's technological choices
and its interaction with the external support environment, providing a holistic view of the
transformation process.

While technology provides the tools for transformation, a strong consensus in the literature
emphasizes that organizational factors are the primary drivers of success. As the influential
work by Kane et al. [17] argues, “strategy, not technology, drives digital transformation.”
This perspective suggests that the most digitally mature organizations are not necessarily
those with the most advanced technology, but those with clear, coherent strategies and
the internal capabilities to execute them. This people-centric point of view is evident also
in recent literature review [23] that systematically categorizes the "soft factors" that are
critical for success of digital transformation projects. Their findings point out, that for
digitalization projects to succeed, the "people dimension" requires explicit attention. Fur-
thermore, their research identifies four core organizational enablers—Leadership, Culture,
Support, and Learning—that are crucial for both the implementation and adoption phases
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of DT. In this light, this study's variables, "digital competencies" and "IT introduction
methods," can be seen as tangible indicators of these broader soft factors, particularly
organizational learning and support.

The role of enterprise size in DT is a subject of ongoing debate in literature. A theoretical
dichotomy is often drawn between Small and Medium-sized Enterprises (SMEs) and large
enterprises, as they are perceived to face fundamentally different sets of challenges and
opportunities.

Large enterprises typically possess greater financial resources and specialized skilled
employees to invest in large-scale transformation projects. They can leverage their scale
to absorb the high costs of new systems and dedicated R&D. However, they are also
frequently encumbered by complex legacy systems, rigid organizational structures, and a
bureaucratic culture that can slow down decision-making and create significant resistance
to change [30]. This "liability of bigness" can stifle the very agility needed to respond to
fast-moving digital disruptions.

In contrast, SMEs are often characterized by greater agility, organizational flexibility, and
faster, more centralized decision-making, which could theoretically facilitate quicker adap-
tation to market shifts [4]]. However, they face a significant "liability of smallness," with
well-documented constraints in terms of capital, access to specialized human resources,
and market information [10f]. These limitations often manifest as critical barriers to DT,
such as prohibitive investment costs and a lack of employees with the requisite digital
skills [20].

However, this dichotomy is not absolute. Recent research suggests that while resource
constraints are real, they do not predetermine failure. Miiller, Buliga, and Voigt [21]]
argue that SMEs can be highly successful innovators in the Industry 4.0 context when they
possess a "prepared mind"—a proactive strategic orientation that allows them to leverage
their agility effectively. Similarly, Li, et al [19] demonstrate from a capability perspective
that the digital transformation success of SME entrepreneurs is critically determined by the
development and deployment of digital competencies and dynamic capabilities, not merely
by the enterprise's size or resource endowment. This shifts the focus from a deterministic
view based on size to a more nuanced perspective based on capability. By including small,
mid-sized, and large enterprises, this study is uniquely positioned to test this theoretical
tension empirically. It allows for an investigation into whether the strategic imperative to
transform is felt equally across enterprises of all sizes and how size might influence the
nature, scope, and support needs of their respective transformation journeys.

A formal DT strategy is the cornerstone of a successful transformation, providing a
roadmap that aligns technology investments with business objectives [l14]. However,
a strategy is only as good as the organization's ability to execute it. This is where the
concept of dynamic capabilities becomes essential. Coined by Teece, Pisano, and Shuen
[28], dynamic capabilities are defined as “the enterprise’s ability to integrate, build, and
reconfigure internal and external competences to address rapidly changing environments”
(p. 516). This framework is particularly relevant to DT, as it focuses on how enterprises
manage change in turbulent conditions.
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To understand how these capabilities operate, recent research has focused on their micro-
foundations, the underlying individual and group-level factors that enable enterprise-level
change. A critical contribution in this area comes from Helfat and Peteraf [13[], who argue
that the managerial cognitive capabilities of individual leaders fundamentally underpin
enterprise-level dynamic capabilities. They define this as the capacity of a manager to per-
form the mental activities—such as perception, attention, reasoning, and problem-solving—
that comprise cognition. This cognitive perspective provides a powerful theoretical lens for
interpreting the variables in this study. The Teece [27] framework of sensing, seizing, and
transforming can be understood through the cognitive abilities of the enterprise's managers
and employees:

— Sensing: The ability to identify and shape new opportunities and threats. Helfat
and Peteraf [13]] link this to the cognitive capabilities of perception and attention—
the ability to recognize emerging patterns and focus on relevant stimuli in a noisy
environment.

— Seizing: The ability to mobilize resources to capture value. This is linked to cognitive
capabilities of problem-solving and reasoning—the ability to design new business
models and make sound investment decisions under uncertainty.

— Transforming: The ability to continuously renew the organization. This is linked to
cognitive capabilities of language, communication, and social cognition, which are
essential for persuading others, overcoming resistance, and orchestrating change.

In the context of this research, the variable “digital competencies of employees” can be
understood as an empirical proxy for these underlying cognitive capabilities. A workforce
rated as having ‘advanced knowledge and skills that they are constantly upgrading’ is not
merely technically proficient; it reflects an organizational-level aggregation of the cognitive
capacity to sense new technological opportunities, reason through their implications, and
solve the complex problems associated with their implementation.

Building on this, recent research has sought to operationalize these concepts into a measur-
able, multidimensional construct. Cao, Duan, and Edwards [3]] introduce the concept of a
"digital transforming capability," which they define as an integration of three key pillars:
digital strategy, digital skills, and digital technology use. This capability, they argue, is the
direct mechanism through which enterprises achieve DT and drive outcomes like product
innovation. Furthermore, they demonstrate that this capability is significantly influenced by
organizational culture. Specifically, they find that an adhocracy culture (valuing innovation
and agility) has the strongest positive influence, followed by clan, market, and hierarchy
cultures. This provides a powerful theoretical link, suggesting that the organizational
context, particularly its cultural norms, is a critical antecedent to the development of the
very capabilities needed to execute a digital transformation.

Therefore, this study conceptualizes "digital competencies" and their "introduction meth-
ods" as measurable manifestations of an enterprise's underlying dynamic and transforming
capabilities, which are shaped by the enterprise's organizational culture.

Digital transformation is not a monolithic event but a complex phenomenon that unfolds
across various organizational domains. Recent critical reviews of the field argue that DT
should be understood as a "network of interrelated processes" rather than a single, linear
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progression [34]. This perspective challenges researchers to move beyond simplistic
models and examine the interplay between different transformation activities.

Literature provides several frameworks for deconstructing this network. Westerman, Bon-
net, and McAfee [33] identify three core pillars of transformation: transforming customer
experience, operational processes, and business models. Furthermore, they refined their
framework to incorporate employee experience and digital platforms [3l]. This aligns with
other models that distinguish between different dimensions of transformation (e.g., [25].
Drawing on this, the present study investigates two broad categories of transformation
activities:

— Operational and Technological Transformation: This dimension concerns the technical
core of the business. It includes initiatives such as formalizing a data management
strategy, optimizing processes and digital solutions to support business, enhancing
cybersecurity, and implementing Industry 4.0 technologies. These efforts are primarily
aimed at improving internal efficiency, resilience, and operational excellence.

— Customer and People-Centric Transformation: This dimension focuses on the en-
terprise's external interface and its human capital. It encompasses strategies related
to enhancing customer experience, developing digital-skilled employees and digital
workplaces, and cultivating a digital culture. These initiatives are focused on creating
superior market value, fostering an adaptive workforce, and building an organizational
culture that can sustain innovation.

By conceptualizing DT as a network of processes across these domains, this study in-
vestigates whether the organizational determinants discussed above have a differential
impact on these "hard" versus "soft" areas of transformation, providing a more nuanced
understanding of the DT process and answering the call for more holistic research [34]].

For many enterprises, particularly SMEs, the barriers to digital transformation can be
prohibitive. The literature consistently identifies two primary categories of obstacles:
financial constraints (the high cost of investment in new technology and expertise) and a
knowledge gap (a lack of in-house skills and access to reliable information) [10], [20].
The external environment, specifically the institutional support ecosystem, is therefore
critical for helping enterprises overcome these challenges.

Digital Innovation Hubs (DIHs) such as DIH Slovenia, which were supported by European
Commission, have emerged as key institutional actors designed to address these specific
barriers [24]]. The services offered by such hubs and other support programs can be
theoretically categorized based on the barriers they aim to solve:

— Financial Support Mechanisms: These are designed to alleviate capital constraints.
They include the possibility of obtaining grants, co-financing for projects, and access to
dedicated returnable funds. These mechanisms de-risk investment and enable projects
that might otherwise be unaffordable.

— Knowledge-Based Support Mechanisms: These are designed to close the information
and skills gap. They include access to a directory of credible experts, published
examples of good practices, events and workshops on digitalization, and voucher-based
consulting in the field of digitalization by the Digital Innovation Hub (DIH Slovenia)
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registered experts. These services facilitate knowledge transfer, skills development,
and ecosystem networking.

This theoretical division provides a clear framework for investigating the perceived impor-
tance of different support types, allowing this study to provide crucial empirical feedback
to policymakers and support institutions on how to best design and prioritize their interven-
tions to effectively foster digital transformation.

The literature provides a robust understanding of DT as a strategic imperative, best analyzed
through the TOE framework. It highlights that success is driven by organizational factors,
particularly dynamic capabilities rooted in managerial cognition and culture, and that this
transformation unfolds across a network of operational and customer-facing processes.
However, as the field matures, there is a growing need for greater specificity and empirical
validation of these complex relationships.

This study is positioned to contribute to this developing conversation in several ways. While
the link between capabilities and DT is established, there is an opportunity to empirically
test how specific competencies and change management practices influence prioritization
across different transformation domains. Although the role of support ecosystems is
understood, there is a need for empirical evidence on which types of support are most
valued by enterprises on their transformation journey, and how these needs relate to
enterprise-specific characteristics like size. By empirically investigating these relationships
in the Slovenian context, this research will provide a nuanced and integrated view of the
digital transformation process, directly responding to recent calls for more holistic and
process-oriented research in the field.

3. Methodology

Data from Slovenian enterprises were collected in collaboration with Chamber of Com-
merce and Digital Innovation Hub Slovenia (DIHS) using an online questionnaire us-
ing lka.arnes.si on-line survey platform. The effective sample size is 102. This study
adopts an organizational capability perspective by focusing on structural, managerial, and
competency-related factors, rather than on financial performance or revenue outcomes.
Therefore we did not require from respondents to report revenue and balance sheet total [9]
and have consequently use only number of employees as simplified criteria for enterprise
size.

Collected were data on the enterprise size, measured only by the employee headcount
(coded as 1 — small enterprise (less than 50 employees), 2 — mid-size enterprise (50 to
249 employees), 3 — large enterprise (250+ employees)), digital transformation strategy (0
—no, 1 —yes), rating of digital competencies of employees (1 - lack of sufficient digital
competencies, 2 - basic knowledge and skills, 3 - advanced knowledge and skills that
they are constantly upgrading), introduction of new digital technologies to employees by
management (1 - employees are informed about the new features after the introduction,
2 - employees are informed about the introduction process, 3 - employees are involved
in the planning and introduction of the new features), rating of the coverage extent of
digital transformation strategy areas, namely Customer experience, Data Management
Strategy, Processes and Digital Solutions to Support Business, Digitalization of Business
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Models, Products and Services, Development of Digital Human Resources and Digital
Workplaces, Development of Digital Culture, Cybersecurity, and Industry 4.0 (a 1-6 Likert
scale, where 1 meant not at all, and 6 meant to the largest extent), and the importance of
different types of support, namely possibility of obtaining grants for digital transformation,
possibility of obtaining co-financing for digital transformation projects, possibility of
obtaining dedicated returnable funds for digital transformation, directory of credible
information about experts in the field of digitalization, published examples of domestic
and international good practices in the field of digitalization, events on the topic of "How
to approach digitalization", voucher based consulting in the field of digitalization by the
Digital Innovation Hub (DIH Slovenia) registered experts (0 — no, 1 — yes).

Bivariate testing was used due to the sample size. Chi-2 test was used to test the relation-
ship between the enterprise size and having a digital transformation strategy. Pearson’s
correlation coefficients were used to assess the relationships between the enterprise size,
digital competencies of employees, and ways of introduction of new digital technologies
to employees by management on one side, and the extent of selected digital transformation
strategy areas and the importance of different types of support on the other side. Since only
Pearson’s correlation coefficients is used, “Pearson” is omitted in the rest of the article.
Principal component analysis with Varimax rotation was used to create components from
the digital transformation strategy areas and from the importance of different types of
support. The Kaiser-Meyer-Olkin Measure of Sampling Adequacy and Bartlett's Test of
Sphericity were conducted prior to the actual principal component analysis. To contrast
solution in rotated component matrix, we have set cutoff value of 0.40 in order to have
single variable representing each principal component [7]]. All statistical analyses were
conducted in IBM SPSS.

4. Results

In the sample at hand, approximately a fifth of enterprises had a digital transformation strat-
egy. Table 1 provides a crosstab for the enterprise size and having a digital transformation
strategy.

Table 1. Relationship between the Company Size and Digital Transformation Strategy

No DT Strategy DT Strategy Total
Small Companies 67 17 84
Mid-sized Companies 9 2 11
Large Companies 4 3 7
Total 80 22 102

To investigate whether the adoption of a digital transformation strategy is associated with
enterprise size, a Chi-squared test of independence was conducted. The null hypothesis
(H)y) stated that there is no relationship between an enterprise's size (small, mid-sized,
large) and its likelihood of having a formal digital transformation strategy. The analysis
of the observed frequencies in Table 1 against the expected frequencies under the null
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hypothesis yielded a non-significant result (x?(2) = 2.038, p = 0.361). As the p-value
is greater than 0.05, we fail to reject the null hypothesis. This indicates that there is no
statistically significant evidence in our sample to suggest an association between enterprise
size and the presence of a digital transformation strategy.

These 22 enterprises were additionally asked which areas do their digital transformation
strategy cover and to what extent (a 1-6 Likert scale, where 6 meant high). Table 2 provides
descriptive statistics for the extent of digital transformation strategy areas for the enterprises
that have a digital transformation strategy.

Table 2. Descriptive statistics for extent of digital transformation strategy areas

Mean Std. Deviation

Customer Experience 4.546 1.845
Data Management Strategy 4.909 1.151
Processes and Digital Solutions to Support Business 5.455 1.101
Digitalization of Business Models, Products and Services 5.455 1.101
Development of Digital Human Resources and Digital Workplaces 4.143 1.276
Development of Digital Culture 4.500 1.472
Cybersecurity 4.524 1.632
Industry 4.0 3.905 1.895

Averages are obviously in the upper half of the scale, ranging from 3.9 to 5.45, the highest
being for processes and digital solutions to support business, and for digitalization of
business models, products and services.

To test whether enterprise size, digital competencies of employees, and the methods of
introducing new digital technologies to employees by management influence the extent of
selected digital transformation strategy areas, correlation coefficients were calculated, and
the results are provided in Table 3.
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Table 3. Cross-correlations for extent of digital transformation strategy areas

Company Digital Introduction of new
Size Competencies Digital Technologies

Customer Experience -0.013 0.608** 0.558"
Data Management Strategy 0.155 0.293 0.358
Processes and Digital Solutions to Support 0.081 0.264 0.449*
Business
Digitalization of Business Models, Products -0.038 0.358 0.519*
and Services
Development of Digital Human Resources and ~ 0.009 0.4231 0.365
Digital Workplaces
Development of Digital Culture 0.089 0.374 0.247
Cybersecurity 0.231 0.141 0.181
Industry 4.0 -0.059 -0.114 -0.121

Note: T significant at 0.1, * significant at 0.05, ** significant at 0.01.

From the selected digital transformation strategy areas, customer experience was influ-
enced the strongest by competencies and ways of introducing new digital technologies.
Additionally, ways of introducing new digital technologies impact processes and digital
solutions to support business, and digitalization of business models, products and services.
All at the 0.05 significance level. Company size was not correlated significantly with any
of the selected digital transformation strategy areas; all significances were above 0.1. To
ensure the robustness of this finding, additional parametric and non-parametric correlations
were computed using the raw number of employees (continuous variable) rather than
categorical size groups; however, the results remained statistically insignificant.

Principal component analysis (PCA) provides an insight into how the areas group together.
Kaiser-Meyer-Olkin test of sampling adequacy is 0.75, i.e. middling [16]], and Bartlett's
test of sphericity Chi-2 is 98.678 resulting into significance below 0.001, therefore, it
makes acceptable to use principal component analysis.

The eigenvalue-one criterion is method for determining how many components to retain in
a PCA. An eigenvalue less than one indicates that the component explains less variance that
a variable would and hence shouldn't be retained [6]. PCA revealed two components that
have eigenvalues greater than one and which explained 53.54% of variance for component 1
and 16.66% of the total variance for component 2 (Table 4). Components 1 and 2 explained
70.20% of total variance of digital transformation strategy areas. Obtained eigenvalues
indicated that the study should proceed with two-component solution.
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Table 4. Digital transformation strategy areas total variance explained*

Extraction Sums Rotation Sums
Initial Eigenvalues of Squared Loadings of Squared Loadings
Cumu- Cumu- Cumu-
lative lative lative
Compo- % of total % of total % of total
nent Total Variance % Total Variance % Total Variance %

1 4283 53.544 53544 4283 53544 53544 3.170 39.622  39.622
1.333 16.663  70.207 1.333 16.663  70.207 2.447 30.585  70.207
0.970 12.124  82.331
0.723  9.041 91.371
0.247 3.088 94.460
0216 2.696 97.155
0.147 1.838 98.993
8 0.081 1.007  100.000

*Extraction Method: Principal Component Analysis; eigenvalue-one criterion

~N N B W

Principal component analysis of digital transformation strategy areas was performed with
Varimax rotation and resulted in two components solution. The rotated component matrix
is provided in Table 5.

Table 5. Rotated Component Matrix for extent of digital transformation strategy areas*

Component 1 Component 2

Customer Experience -0.006 0917
Data Management Strategy 0.845 0.346
Processes and Digital Solutions to Support Business 0.902 0.286
Digitalization of Business Models, Products and Services 0.808 0.360
Development of Digital Human Resources and Digital Workplaces 0.294 0.872
Development of Digital Culture 0.399 0.713
Cybersecurity 0.723 0.036
Industry 4.0 0.470 0.055

*Extraction Method: Principal Component Analysis — Varimax

Component 2 consists of softer factors, such as customer experience, development of digital
human resources and digital workplaces, development of digital culture. And component 1
consists of harder factors, such as data management strategy, processes and digital solutions
to support business, digitalization of business models, products and services, cybersecurity,
Industry 4.0.

Table 6 provides descriptive statistics for the importance of different types of support
measures that could help enterprises that have a digital transformation strategy.
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Table 6. Descriptive statistics for the importance of support measures for digital transfor-
mation

Std.
Mean Deviation
Possibility of obtaining grants for digital transformation 0.859 0.350
Possibility of obtaining co-financing for digital transformation projects 0.549 0.501

Possibility of obtaining dedicated returnable funds for digital transformation ~ 0.183 0.390
Directory of credible information about experts in the field of digitalization 0.225 0.421

Published examples of good domestic and foreign practices in the field of 0.423 0.497
digitalization
Events on the topic of “How to approach digitalization” 0.338 0.476

Voucher based consulting in the field of digitalization by the Digital Innovation 0.338 0.476
Hub (DIH Slovenia) registered experts

Importance ranges from 0.18 to 0.86, the highest being possibility of obtaining grants for
digital transformation, the lowest being possibility of obtaining dedicated returnable funds
for digital transformation.

To test whether enterprise size, digital competencies of employees, and ways of introduction
of new digital technologies to employees by management influence the importance of
different types of support, correlation coefficients were calculated, and they are provided
in Table 7.

Table 7. Cross-correlations for the importance of support measures for digital transforma-
tion

Introduction
Company Digital of new Digital
Size Competencies Technologies

Possibility of obtaining grants for digital -0.255* 0.058 -0.100
transformation
Possibility of obtaining co-financing for -0.149 0.146 0.044
digital transformation projects
Possibility of obtaining dedicated returnable 0.113 0.190 -0.167
funds for digital transformation
Directory of credible information about 0.058 0.135 0.081
experts in the field of digitalization
Published examples of domestic and 0.020 0.176 0.319**
international good practices in the field of
digitalization
Events on the topic of “How to approach -0.005 -0.017 0.107
digitalization”
Voucher based consulting in the field of -0.113 0.061 0.107

digitalization by the Digital Innovation Hub
(DIH Slovenia) registered experts
Note: * significant at 0.05, ** significant at 0.01
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With regards to support measures, Kaiser-Meyer-Olkin test of sampling adequacy is 0.66,
i.e. mediocre [16], and Bartlett's test of sphericity Chi-2 is 84.592 resulting into signifi-
cance below 0.001, therefore, it is acceptable to use PCA. PCA revealed two components
that have eigenvalues greater than one and which explained 33.05% of variance for compo-
nent 1 and 21.38% of the total variance for component 2. Components 1 and 2 explained
54.43% of total variance of importance for support of digital transformation (Table 8).
Obtained eigenvalues indicated that the study should proceed with two-component solution.

Table 8. Support measures for digital transformation total variance explained*

Extraction Sums Rotation Sums
Initial Eigenvalues of Squared Loadings of Squared Loadings
Cumu- Cumu- Cumu-
lative lative lative
% of total % of  total % of total
Component Total Variance %  Total Variance %  Total Variance %
1 2314 33.051 33.051 2.314 33.051 33.051 2.221 31.735 31.735
2 1.497 21.380 54.432 1.497 21.380 54.432 1.589 22.697 54.432
3 955 13.643 68.075
4 770 11.001 79.076
5 573 8.188  87.263
6 520 7.426  94.689

7 372 5.311  100.000

*Extraction Method: Principal Component Analysis; eigenvalue-one criterion

Principal component analysis of support of digital transformation factors was performed
with Varimax rotation method and resulted in two components solution. The rotated
component matrix is presented in Table 9.

Table 9. Rotated Component Matrix for the importance of support measures for digital
transformation*

Component 1 Component 2
Possibility of obtaining grants for digital transformation -0.071 0.715
Possibility of obtaining co-financing for digital transformation 0.387 0.686
projects
Possibility of obtaining dedicated returnable funds for digital 0.023 0.622
transformation
Directory of credible information about experts in the field of 0.498 -0.387
digitalization
Published examples of domestic and international good 0.754 0.080
practices in the field of digitalization
Events on the topic of “How to approach digitalization” 0.820 -0.034
Voucher based consulting in the field of digitalization by the 0.759 0.249

Digital Innovation Hub (DIH Slovenia) registered experts
*Extraction Method: Principal Component Analysis — Varimax
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Component 2 consists of funding-related support measures, such as possibility of obtaining
grants for digital transformation, the possibility of obtaining co-financing for digital
transformation projects, and the possibility of obtaining dedicated returnable funds for
digital transformation. And component 1 consists of knowledge-related support, such as
a directory of credible information about experts in the field of digitalization, published
examples of domestic and international good practices in the field of digitalization, events
on the topic of "How to approach digitalization", and voucher based consulting in the field
of digitalization by the Digital Innovation Hub (DIH Slovenia) registered experts.

5. Discussion

A central finding of this research study is the impact of digital competencies and intro-
duction of new digital technologies on the extent of digital transformation. The strong,
significant correlations between the digital competencies of employees and/or the ways of
introduction of new digital technologies with nearly all measured DT strategy areas provide
empirical support for the arguments of the dynamic capabilities framework, defined as
an enterprise's ability to integrate, build, and reconfigure competences to address rapidly
changing environments [28]].

This study suggests that these two variables are more than just operational choices; they are
manifestations of an enterprise's higher-order capabilities. Advanced digital competencies
are not merely technical skills but represent the organization's capacity to sense new
technological opportunities and seize them by understanding their strategic implications -
the core of the sensing and seizing capabilities described by Teece [27]]. This aligns with
the microfoundational view of Helfat and Peteraf [13]] that enterprise-level capabilities are
rooted in the cognitive abilities of its managers and employees to perceive, reason, and
problem-solve in complex environments.

Conversely, a lack of these capabilities can be framed as a form of Organizational Debt
(OD), a phenomenon described as the accumulation of "suboptimal decisions, outdated
procedures, misaligned structures and cultural barriers that limit an organization's ability
to adapt and innovate quickly" [1J]. Our findings empirically support this concept from
a digital transformation perspective. When an organization fails to cultivate employee
digital competencies or foster collaborative methods for introducing new technology, it is
effectively incurring OD. This debt manifests in the softer DT areas we identified, such as
a diminished customer experience, which [1] link to consequences like user frustration
and reduced quality. Therefore, the soft factors we analyze are not merely enablers of
success but are critical mechanisms for preventing the accumulation of organizational debt
that mortgages the company's future agility and competitiveness.

Statistically significant correlations between digital transformation strategy areas, digital
competencies and method for introduction of new digital technologies reported in Table 3,
represent empirical evidence for the mechanisms of transformation competency at work.
The data results suggest that a digital transformation strategy is correlated with cognitive
capacity to envision the future (high employee competencies) and the organizational
capacity to execute change collaboratively (participatory introduction methods). This
aligns with the framework proposed by Blanka et al. [2]], where an employee's ability
to drive digital transformation is composed of two intertwined elements: generic digital
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skills and, critically, intrapreneurial competencies. This frames the paper's contribution
from simply identifying "important factors" to providing empirical validation for a specific,
theoretically grounded model of human-centric digital transformation.

Similarly, the method of introducing technology—specifically, the involvement of em-
ployees in the planning and introduction process—is a clear indicator of an enterprise's
transforming capability, the crucial third pillar in Teece's [27] framework that focuses on
continuous organizational renewal. It reflects an organization's ability to manage change,
foster a collaborative culture, and ensure that technological adoption is aligned with human
processes. The findings can be further enriched by applying the integrated framework of
soft factors proposed by Ngereja et al [23]]. This framework shows that organizational
enablers (like culture and support) translate into success through specific project-level
actions and individual characteristics. Our finding that employee competencies (an indi-
vidual characteristic) strongly correlate with "softer" DT areas like customer experience
aligns with this model. It suggests that success in people-centric transformation requires
not only skilled individuals but also project-level actions such as end-user involvement and
organizational-level support, to foster a learning culture, which are among the critical soft
factors identified.

In the context of the two components of digital transformation strategy areas from the
principal component analysis results, it is possible to see a trend that softer areas (com-
ponent 2) are positively correlated with higher digital competencies. In case of customer
experience, significance is 0.004; for development of digital human resources and digital
workplaces, significance is 0.063, and for development of digital culture, significance is
0.104. Harder component 1 includes Data Management Strategy, Processes and Digital
Solutions, Cybersecurity, and Industry 4.0 corresponds to those identified by Sousa and
Rocha [26]], such as the Internet of Things (IoT), Robotization, and Artificial Intelligence,
which directly enable process optimization and new data-driven operations. While harder
areas from component 1 do not significantly correlate with digital competencies at the 0.05
level. These two components have a structure similar to the foundational pillars of business
models, operational processes, and customer experience identified by Westerman et al.
[33]], our component 1 containing business models and a part of operational processes, and
our component 2 containing customer experience and a part of operational processes.

With regards to the way new digital technology is introduced, it positively correlates to
customer experience, processes and digital solutions to support business, and digitalization
of business models, products and services, all significant at 0.05. These three areas are
more at the operational level. While the remaining five areas, such as data management
strategy, development of digital human resources and digital workplaces, development of
digital culture, cybersecurity, and Industry 4.0 are more at the strategic level.

With regards to the two components of types of DT support from the principal component
analysis, it is possible to see that financial related support on average (even when the
possibility of obtaining dedicated returnable funds for digital transformation is ranked the
lowest) is perceived as more important than knowledge-related support. This demonstrates
a clear and pragmatic risk aversion. Enterprises prioritize support that directly mitigates the
financial downside of transformation. This finding empirically confirms that the financial
constraints identified as primary obstacles for SMEs by scholars like Ghobakhloo & Ching
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[1O] and Mittal et al. [20] are perceived by enterprises themselves as the most critical
barrier to overcome. While knowledge-based support (consulting, events, best practices) is
valued, it is perceived as secondary to the immediate need of financial support to initiate
projects. This finding has significant implications for policymakers and support institutions
like DIHs. It suggests that while knowledge-sharing initiatives are beneficial, the most
impactful intervention, especially for encouraging SMEs to engage in DT, is the provision
of direct, non-refundable financial support that lowers the initial barrier to investment.
However, to ensure this investment leads to sustainable transformation, policymakers
should adopt a two-tiered approach. Financial mechanisms (grants, co-financing) should
serve as the primary catalyst to de-risk entry, while knowledge-based initiatives (expert
directories, best-practice workshops) should be integrated as complementary capability
builders. A practical application of this balance would be hybrid support models, where
financial funding is paired with mandatory voucher-based consulting or training. This
ensures that the necessary capital injection is matched by the development of internal
competencies, thereby addressing the resource and skills gaps simultaneously.

From a managerial perspective, the findings underline that digital competencies should
be treated as a core strategic asset. Results of our study suggest that investments in skills
development directly enhance an organization’s sensing and seizing capabilities. Managers
should therefore prioritize continuous upskilling, reskilling, and learning mechanisms that
develop not only technical digital skills but also employees’ ability to fully understand
and exploit opportunities of digital technologies in operational and strategic context. This
aligns with findings of Neumann et al [22], which outline importance of learning culture
practices that encourages experimentation and treats mistakes as growth opportunities
rather than failures to fully exploit agile transformation of enterprises.

The results of our study also show that the ways in which new digital technologies
are introduced in an enterprise, more precisely the degree of employee involvement in
planning and implementation of digital technologies, act as a key indicator of an enterprise’s
transforming capability. Participatory introduction and implementation approaches should
become integral managerial mechanisms for effective execution of digital transformation.

The distinction between softer and harder digital transformation strategy areas has impor-
tant implications for managerial prioritization. Different approaches are needed to support
overall enterprise-wide development of digital culture on one side and execute targeted
technological investments and ensure specialized knowledge and expertise for harder (more
technologically orientated knowledge) domains.

The results of our study indicated that financial and knowledge-based support are needed
for successful digital transformation. Prior research has shown that SMEs continue to face
considerable difficulties in keeping pace with ongoing digital transformation, particularly
when compared to larger enterprises [35]], [LL8]].

These challenges are not only a recent phenomenon. Similar difficulties and limitations
have been observed for several decades, dating back to the period when information
technology first became a strategic organizational resource and a source of competitive
advantage. Earlier research consistently reports that SMEs encountered substantial barriers
to information technology adoption, including limited availability of digital skills and
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expertise, as well as constraints related to managerial capacity and financial resources for
ICT-related investments [&]], [L1].

For managers, this implies that digital transformation initiatives are more likely to gain
traction when financial uncertainty is explicitly addressed. However, it is widely known
that financial resources alone are insufficient to sustain transformation. Managers should
therefore combine financial investments with building up digital capabilities, especially
digital culture, including supporting learning, experimentation, and knowledge-sharing
practices to ensure that funded initiatives translate into lasting organizational capabilities.

Finally, our findings also emphasize the central role of managerial cognition and leadership
in enabling human-centric digital transformation. Managers should actively shape shared
understanding, strategic vision, and collective engagement with digital transformation,
meaning building up digital culture in an enterprise-wide context. This requires managers
to act not only as decision-makers but also as sense-givers who articulate why digital
transformation matters and how employees as the most strategic asset in the enterprise
valuably contribute to it.

6. Conclusion

This study embarked on an investigation into the determinants and nature of digital
transformation (DT) within the Slovenian business landscape, a phenomenon of critical
importance in the contemporary global economy. By grounding the research in the adapted
Technology-Organization-Environment (TOE) framework and leveraging the theoretical
lens of dynamic capabilities, this article has moved beyond a simple assessment of technol-
ogy adoption to provide a nuanced, multi-dimensional view of the transformation process.
The empirical findings offer a clear and compelling narrative: successful digital transfor-
mation is fundamentally a matter of organizational capability, not merely technological
acquisition or enterprise size.

Our research confirms that the journey to digital maturity is driven by what an enterprise
can do, rather than what it is. The initial Chi-2 analysis revealed that the strategic decision
to pursue DT is not confined to large, resource-rich corporations; it is an imperative felt
across enterprises of all sizes. This finding suggests that the environmental pressures of the
digital age act as a great leveler, making transformation a near-universal strategic concern.
However, the subsequent analysis demonstrated that enterprise's internal dynamic capa-
bilities profoundly shape the scope and depth of this transformation. The strong, positive
correlations between employee digital competencies and collaborative change management
processes with the extent of DT initiatives underscore a main findings of this study: it
is the investment in human capital and organizational processes - the microfoundations
of sensing, seizing, and transforming which truly enables an enterprise to navigate the
complexities of the digital transformation.

The principal component analysis provided a clear structure to this transformation journey,
revealing two distinct but complementary fronts. The first, an operational and technical
core, comprises the foundational investments in data, processes, and security necessary for
efficiency and resilience. The second, a people and customer-centric front, encompasses
the initiatives in culture, human resources, and customer experience that drive market
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value and long-term adaptability. The finding that digital competencies are most strongly
correlated with this second, "softer" dimension is particularly insightful. It suggests that
while the operational core can be engineered, the value-creating front must be cultivated
through a skilled, engaged, and empowered workforce.

Finally, this study sheds light on the pragmatic realities faced by enterprises undertak-
ing this journey. The clear preference for direct financial support, such as grants, over
knowledge-based assistance or refundable funds, highlights the critical role of de-risking
the initial investment. For policymakers and support institutions like DIH Slovenia, this
sends an unambiguous message: lowering the financial barrier to entry is the most po-
tent catalyst for encouraging enterprises, especially SMEs, to embark on their digital
transformation.

With these results, this study provides a significant contribution to both theory and practice.
It provides robust empirical support for the application of dynamic capabilities theory to the
DT phenomenon and challenges the deterministic role often ascribed to enterprise size. For
managers, this study offers specific practical guidance beyond general investment in human
capital. First, the strong correlation between introduction methods and transformation scope
indicates that managers must abandon top-down implementation in favor of participatory
approaches. Involving employees in the planning phase of new technology adoption acts as
a practical mechanism for seizing opportunities and reducing resistance. Second, managers
should prioritize the development of soft transformation areas - specifically customer
experience and digital workplace culture - as these were found to be the primary drivers of
employee digital competencies. Rather than viewing digital skills training as a separate
activity, it should be integrated into the redesign of customer-facing processes, where the
immediate value of the technology is most visible to the workforce. For policymakers, it
offers clear guidance on how to structure support mechanisms for maximum impact.

Although this study provides valuable insights into how human factors - such as employee
digital competencies and managerial approaches to supporting technology adoption -
influence enterprise digital transformation, several limitations should be acknowledged.
First, the study is based on cross-sectional data collected through an online survey, which
captures organizational practices and perceptions at a single point in time. Given the
dynamic characteristics of digital transformation, longitudinal research designs would be
more suitable for examining causal relationships and changes over time.

Second, the sample is limited in size and comprises enterprises from a single country
- Slovenia. In addition, the sampling was not random since the survey was promoted
by Digital Innovation Hub of Slovenia and Chamber of Commerce. It is possible that
respondents are those enterprises who are more aware or even advanced in the digital
transformation journey. Therefore, the generalizability of results is limited and should be
interpreted with awareness of these limitations.

Nevertheless, this context is highly relevant, as SMEs enterprises dominate not only the
Slovenian economy but also in other European countries. To enhance transparency and
interpretability, we have addressed these limitations by providing detailed descriptive
statistics on enterprise demographics.
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Additionally, the study categorized enterprise size solely based on the number of employees.
Future research should aim to incorporate financial metrics, such as annual turnover and
balance sheet totals, to fully align with the EU definition and capture potential nuances
related to financial resources.

While this study provides a detailed snapshot of the Slovenian context, the path forward
for research is clear. Longitudinal studies are needed to trace the causal pathways between
capabilities and performance over time, and cross-country comparisons would enrich
our understanding of how different institutional environments shape the DT journey.
Ultimately, this research study affirms that digital transformation is a deeply human
endeavor. Technology may provide tools, but it is the strategic vision, the cognitive
capabilities, and the collaborative spirit of an organization's people that will determine its
success in the digital age.

Acknowledgments. University of Maribor, Faculty of Organizational Sciences and the
authors acknowledge the financial support from the Slovenian Research and Innovation
Agency (research core funding P5-0018).

References

1. Ahmad, M., Al-Baik, O., Hussein, A., Abu-Alhaija, M.: Unraveling the organisational debt
phenomenon in software companies. Computer Science and Information Systems 22(1), 369-399
(2025)

2. Blanka, C., Krumay, B., Rueckel, D.: The interplay of digital transformation and employee
competency: A design science approach. Technological Forecasting and Social Change 178,
121575 (May 2022)

3. Bonnet, D., Westerman, G.: The New Elements of Digital Transformation. MIT Sloan Manage-
ment Review 62(2), 83-89 (Nov 2020)

4. Bouwman, H., Nikou, S., De Reuver, M.: Digitalization, business models, and SMEs: How do
business model innovation practices improve performance of digitalizing SMEs? Telecommuni-
cations Policy 43(9), 101828 (Oct 2019)

5. Cao, G., Duan, Y., Edwards, J.S.: Organizational culture, digital transformation, and product
innovation. Information & Management 62(4), 104135 (Jun 2025)

6. Cattell, R.B.: The Scree Test For The Number Of Factors. Multivariate Behavioral Research
1(2), 245-276 (Apr 1966)

7. Dunteman, G., H.: Principal Components Analysis. No. 07-069 in Quantitative Applications in
the Social Sciences, Sage Publications, Inc. (1989)

8. Eller, R., Alford, P., Kallmiinzer, A., Peters, M.: Antecedents, consequences, and challenges of
small and medium-sized enterprise digitalization. Journal of Business Research 112, 119-127
(May 2020)

9. European Commision: SME definition. https://single-market-economy.ec.europa.eu/smes/sme-
fundamentals/sme-definition_en (2025)

10. Ghobakhloo, M., Ching, N.T.: Adoption of digital technologies of smart manufacturing in SMEs.
Journal of Industrial Information Integration 16, 100107 (Dec 2019)

11. Ghobakhloo, M., Iranmanesh, M.: Digital transformation success under Industry 4.0: A strategic
guideline for manufacturing SMEs. Journal of Manufacturing Technology Management 32(8),
1533-1556 (Oct 2021)

12. Hanelt, A., Bohnsack, R., Marz, D., Antunes Marante, C.: A Systematic Review of the Literature
on Digital Transformation: Insights and Implications for Strategy and Organizational Change.
Journal of Management Studies 58(5), 1159-1197 (Jul 2021)



13.

14.

15.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

The Soft Factors in Digital Transformation Strategies 967

Helfat, C.E., Peteraf, M.A.: Managerial cognitive capabilities and the microfoundations of
dynamic capabilities. Strategic Management Journal 36(6), 831-850 (Jun 2015)

Hess, T., Matt, C., Benlian, A., Wiesbock, F.: Options for Formulating a Digital Transformation
Strategy. MIS Quarterly Executive 15(2), 151-173 (Jun 2016)

Jeansson, J., Bredmar, K.: Digital Transformation of SMEs: Capturing Complexity. In: BLED
2019 Proceedings. vol. 33. AIS eLibrary, Bled, Slovenia (Jan 2019)

. Kaiser, H.F, Rice, J.: Little Jiffy, Mark Iv. Educational and Psychological Measurement 34(1),

111-117 (Apr 1974)

Kane, G.C., Palmer, D., Phillips, A.N., Kiron, D., Buckley, N.: Strategy, not Technology, Drives
Digital Transformation. MIT Sloan Management Review (Jul 2015)

Kljaji¢ Borstnar, M., Pucihar, A.: Multi-Attribute Assessment of Digital Maturity of SMEs.
Electronics 10(8), 885 (Apr 2021)

Li, L., Su, F,, Zhang, W., Mao, J.Y.: Digital transformation by SME entrepreneurs: A capability
perspective. Information Systems Journal 28(6), 1129-1157 (Nov 2018)

Mittal, S., Khan, M.A., Romero, D., Wuest, T.: A critical review of smart manufacturing &
Industry 4.0 maturity models: Implications for small and medium-sized enterprises (SMEs).
Journal of Manufacturing Systems 49, 194-214 (Oct 2018)

Miiller, J.M., Buliga, O., Voigt, K.I.: Fortune favors the prepared: How SMEs approach business
model innovations in Industry 4.0. Technological Forecasting and Social Change 132, 2-17 (Jul
2018)

Neumann, M., Kuchel, T., Diebold, P., Schon, E.M.: Agile culture clash: Unveiling challenges
in cultivating an agile mindset in organizations. Computer Science and Information Systems
21(3), 1013-1031 (2024)

Ngereja, B.J., Hussein, B., Wolff, C.: A comparison of soft factors in the implementation
and adoption of digitalization projects: A systematic literature review. International Journal of
Information Systems and Project Management 12(2), 70-86 (Apr 2024)

Sassanelli, C., Terzi, S., Panetto, H., Doumeingts, G.: Digital Innovation Hubs supporting SMEs
digital transformation. In: 2021 IEEE International Conference on Engineering, Technology and
Innovation (ICE/ITMC). pp. 1-8. IEEE, Cardiff, United Kingdom (Jun 2021)

Schallmo, D., Williams, C.A., Boardman, L.: Digital Transformation of Business Models —
Best Practice, Enablers, and Roadmap. International Journal of Innovation Management 21(08),
1740014 (Dec 2017)

Sousa, M.J., Rocha, A.: Digital learning: Developing skills for digital transformation of organi-
zations. Future Generation Computer Systems 91, 327-334 (Feb 2019)

Teece, D.J.: Explicating dynamic capabilities: The nature and microfoundations of (sustainable)
enterprise performance. Strategic Management Journal 28(13), 1319-1350 (Dec 2007)

Teece, D.J., Pisano, G., Shuen, A.: Dynamic capabilities and strategic management. Strategic
Management Journal 18(7), 509-533 (Aug 1997)

Tornatzky, L.G., Fleischer, M., Chakrabarti, A.K.: The Processes of Technological Innovation.
Issues in Organization and Management Series, Lexington Books (1990)

Verhoef, P.C., Broekhuizen, T., Bart, Y., Bhattacharya, A., Qi Dong, J., Fabian, N., Haenlein, M.:
Digital transformation: A multidisciplinary reflection and research agenda. Journal of Business
Research 122, 889-901 (Jan 2021)

Vial, G.: Understanding digital transformation: A review and a research agenda. The Journal of
Strategic Information Systems 28(2), 118-144 (2019)

Warner, K.S., Wiger, M.: Building dynamic capabilities for digital transformation: An ongoing
process of strategic renewal. Long Range Planning 52(3), 326-349 (Jun 2019)

Westerman, G., Bonnet, D., Mcafee, A.: The Nine Elements of Digital Transformation. MIT
Sloan Management Review 55(3) (Jan 2014)

Wiener, M., Strahringer, S., Kotlarsky, J.: Where are the processes in IS research on digital
transformation? A critical literature review and future research directions. The Journal of
Strategic Information Systems 34(2), 101900 (Jun 2025)



968 Sudzina et al.

35. Zare, L., Ali, M.B., Rauch, E., Matt, D.T.: Navigating challenges of small and medium-sized
enterprises in the Era of Industry 5.0. Results in Engineering 27, 106457 (Sep 2025)

FrantiSek Sudzina is an Assistant Professor at Prague University of Economics and
Business, Faculty of Informatics and Statistics, Department of Systems Analysis. His
research interests include information systems, consumer behavior, and psychology. He
teaches undergraduate courses in Information for Business and Philosophy of Science,
and a graduate course in Gamification. FrantiSek Sudzina is a member of the Academy of
Management, the Association for Information Systems, the Operational Research Society,
and the Strategic Management Society.

Andreja Pucihar is a Full Professor of Information Systems at University of Maribor,
Faculty of Organizational Sciences. Her research focuses on digital innovation, digital
transformation, digital business models, and data-driven decision-support systems. She
has over 25 years of experience in industrial and European projects related to SME
digitalization. She leads the research program Decision support systems in digital business
and directs the eCenter digital business lab. Dr. Pucihar is chair of the Bled eConference on
digital business and serves on editorial boards of international journals such as Electronic
Markets and Journal of Theoretical and Applied Electronic Commerce Research.

Gregor Lenart is an Assistant Professor at University of Maribor, Faculty of Orga-
nizational Sciences, Information Systems Department. His primary research areas are
information systems, enterprise architecture, business process management, e-business,
digital transformation, and business model innovation. As part of his research, he has
collaborated in several European research projects, which were focused on innovation and
digitalization of small and medium-sized enterprises.

Received: July 31, 2025; Accepted: March 2, 2026.



Computer Science and Information Systems 23(3):969-1000 https://doi.org/10.2298/CSIS250616028M

Model Parameter-Based Transfer Learning for ESG
Score Prediction in Developing Markets

Ivana Markovié!, Adela Ljajic’z, Jelena Z. Stankovié¢!, Milo$ Koéprdié2, and Jovica
Stankovié!

' Faculty of Economics, University of Ni§

Trg kralja Aleksandra Ujedinitelja 11, 18000 Ni§
ivana.markovic @eknfak.ni.ac.rs (corresponding author),
jelenas@eknfak.ni.ac.rs,jovica.stankovic @eknfak.ni.ac.rs
2 The Institute for Artificial Intelligence Research and Development of Serbia
Fruskogorska 1, 21000 Novi Sad
adela.ljajic@ivi.ac.rs, milos.kosprdic @ivi.ac.rs

Abstract. While ESG (Environmental, Social, and Governance) assessment plays
a key role in sustainable finance, data scarcity and noise in emerging economies
hinder robust model development. To address this, we propose a model parameter-
based transfer learning with random forest (MPBTL-RF) approach for domain adap-
tation situations where source data are not available. The proposed model is evalu-
ated using three traditional learning approaches: Random Forest (RF), eXtreme Gra-
dient Boosting (XGB), and Feedforward Neural Networks (FNN). Cross-validation
is used to assess model generalizability, and domain adaptation is tested through in-
domain and out-of-domain settings. The proposed MPBTL-RF approach achieves
competitive performance compared to traditional baselines in scenarios with limited
training data, offering time advantages with predictive efficiency and stability. This
work demonstrates how machine learning pipelines can adapt to data-constrained,
real-world domains, fostering the synergy between Al (Artificial Intelligence) and
business.

Keywords: Machine Learning, Domain Adaptation, Transfer Learning, Small Datasets,
ESG Score, Developing Markets, Corporate Financial Performance.

1. Introduction

Small data samples are challenging for machine learning across various domains, includ-
ing finance, where databases are frequently limited by numerous factors such as the num-
ber of available firms, reporting restrictions, or institutional privacy policies. As noted
by Kokol et al. [11], “using machine learning on small-sized datasets presents a problem
because, in general, the ‘power’ of machine learning in recognizing patterns is propor-
tional to the size of the dataset; the smaller the dataset, the less powerful and accurate the
machine learning algorithms”.

Transfer learning has emerged as a crucial paradigm in machine learning, enabling
knowledge learned in a source domain to improve predictive performance in a related tar-
get domain under data-scarce conditions [15]. This approach addresses the critical chal-
lenge of data scarcity by allowing models to improve performance on target tasks or do-
mains through knowledge transfer from related domains with larger labeled datasets.
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Recently, source-free unsupervised domain adaptation, also known as unsupervised
model adaptation, has attracted significant attention, enabling effective generalization of
pretrained models to target domains without labeled data. This setting is particularly rele-
vant in real-world applications, where organizations often share only trained models rather
than raw data due to privacy, security, or scalability constraints [8].

ESG scores, widely used as indicators of corporate sustainability, benefit from ad-
vances in artificial intelligence (AI), which plays a crucial role in finance and is an in-
fluential factor in ESG investing [12]. The existing work on this topic can be divided
into eight categories: Trading and Investment, ESG Disclosure, Measurement and Gov-
ernance, Firm Governance, Financial Markets and Instruments, Risk Management, Fore-
casting and Valuation, Data, and Responsible Use of Al [14]. Distinct Al and machine
learning techniques are employed across these categories. Among these, the categories
of Data and Forecasting include either predicting the ESG score or exploring novel ap-
proaches for measuring ESG performance [14].

However, most existing studies focus on developed economies, while ESG score pre-
diction in developing markets remains particularly challenging due to data scarcity, het-
erogeneous reporting standards, and incomplete coverage. The annual publication cycle
of ESG scores complicates the data collection necessary for model training. Furthermore,
rigid privacy policies increase challenges in data sharing within economics, especially in
the insurance and finance sectors. To the best of our knowledge, no previous studies have
addressed ESG score prediction in developing markets.

The research presented here fills this gap by proposing and empirically validating the
model parameter-based domain adaptation approach to facilitate transfer learning based
on RF (MPBTL-RF). We compare our approach with strong baselines (RF, XGB and
FNN) and evaluate its performance in both in-domain and out-of-domain settings, includ-
ing a real-world case study on the Belgrade Stock Exchange (BELEX). Additionally, in
contrast to most research focused on the transfer learning approach within classification
tasks [23, 24, 10], this study explores regression problems.

The contributions of this paper are threefold:

— We design a computationally efficient and practical algorithm and formalize a model
parameter-based transfer learning pipeline for RF (MPBTL-RF).

— We conduct a comprehensive experimental evaluation comparing MPBTL-RF against
state-of-the-art baselines (RF, XGB, FNN), analyzing both in-domain and out-of-
domain scenarios, together with a statistical validation of the obtained results.

— We discuss robustness and out-of-domain transferability, positioning ESG score pre-
diction as a benchmark task that highlights broader machine learning challenges in
small-data and heterogeneous environments.

The remainder of the paper is structured as follows: Section 2 reviews related work,
including machine learning for ESG prediction and transfer learning. Section 3 describes
the MPBTL-RF model and baseline models. Section 4 presents in-domain and out-of-
domain results with comparative analysis. Section 5 applies the model to the BELEX
dataset. Section 6 provides insights into the practical application of the proposed method,
while Section 7 defines its limitations. Finally, Section 8 concludes with key findings and
directions for future research.
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2. Background

This section summarizes key research contributions in this field, highlighting the method-
ologies and datasets utilized for ESG score prediction in developed markets. It concludes
with a literature review that motivates the proposed research.

2.1. Related work

A significant amount of literature now employs machine learning techniques for ESG
score estimation, demonstrating the potential of these approaches to provide valuable in-
sights into corporate sustainability performance.

D’Amato et al. [5] explained the determinants of the ESG score by performing the
RF algorithm. They used financial statement information, such as profitability indicators,
liquidity, and solvency ratios, from a subset of 109 companies listed in the STOXX Europe
600 Index between 2014 and 2018. The study found that financial statement items are
powerful tools for explaining and predicting ESG scores, with performance measured
by Root Mean Square Error (RMSE), Mean Absolute Percentage Error (MAPE), and R-
squared (R?) metrics.

Krappel et al. [12] proposed a heterogeneous ensemble model to predict ESG ratings
using fundamental data. The model combines FNN, CatBoost, and XGB ensemble mem-
bers. Their dataset included 7,413 companies with annual observations between 2002 and
2019, amounting to 57,310 observations. They utilized 475 numerical and 44 categorical
features and measured performance using MAE and R? metrics. The study highlighted
the importance of a comprehensive dataset and advanced machine learning techniques for
accurate ESG score prediction.

Garcia et al. [7] developed a rough set model to relate ESG scores to key corporate
financial performance measures from the investor’s perspective. Their dataset comprised
1,688 observations from 2013 to 2018, with seven numerical features. They suggested
that the industry sector and financial variables reveal significant differences across firms
regarding ESG, but the model’s significance diminishes when examining small differences
in ESG performance.

Sokolov et al. [20] proposed an approach to automatically convert unstructured text
data into ESG scores using deep learning for Natural Language Processing (NLP). They
incorporated Bidirectional Encoder Representations from Transformers (BERT) to im-
prove the accuracy of assessing the relevance and content of documents in an ESG con-
text using social media data. This approach emphasizes the potential of automating ESG
scoring and constructing ESG portfolios through advanced NLP techniques.

D’Amato et al. [6] predicted ESG scores using data from 401 companies that are
constituents of the STOXX Europe 600 index. They used seven numerical features and
employed the RF algorithm. The performance was measured using RMSE and MAPE
metrics. Their findings indicate that the RF model can better grasp the nonlinear aspects
of ESG score prediction than a classical generalized linear model.

Chowdhury et al. [4] applied six machine learning algorithms, including Artificial
Neural Networks Classifier (ANNC), Bagging Classifier (BGC), k-Nearest Neighbors
Classifier (KNNC), Naive Bayes Classifier (NBC), Random Forest Classifier (RFC), and
Support Vector Machines Classifier (SVMC) on a global data sample of 6,166 firms in
73 countries from 2005 to 2019. They found that the RFC provided the highest accuracy
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(78.50%) among the six algorithms. The study revealed that the lagged ESG score had the
highest contribution to the model, with performance assessed using accuracy, Kappa, the
area under the curve, receiver operating characteristic, and logLoss metrics.

The available literature analyzes the problem of predicting ESG scores from the point
of view of developed markets, but no literature refers to the same problem in developing
markets.

2.2. Motivations for the work

We found motivation for this research in the methods proposed in Tan et al. [22] transitive
transfer learning, as well as in the Pinto et al. [16], Jin et al. [9] and active transfer learning
model in Shim et al. [19].

Inspired by the human ability for transitive inference, where seemingly unrelated con-
cepts can be connected through intermediate bridges using auxiliary knowledge, [22]
introduced a novel learning paradigm called Transitive Transfer Learning (TTL). They
proposed a framework that emulates this human-like learning process through two main
components: intermediate domain selection and knowledge transfer. Extensive empiri-
cal evidence shows that the framework yields state-of-the-art classification accuracies on
several classification datasets.

In [16] the authors suggested that model parameters or hyperparameters generated for
similar tasks would also be similar, and that the information collected from the source
task could be sent to another task in the form of shared model weights. According to
their experiments, where different neural networks share the same feature and label space,
they investigated a homogeneous inductive problem using model-based transfer learning.
The authors conducted experiments that leveraged 250 data-driven models based on a
synthetic dataset of a building archetype and studied, among other things, the influence of
data availability for the transfer process of thermal dynamics.

Authors in [19] predicted reaction conditions from limited data through active trans-
fer learning. They showed that specifically tuned machine learning models based on RF
classifiers improved the applicability of Pd-catalyzed cross-coupling reactions to nucle-
ophile types unknown to the model. They stated that in active transfer learning, simple
models that are composed of a small number of decision trees with limited depths are key
to ensuring generalizability, interpretability, and performance.

According to Jin et al. [9], model-based transfer learning is particularly efficient be-
cause it leverages the source domain model to directly transfer high-level knowledge,
eliminating the need to reprocess training data or engage in complex relational reasoning,
thereby enhancing its ability to generalize insights from the source domain to the target
domain.

Let Dg represent the source domain and Dy the target domain with their corresponding
feature spaces as Xy and X7 and let P(X) defines the probability distribution of the feature
space. Denote the learning task 77 and g, and target the predictive learning function as
fr(.). According to [16], transfer learning can be classified based on label availability,
domain and task similarity, and the technique used for knowledge transfer.

According to label availability, there is inductive transfer learning, where both Dg and
Dy have labeled data but 77 # 7g; transductive transfer learning where 7 = 7, but
Dg # Dy while there are labeled data only in Dg; and unsupervised transfer learning
where Dg = Dy and 77 # 75 but the tasks are related and there are no labeled data in
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both domains. Within transductive transfer learning, we differentiate between cases where
Xs # X7 and the second case where X g = X, but P(Xs)# P(X7) [16].

Regarding domain and task similarity, there is homogeneous transfer learning, where
both the feature and labeled spaces in both source and target domains are the same, and
heterogeneous transfer learning, where either the feature or label space is different.

Relative to a strategy that is adopted to share knowledge, according to [15], there
are four different transfer learning approaches: instance-based methods, feature-based
approaches, model-based transfer methods, and relational knowledge transfer. Instance-
based techniques are often employed when X7y=Xjg, allowing certain source data to be
reweighted and utilized as training data in the target domain. Feature-based methods fo-
cus on uncovering a hidden feature space from the source domain to enhance performance
in the target domain. Model-based transfer methods, on the other hand, transfer knowl-
edge by sharing parameters or prior distributions of model hyperparameters.

This approach assumes that similar tasks should have similar models or hyperparam-
eters, enabling knowledge transfer from the source task to the target task through shared
parameters. Lastly, relational knowledge transfer relies on the assumption that the source
and target domain data exhibit similar relationships, enabling this group of methods to
transfer relational structures between the two domains.

Also, a common way of transferring is with a setting where Xs=X7 in the source and
target domain, which minimizes the differences in the data distribution [21]. A traditional
machine learning model relies solely on data from the target building, whereas a transfer
learning model reuses knowledge from a source building to lower implementation costs,
accelerate training, and improve performance [16].

However, because in this work, the source and target tasks share the same feature
space and there are no labeled data in the target domain, a hybrid method, as a homo-
geneous transductive approach using model parameter-based transfer learning, was ex-
plored. This setting is also, according to [15], related to domain adaptation.

In the next section, we define how the proposed approach can expand the applicability
of ESG score prediction.

3. Methodology

This section outlines two approaches to machine learning: model parameter-based transfer
learning and traditional machine learning.

We address scenarios in which a large transitive dataset with target variables is not
available. We applied parameter transfer from a source domain to perform model parameter-
based transfer learning with RF, inspired by D’ Amato et al. [5]. This approach leverages
model parameters from the source domain to adapt to the target domain, despite limited
target data in the transitive dataset.

A limitation of the proposed workflow concerns the availability of transitive domain
data. In domains with the same data restriction problems but with multiple candidate
transitive domains or transitive datasets, a selection algorithm according to the domain
and dataset properties should be provided. The presented model tackles problems where
transitive domain data samples are limited to provide source learning, so that knowledge
transfer on a hyperparameter-based approach from a model trained on larger data is pro-
vided for training a model on a transitive dataset. The proposed approach is not specific to
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Fig 1. Proposed transfer learning workflow

any traditional machine learning algorithm, although the RF is used as a prediction model
in this paper.

We compared our MPBTL-RF with traditional machine learning approaches, using the
transitive dataset for training. We experimented with RF, XGB, and FNN for traditional
model training and analyzed how our model performs relative to them under varying data
availability conditions in the transitive dataset. Figure 1 presents the complete flow for all
model trainings.

3.1. Datasets

We define two datasets: a transitive dataset and a target dataset. In the application scenario,
there is no available labeled data in the target dataset, while the transitive dataset has a
limited number of labeled data. The approach assumes that the learning tasks across the
source, transitive, and target domains are the same. While the feature space between the
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transitive and target domains is the same, X;=Xr, there is a difference in data distribution
P(Xrr) # P(X71).

Transitive dataset. As a transitive dataset in this work, we used the Euronext Tech Lead-
ers (TECLP) index, which covers the high-growth and leading companies in Europe from
the Technology super-sector according to the Industry Classification Benchmark (ICB)
industry classification.

The technology sector has exhibited slower ESG score development compared to other
industries [10], due in part to challenges such as energy consumption and evolving regula-
tory expectations. However, recent trends show an increasing integration of ESG practices
driven by regulatory pressures, stakeholder demands, and the sector’s pivotal role in inno-
vation. This makes the technology sector a relevant focus for studying ESG adoption and
prediction in developing markets, where transparency and sustainability efforts are still
emerging.

The available TELCP dataset consists of 94 companies with annual observations be-
tween 2018 and 2022, with some missing data for certain years. In our experiments, we
used financial statements and ESG Refinitiv scores from this dataset for the companies
included in the index.

We partitioned the transitive dataset into training, validation, and test subsets with a
60%-20%-20% split to prepare it for model training. Each model was assessed using five
different fold splits to ensure robust evaluation, as detailed in the results section.

Considering the panel nature of the data, similar to [12], which shows a high corre-
lation between scores for the same company across years, the train-validation-test split
(60%-20%-20%) was done in a way that included each company in only one part of the
split. This approach ensures the independence of the splits, preventing any sample from
being included in more than one subset. This approach is crucial for maintaining the in-
tegrity of our proposed methodology, as it prevents data leakage between the training and
validation sets. This precaution ensures that the machine learning model can generalize
effectively to unseen data, thereby providing reliable predictions on the target dataset.
Furthermore, consistent with the proposed transfer learning workflow, the feature space
remains the same for both transitive and target data, X;7=X7. The test part of the transitive
dataset is subsequently utilized for in-domain model evaluation to compare the perfor-
mance of the machine learning and transfer learning aproaches.

Target datasets. As part of the model evaluation process, we created two target datasets.
The first target dataset (holdout) in this study is based on available real data and con-
sists of 14 blue-chip stocks traded in European markets classified as frontier according to
the Financial Times Stock Exchange (FTSE) equity country classification®. According to
the FTSE classification scheme from September 2024, there are 11 countries whose eq-
uity markets are classified as frontier markets, namely Bulgaria, Croatia, Cyprus, Estonia,
Latvia, Lithuania, Malta, the Republic of North Macedonia, Serbia, the Slovak Republic,
and Slovenia.

We examined the main stock market indices from these markets and selected the
stocks according to the availability of the companies’ ESG scores. Observed stocks are

3 https://www.lseg.com/en/ftse-russell//equity-country-classification
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constituents of the leading stock exchange indices - 8 stocks from the Bucharest Exchange
Trading (BET) index, 2 from the Ljubljana Stock Exchange index (SBITOP), 2 from the
Bulgarian Stock Exchange index (SOFIX), 1 from the Slovak share index (SAX), and
1 from the Cyprus Stock Exchange (CSE) index. The stocks come from different in-
dustries: Financials (35.7%), Industrials (28.6%), Technology (21.4%), Utilities (7.14%),
and Energy (7.14%). The dataset, representing diverse sectors from developing markets,
is used as an out-of-domain evaluation set relative to the technology-focused Euronext
dataset, allowing the assessment of model generalization across markets with differing
maturity and sectoral composition. Since this dataset is, in effect, cross-domain relative
to the technology-focused transitive dataset, it provides a suitable setting for evaluating
model generalization.

The second target dataset (synthetic) was created by expanding the first target dataset
with additional artificially generated samples produced using the Gaussian Copula Syn-
thesizer from the Python Synthetic Data Vault (SDV) library. This augmentation preserves
the statistical characteristics of the original data while increasing its size, allowing for a
more comprehensive evaluation of model performance in cross-domain scenarios.

Case study dataset. The case study dataset contains real-world data derived from the in-
dices of the regulated market, the Belgrade Stock Exchange. In this experiment, the case
study dataset consists of 14 companies listed on the BELEX, whose stocks were continu-
ously traded on the regulated market and served as constituents of the BELEXIine Index
from 2018 to 2022 — a total of seventy data instances. Through this case study, we con-
tribute to bridging the gap between theoretical advancements and practical applications in
ESG score prediction, fostering the synergy between Al and business.

3.2. Model parameter-based transfer learning with random forest (MPBTL-RF)

Among machine learning models, RF is frequently utilized in transfer learning studies
due to its ease of use and its well-documented high performance across a wide range of
tasks [21, 19, 18]. Following the approach in [19], we hypothesize that overly complex
models tend to overfit and struggle to generalize to dissimilar data and that simplifying
model architecture can enhance predictive accuracy in the target domain. According to
[17], the implementation of the RF requires setting two main parameters: the number
of trees and the number of randomly selected predictor variables. In our experiment, we
utilized the RF regression model for parameter transfer, as detailed by [5], recognizing
that these parameters were tuned on a dataset from the STOXX® Europe Index.

Source model. Small transitive datasets make it challenging to train a model effectively,
and parameters from a source domain model can be inherited for training. Conversely,
when the transitive dataset is large enough, it serves as the source model itself. In both
cases, the source model trained on a larger and well-sampled dataset transfers its param-
eters to facilitate learning on the target dataset.

Briefly explained, this model is in our work referred to as the source model and is
used only for the transfer of model parameters, given that the available transitive data are
from the Euronext Tech Leaders Index. The experiments in [5] utilized financial statement
items and Bloomberg ESG scores collected for the constituents of the STOXX Europe 600
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Index, representing large, mid, and small-capitalization companies across 17 countries in
the European region. They selected a sample of 109 companies listed in the STOXX Eu-
rope 600 Index between 2014 and 2018, representing 21% of the entire set of companies
included in the index. The selected companies belong to the Communications, Energy,
Technology and Utilities industry sectors [5].

We applied a RF regressor with transferred parameters from the source model by set-
ting: minimum samples per leaf to 1, maximum features per split to 5, and the number of
trees in the forest to 500 to optimize predictive performance on the target dataset. Setting
minimum samples per leaf to 1 allows each leaf node to capture finer patterns, which is
beneficial for smaller datasets. Setting the maximum features per split parameter to the
value of 5 limits the features considered at each split, balancing variance and interpretabil-
ity, while the number of trees in the forest is set to 500 to create a large forest of trees to
enhance stability and accuracy. These parameters should enable the model to leverage
source knowledge effectively, yielding substantial generalization and performance in our
target domain.

Feature selection. According to the proposed workflow in Figure 1, our study also em-
ploys the same financial features except the categorical sector feature presented in the
source domain dataset, as there are no sector differences in our transitive dataset. The
indicators used, listed in Table 1, represent liquidity, solvency, profitability, operating ef-
ficiency, and the company’s market value. Variables used in the formulas are defined as
follows: Net sales — the total revenue generated by the company from the sale of goods
or services during the year, after deducting sales returns, allowances, and discounts; To-
tal assets — the sum of current and long-term assets owned by the company; EBIT — a
company’s operating profit, calculated as earnings before deducting interest expenses and
income taxes; Annual dividend per share — the total dividends paid divided by the number
of outstanding shares over the year; Share price — the closing price of a company’s share
on the last trading day of the year; Net income — the company’s total profit after deduct-
ing all expenses and taxes from total revenue; Equity — the residual owner’s interest in a
company’s assets after all liabilities have been deducted; Total liabilities — the sum of all
current and long-term financial obligations owed by the company; Cash — cash and cash
equivalents readily available to the company; Cash flow — operating cash flow calculated
by adjusting net income for non-cash items like amortization and changes in working
capital; Total current assets — assets expected to be sold, consumed, or converted to cash
within one year or the company’s operating cycle; Total current liabilities — financial obli-
gations and debts the company is expected to settle within one year or its normal operating
cycle; Total debt — the sum of all interest-bearing debt, including current borrowings and
long-term liabilities; Earnings per share — net income divided by the average number of
shares outstanding. All financial values are based on the company’s financial statements
for the relevant fiscal year.

3.2.1. Parameter transfer procedure and overfitting control

In this study, MPBTL-RF was implemented through structural parameter inheritance
between domains using the RF regressor. Model parameters optimized on the STOXX
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Table 1. Financial Indicators

Label Variable Name Formula

Sales_to_Assets Asset Turnover Ratio  Net sales / Total assets
EBIT_to_Sales Operating Margin EBIT / Net sales

DY Dividend Yield Annual dividend per share / Share price
NI_to_Sales Net Profit Margin Net income / Net sales
Rating Kralicek QuickTest! 0.25 x (Equity/Total liabilities)

+0.25 x ((Total liabilities - Cash)/Cash flow)
+0.25 x (EBIT/Total assets)
+0.25 x (Cash flow/Net sales)

LR Current Liquidity Ratio Total current assets / Total current liabilities
SR Solvency Ratio Total debt / Total assets
P/E Price to Earnings Ratio Share price / Earnings per share

! Results expressed in points from 1 to 5.

Europe 600 dataset [5] were transferred to the Euronext Tech Leaders dataset and subse-
quently applied for prediction on the target dataset. The transferred parameters included:
(i) the number of trees (n_estimators = 500), (ii) the number of features considered
at each split (max_features = 5), and (iii) the minimum number of samples per leaf
(min_samples_leaf = 1).

This approach follows the homogeneous transductive parameter-transfer paradigm
[15, 16], in which the model structure-rather than learned weights—is reused to regular-
ize learning across domains. By constraining model complexity, the inherited parameters
function as a form of inductive bias, stabilizing learning in the transitive and target do-
mains where labeled data are limited. The procedure is summarized on Figure 2.

# Source: STOXX Europe 600
source_model = RandomForestRegressor (

n_estimators=500, max_features=5, min_samples_leaf=1
)

source_model.fit (X_source, y_source)

# Transitive: Euronext Tech Leaders
transitive_model = RandomForestRegressor (
n_estimators=source_model.n_estimators,
max_features=source_model .max_features,
min_samples_leaf=source_model.min_samples_leaf
)

transitive_model.fit (X_transitive, y_transitive)

# Target: BELEX (Frontier Markets)
y_pred = transitive_model.predict (X_target)

Fig 2. Transitive Model Training and Prediction
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To prevent overfitting and maintain generalization, the model was trained using a
80%—20% train—test split, ensuring that each company appears in only one subset, thereby
eliminating data leakage. Additionally, a 5-fold cross-validation procedure was employed
to assess model stability. Fixing the structural parameters from the source model serves
as a regularization mechanism, reducing the risk of overfitting and enhancing robustness
in small-sample target domains.

3.3. Traditional ML with parameter-tuning

To evaluate traditional machine learning models, we employed a systematic hyperparameter-
tuning methodology using 5-fold cross-validation. This involved splitting the data into five
folds and training a separate model on each fold, using a 60%-20%-20% split for training,
validation, and testing within each fold to ensure robust performance comparison. Con-
sistency was maintained by using the same split as in the previous experiment with model
parameter-based transfer learning in Section 3.2 for the test set, but reallocated 25% from
each training split (previously 80%) to create a validation set for each fold, achieving a
final 60%-20%-20% split.

A comprehensive hyperparameter grid search was conducted for each model. This
process entailed evaluating the models across the five validation sets to identify the opti-
mal parameter configurations for predicting ESG, E, S, and G targets. The best-performing
parameters were then applied to the test set for final evaluation across all targets (ESG, E,
S, G).

For this evaluation, we employed three different machine learning approaches:

— RF: An ensemble learning method that builds multiple decision trees and outputs the
mode of the classes (classification) or the mean prediction (regression).

— XGB: Unlike RF, XGB builds trees sequentially, with each tree focusing on cor-
recting the errors of the previous one. This iterative error-correction process results
in a highly accurate model by gradually reducing bias. This approach is especially
valuable with small datasets, where limited information can benefit from stepwise
refinement [3].

— FNN: Although typically requiring large datasets, FNN can still perform well on
smaller datasets if structured carefully to avoid overfitting. Their flexibility and ca-
pacity to model non-linear relationships make them effective even with limited data
and features, as in this study. Additionally, FNN offers advantages in terms of train-
ing ease and interpretability due to the relatively small number of parameters. This
efficiency, combined with their ability to model complex relationships, justifies the
use of FNN for predicting ESG scores on the available dataset.

These approaches were selected for their established effectiveness in predictive mod-
eling and their ability to handle the challenges posed by the small dataset and the complex-
ity of ESG score prediction. Additionally, these networks enable efficient hyperparameter
tuning, which was performed with various combinations, as detailed in Table 2.

3.4. Baseline method

In assessing our models, we also benchmarked our results against values from [12]. In
their study, three individual models were used — FNN, CatBoost (CB), and XGB, along
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Table 2. Grid Search Parameter Ranges for Evaluated Models

Model Parameter Value Combinations
Number of Estimators 100, 500, 1000
Max Features auto, sqrt, log2

RE Max Depth 10, 30, 50, None

Min Samples Split 2,5,10
Min Samples Leaf 1,2,4

Bootstrap True, False

Early Stopping Rounds None, 10

Learning Rate 1072,1073,107*
XGB Max Depth 3,5,10, 15

Min Child Weight 0.5,0.7,1
Number of Estimators 100, 200, 300

Number of Layers 5,6,7
Number of Neurons 1000, 600, 300, 200

Activation sigmoid, relu, leaky _relu
Dropout 0,0.3,0.5,0.7

FNN Learning Rate 1073,107%,107°
Batch Normalization True, False
Epochs 100, 200, 300
Early Stopping True, False

with two types of ensemble models — NN Ensemble (NNE) and Heterogeneous Ensemble
(HE) to predict ESG and pillar scores using data from companies in the S&P 500 index.
Their results, along with their simple mean baseline model (BL), are presented in Table
3.

Table 3. Baselines for different models from [12]
HE BL FNN CB XGB NNE

ESG 11.216.512.1 113114 12.1
E 149227163 150152 16.2
S 13519.014.6 13.513.6 14.5
G 167187174 16.7 16.8 17.4

3.5. Models training, validation, and evaluation parameters

The training subset was used to train all traditional machine learning models. To ensure
that the experiments are not influenced by random chance, we implemented a 5-fold cross-
validation strategy to optimize model performance and reduce overfitting. We performed
hyperparameter tuning across different fold splits of our transfer dataset for each of the
pillars: ESG, E, S, and G. To ensure that the model treated each feature equally and to
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facilitate faster convergence during training, we standardized the dataset by scaling the
features so that they had a mean of 0 and a standard deviation of 1.

Fine-tuning parameters for FNN were performed on the National Platform for AI of
Serbia, utilizing a single NVIDIA A100 GPU with 40GB using PyTorch. After evaluat-
ing 5,184 models per fold, we identified the optimal parameters, totaling 25,920 models
across all folds. The process took up to 50 hours for all five folds. The training was per-
formed in batches of 32. All other fine-tuning, model training and inference were done on
local computers.

Validation was performed for the traditional ML models with parameter-tuning in
Section 3.3. The validation was performed through cross-validation and cross-sample
evaluation (test subset) across multiple folds. A test subset is considered for in-domain
evaluation. At the same time, both target datasets were utilized for out-of-domain evalu-
ation to assess the generalization of the best-performing models across different contexts
not seen during training.

Furthermore, to ensure methodological coherence with the workflow illustrated in Fig-
ure 1, we conducted statistical analyses to validate the suitability of the selected transitive
dataset and to assess feature distribution differences across all datasets used in the study.
The results of the Kruskal-Wallis test presented in Table 4 show no statistically significant
differences in the distribution of ESG scores — both overall and across its individual Envi-
ronmental (E), Social (S), and Governance (G) components—among the observed datasets.
This suggests that ESG adoption levels do not significantly vary among the companies
from the technology sector in the transitive dataset and those in the holdout and synthetic
datasets.

Table 4. Kruskal-Wallis test results for TECLP, holdout, and synthetic datasets
Indicator Test Statistic p-value

ESG 0.8367 0.6581
E 0.3176 0.8532
S 4.6039 0.1001
G 1.2305 0.5405

Note: Significance level («) set at 0.05.

On the other hand, the Kruskal-Wallis test results followed by the Dunn-Bonferroni
post hoc pairwise comparison among TECLP, holdout and BELEX datasets yielded mixed
results as presented in Table A1 in the Appendix. Several variables, including Sales_to_Assest,
Rating and LR, did not show statistically significant differences after adjustment, indi-
cating insufficient evidence to reject the null hypothesis of equal distributions among
these groups. Statistically significant differences (adjusted p < 0.05) were observed for
EBIT _to_Sales and NI_to_Sales in all group comparisons. Conversely, variables such as
DY, P/E, and SR showed significant differences only in selected group comparisons, indi-
cating heterogeneous effects depending on the specific group pairing.

The obtained results correspond to the experimental framework shown in Figure 1.
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Additionally, for the purpose of a comprehensive analysis of model robustness and
properties, traditional machine learning models were implemented in conjunction with
the BORUTA feature selection algorithm.

During cross-validation, we used grid search (Table 2) to find the best combination
of hyperparameters on the training dataset, aiming to minimize the value of the scorer
function, which calculates the mean squared error (MSE) between predicted and actual
values. The best model was used to predict outcomes on the validation and test subsets.
The best model was also used to predict values for the out-of-domain evaluation, holdout
and synthetic dataset. Similarly, in models with BORUTA feature selection implementa-
tion, feature selection was performed for each fold separately.

The evaluation was performed in similar regression tasks as in [12], using MAE, as
defined in Equation 1.

n

1
MAE:ﬁZ

i=1

Y, - Y;

ey

Finally, it is worth noting that the proposed approach is versatile and not limited to any
specific traditional machine learning algorithm — it can be applied across various algo-
rithms and data domains.

4. Results

This section introduces the results obtained through empirical analysis of different ap-
proaches used in this study. We conducted experiments for ESG score prediction and for
the Environmental, Social, and Governance pillars separately. Thus, the obtained results
provide comprehensive insight into the possibility of transfer learning in developing mar-
kets. As previously described in section 3.1 in order to further verify the robustness of
the proposed model, a synthetic dataset was created and an out-of-domain evaluation was
performed on it, as well as on the holdout dataset. Figure 3 illustrates the experimental
setup.

4.1. In-domain evaluation

We first present the evaluation results on the test subset of the transitive dataset (in-
domain), as defined in Section 3.1. The analysis includes the proposed MPBTL-RF ap-
proach and traditional machine learning approaches (RF, XGB), with and without feature
selection.

MPBTL-RF in-domain.

The results obtained using the proposed MPBTL-RF are shown in Table 5. Based on
the average values displayed, it can be observed that the G pillar score is the most chal-
lenging to predict, as it has the highest error. In contrast, the ESG component is predicted
with the lowest error. Analyzing the results across folds, the difference between the high-
est and lowest errors is smallest for the ESG score (2.48), while the largest difference is
observed in the E component (6.39 absolute error difference). The variation in error levels
suggests stability in the predictions obtained with this model, considering the dataset split
defined in Section 3.1.
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Fig 3. Experimental settings

Table 5. MPBTL-RF in-domain evaluation
MAE ESG E S G

Fold 1 14.61 17.08 18.12 21.40
Fold 2 15.41 18.78 15.94 22.26
Fold 3 13.05 15.03 15.01 17.71
Fold 4 15.53 21.42 15.60 21.13
Fold 5 15.01 20.48 15.44 19.24

Avg MAE 14.72 18.56 16.02 20.34

RF in-domain. Table 6 summarizes the in-domain performance of the RF model. The
results exhibit a consistent pattern across folds, with relatively stable MAE values for all
ESG components. The ESG score is associated with the lowest prediction error, whereas
the G pillar remains the most difficult to predict, yielding the highest MAE. In most cases,
validation errors are slightly lower than those on the test set, which is expected given
that model tuning is performed on the validation data. The limited discrepancy between
validation and test performance indicates that the model does not suffer from pronounced
overfitting.

When feature selection is introduced (Table 7), the RF-FS model attains very simi-
lar MAE values across all targets. This indicates that restricting the feature space does
not adversely affect predictive accuracy. The results suggest that the selected subset of
features retains the essential information required for prediction, while less informative
variables can be excluded without loss of performance. Overall, the RF model preserves
stable behavior under feature reduction in the in-domain setting.

XGB In-domain. Table 8 presents the in-domain results for the XGB model. The
model shows consistent performance across folds, with relatively stable MAE values for
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Table 6. Traditional RF in-domain evaluation

Validation Set Test Set
MAE ESG E S G ESG E S G
Fold 1 13.14 16.57 16.27 19.94 14.45 17.15 20.96 20.66
Fold 2 14.38 20.33 15.22 18.51 16.43 19.87 18.00 22.12
Fold 3 16.13 18.90 16.67 19.31 13.01 14.76 14.32 18.32
Fold 4 15.62 17.98 16.32 19.62 14.78 21.13 15.67 20.31
Fold 5 14.66 16.30 16.75 21.55 15.70 21.21 15.02 17.91

Avg MAE 14.78 18.02 16.25 19.79 14.87 18.83 16.07 19.86

Table 7. Traditional RF -FS in-domain evaluation

Validation Set Test Set
MAE ESG E S G ESG E S G
Fold 1 13.45 17.00 16.90 19.89 14.01 17.15 17.77 19.93
Fold 2 13.62 20.21 14.97 17.96 16.59 19.34 17.65 21.86
Fold 3 16.68 19.50 16.92 20.07 12.57 14.83 15.73 19.31
Fold 4 14.63 18.38 15.48 19.44 15.01 20.45 15.78 19.85
Fold 5 15.21 16.68 17.21 21.38 15.44 21.20 16.33 16.22

Avg MAE 14.72 18.35 16.30 19.05 12.72 18.59 16.65 19.43

all ESG components. The ESG score is predicted with the lowest error, while the G pil-
lar remains the most challenging target, exhibiting the highest MAE. Across most com-
ponents, the average MAE is lower on the validation set than on the test set, which is
expected given that hyperparameter tuning is performed on the validation data. The rel-
atively small differences between validation and test errors suggest that the model does
not exhibit severe overfitting. However, for the S component, a slight increase in test error
(difference of 0.647) indicates mild overfitting.

When feature selection is applied (Table 9), the XGB-FS model achieves compara-
ble MAE values across all targets, indicating that reducing the feature space does not
negatively impact predictive performance. This suggests that the selected subset captures
the most relevant information, while redundant features can be removed without loss of
accuracy. The results further indicate that XGB remains robust under feature reduction,
although minor overfitting effects may still occur for certain components in small-sample
settings.

Compared to the results in Table 3, where XGB was trained on a much larger dataset
and reported MAE errors of 11.4, 15.2, 13.6, and 16.8 for the ESG score and the E, S, and
G components, respectively, the higher MAE errors observed with XGB (15.19, 19.51,
16.29, and 19.81) highlight the significant influence of training set size on prediction
accuracy.

FNN In-domain. The results in Table 10 show that, although the FNN achieves the
lowest MAE on the validation set, its performance on the test set is substantially worse
and exhibits the largest variance across folds. This behavior indicates strong overfitting,
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Table 8. XGB in-domain evaluation

Validation Set Test Set
MAE ESG E S G ESG E S G
Fold 1 14.16 17.44 16.97 19.86 14.61 18.74 18.04 18.67
Fold 2 14.66 20.41 16.43 17.17 17.13 20.74 18.29 22.21
Fold 3 15.80 18.45 17.07 18.06 12.90 15.02 15.77 18.18
Fold 4 1543 18.12 16.46 19.33 15.32 21.61 13.92 20.77
Fold 5 15.79 17.05 17.75 21.22 15.99 21.48 15.42 19.23

Avg MAE 15.17 18.29 16.94 19.13 15.19 19.51 16.29 19.81

Table 9. XGB-FS in-domain evaluation

Validation Set Test Set
MAE ESG E S G ESG E S G
Fold 1 14.14 18.24 18.28 19.40 14.63 18.71 17.76 17.75
Fold 2 14.96 20.54 15.28 17.25 17.65 20.75 17.87 21.47
Fold 3 15.54 18.45 16.65 17.94 13.02 15.02 15.98 18.27
Fold 4 1543 18.30 16.43 19.00 15.29 21.18 13.91 19.45
Fold 5 16.03 18.52 16.67 20.92 16.68 23.08 15.05 18.76

Avg MAE 15.22 18.81 16.66 18.90 15.45 19.75 16.11 19.14

which is expected when applying high-capacity neural networks to small and heteroge-
neous datasets. Due to their expressive nature, FNNs are sensitive to variations in training-
validation splits, often converging to different local minima and producing unstable pre-
dictions across folds.

In contrast, ensemble tree-based models (RF, XGB) benefit from averaging mecha-
nisms that provide more stable and consistent predictions. The observed behavior of the
FNN therefore reflects the trade-off between flexibility and stability in small-sample deep
learning settings [11]. Although the model captures non-linear relationships between fi-
nancial indicators and ESG scores, its lack of generalization limits its practical applica-
bility.

This discrepancy between validation and test performance is not observed in the other
models, and data splitting procedures ensured strict separation across folds, indicating
that the observed overfitting is inherent to the model rather than a consequence of data
leakage or methodological bias. Consequently, the FNN model is excluded from further
comparative analysis.

In-domain comparative analysis. The comparison of the results for all previously de-
scribed models is presented in Figure 4.

ESG score. The proposed MPBTL-RF achieves an average MAE of 14.72, which is
comparable to the MAE value of 11.3 presented in Table 3. At the same time, the proposed
transfer learning approach has the smallest standard deviation value (1.00), compared to
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Table 10. FNN In-domain evaluation

Validation Set Test Set
MAE ESG E S G ESG E S G
Fold 1 12.01 13.89 13.41 17.08 24.69 24.46 26.69 23.00
Fold 2 12.97 17.91 11.47 16.93 100.08 86.60 102.75 106.75
Fold 3 13.29 16.04 14.89 17.56 62.02 51.96 77.92 68.13
Fold 4 11.11 15.18 12.08 16.51 21.58 26.53 25.56 24.65
Fold 5 12.77 14.21 12.49 20.16 26.53 28.59 29.99 24.51

Avg MAE 12.43 15.45 12.868 17.65 46.98 43.63 52.58 49.41

the value of 1.30 obtained with RF, 1.65 obtained with baseline models, and 1.58 obtained
with the XGB algorithm.

The MPBTL-RF model exhibits the smallest variation in MAE values across folds,
with a difference of just 2.48 between the highest and lowest values. This suggests that
the model is the most robust and least affected by changes in data splits.

In relation to the models with feature selection in term of ESG predictions, the pro-
posed MPBTL-RF approach exhibit somewhat weaker but still comparative results.

E pillar score. For the E pillar score, the proposed MPBTL-RF results in average
MAE to 18.56 which is comparable to the MAE value of 14.9 obtained in Table 3. Ad-
ditionally, in the case of the E pillar, the proposed transfer learning approach has the
smallest standard deviation. The lowest MAE value obtained across folds was in Fold 3
using the RF model. The smallest difference between the highest and lowest MAE val-
ues is observed with the MPBTL-RF model, amounting to 6.39, suggesting stability in
this model across different splits (train, validation, and test). In relation to the RF and
XGB models with feature selection in term of average MAE for E pillar predictions, the
proposed MPBTL-RF approach outperformed feature selection approaches.

S pillar score. The proposed MPBTL-RF results in average MAE to 16.02, which is
comparable to the MAE value of 13.5 obtained in Table 3. Additionally, for the S pillar, the
proposed transfer learning approach exhibits the smallest standard deviation. The smallest
difference between the highest and lowest MAE values across folds is observed with the
MPBTL-RF model, amounting to 3.11.

For S pillar predictions, the proposed MPBTL-RF approach again has the best average
MAE values in comparison to RF and XGB with feature selection.

G pillar score. For the G pillar score, the proposed MPBTL-RF brings the MAE to
20.34, which is comparable to the MAE value of 16.1 obtained in Table 3. Additionally,
in Fold 3, the MPBTL-RF approach achieves the lowest MAE among the models studied,
indicating a stronger generalization capability. However, the smallest range between the
highest and lowest MAE values across models is observed with the traditional RF model.

Regarding standard deviation, the XGB model shows the smallest variation for the G
component, which, along with the MAE level, suggests slightly more favorable predic-
tions using traditional ML and more complex models on challenging problems. However,
it is important to note that for all models in the comparison, the average MAE is derived
from MAE values across five folds. This approach indirectly represents a homogeneous
ensemble in traditional ML models, as the average MAE is the mean prediction of five
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Fig 4. In-domain comparative analysis.

distinct models using the same algorithm. Compared to other models, MPBTL-RF uses
the same parameters for each fold but has a larger training set available. Thus, even though
XGB achieves a lower MAE, the difference in average MAE between these two models
(0.53) still supports the effectiveness of the proposed model, even for highly complex
tasks. In relation to the models with feature selection in terms of average MAE for G
pillar predictions, the model exhibits somewhat weaker but still comparative results.

4.2. Out-of-domain evaluation

To evaluate model generalization, we conducted out-of-domain experiments using the
holdout and synthetic datasets described in Section 3.1. The results are presented in Fig-
ures 5 and 6.

Figure 5 presents the prediction results of the MPBTL-RF, XGB, XGB-FS, RF and
RF-FS models on the holdout target dataset. The results indicate that the average MAE
values for the observed labels are similar to those obtained on the transitive (in-domain)
dataset’s test subset, highlighting the approach’s effectiveness for complex predictive
tasks. The standard deviation of the average MAE across both test sets (for ESG, E, S, and
G) is 2.47. Additionally, the MAE values achieved on the target dataset further confirm
that dividing the data into independent sets during model training is suitable for enhanc-
ing model generalization capabilities. The G component remains the most challenging to
predict. By examining all the results in Figure 5, the MAE values show slightly better
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Fig 5. Out-of-domain (holdout dataset) Comparative Analysis

predictions for traditional ML models. However, it is important to note that for all mod-
els in the comparison, the average MAE is derived from 5-fold MAE values, which can
be considered a homogeneous ensemble across all traditional machine learning models.
This is because the average MAE represents the mean prediction of five different mod-
els using the same algorithm. Unlike other models, the MPBTL-RF model uses the same
parameters for each fold but benefits from a larger training set. Even though traditional
learning models achieve slightly lower MAE values, this small difference supports the
effectiveness of the proposed transfer learning approach, especially for highly complex
tasks.

ESG score. The proposed MPBTL-RF for ESG results in an average MAE of 17.51.
The average MAE for the MPBTL-RF and RF models are nearly identical (17.51 versus
17.32), which directly supports the validity of applying the MPBTL-RF.

E pillar score. The same conclusion applies to predictions for the E pillar score.
Although the resulting MAE might appear high, they remain comparable to values found
in the literature for the specific domain of ESG score prediction and its components. It
is particularly important to note that the target dataset was created using data from four
countries. Given this diversity, the selection of learning features and the predictive model
can effectively address such complex problems.

S pillar score. For the S pillar score the difference in error compared to the RF and
XGB models are 1.00 and 1.52, respectively, indicating that the MPBTL-RF model can
also be considered satisfactory in this case.
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Fig 6. Out-of-domain (synthetic dataset) Comparative Analysis

G pillar score. Finally, when predicting the G pillar score, which is considered the
most complex based on the MAEs, the MPBTL-RF model remains competitive, even
though other traditional machine learning models achieved slightly better average values.

Applying the trained MPBTL-RF, XGB and RF on the synthetic target dataset yields
results shown in Figure 6.

ESG score. By examining all the results in Figure 6 for the ESG score on the syn-
thetic dataset, the MAE values show slightly better predictions for traditional ML models.
Notably, for all models in the comparison, the average MAE is derived from 5-fold MAE
values, which can be considered a homogeneous ensemble across all traditional machine
learning models.

E pillar score. The same conclusion applies to predictions for the E pillar score.
Although the resulting MAE might appear high, it remains comparable to values found in
the literature for the specific domain of ESG score prediction and its components.

S pillar score. For the S pillar score, the difference in MAE value compared to the
RF and XGB models is 0.53 and 1.32, respectively, indicating that the MPBTL-RF model
can also be considered satisfactory in this case.

G pillar score. Finally, when predicting the G pillar score, which is considered the
most complex based on the MAEs, the MPBTL-RF model remains competitive and achieved
slightly better average values than the RF model.

To conclude, in the in-domain analysis, the MPBTL-RF model achieves second-best
average results for the ESG score, and only the RF-FS approach has a better average
MAE value. For the E and S components, the proposed MPBTL-RF approach outper-
forms other models, while the XGB-FS approach performs best for the G component.
To compare multiple models on multiple datasets, we applied Friedman’s test to check
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whether the compared models have significant general differences in performance among
folds. Thus, based on the Friedman statistical test conducted and shown in the Appendix,
Table A2, there is no statistically significant difference in the performance of the observed
approaches, except for the E pillar score. But even the null hypothesis is rejected in the
second stage by applying the Nemenyi test, which did not find a statistically significant
difference between any of the group pairs post-hoc test.

However, in the out-of-domain evaluation on the holdout dataset, XGB-FS delivers the
best performance across the ESG score and all individual components. This indicates that
transfer capabilities could be improved with a larger and higher-quality transfer dataset,
potentially leading to better MAE values overall with XGB or another algorithm.

Based on the performed statistical test shown in the Appendix, Table A2, it can be
concluded that there is no significant difference in MAE values across approaches for
ESG scores and E pillar scores, while a statistically significant difference was observed
for S and G pillars between the XGB-FS model and the MPBTL-RF approach. However,
it should be pointed out that here too the comparison is where the XGB model is at an
advantage in the selection of attributes for model training compared to the MPBTL-RF
approach, which always generates results based on the same model parameters. Thus,
even observed statistically significant differences between the models do not diminish the
importance of the proposed model.

In relation to the synthetic dataset, it can be seen that the XGB model gives slightly
less variation in precision when it comes to ESG scores prediction, while the MPBTL-RF
model has the least variation when it comes to the prediction of the G component, which
indicates model robustness according to all observations about G pillar score prediction.
To test whether there is a statistically significant difference between the obtained MAE
values among folds in the observed models, we conducted the Friedman test in the first
stage and the Nemenyi test as the post-hoc test. All of the tests have been performed at
5% significance level. According to the test results available in the Appendix, Table A2,
there is no statistically significant difference between MPBTL-RF and the other models
obtained on the synthetic dataset. Thus, a statistically significant difference was confirmed
between the RF and XGB models on the synthetic dataset.

In terms of computational efficiency, the differences in total training time were sub-
stantial. MPBTL-RF, which does not require hyperparameter fine-tuning, completed a
fold in only 4.46 seconds. By contrast, the remaining models required full one-fold hyper-
parameter tuning: the standard RF model needed 239.86 seconds, XGB required 26.818
seconds, and the FNN model was by far the most time-consuming at 20,639.10 seconds.

The observed results highlight the computational efficiency and practicality of the pro-
posed model. Overall, the obtained results demonstrate the potential of machine learning
models, specifically MPBTL-REF, for predicting ESG scores in developing financial mar-
kets. Despite the challenges of predicting the G component, MPBTL-RF exhibited strong
generalization capabilities across in-domain and out-of-domain data. This supports the
idea that transfer learning can be a valuable tool for improving ESG score predictions,
especially when dealing with limited or less-represented data in developing markets.

Considering that all models in this study were trained using only nine attributes, the
results can be regarded as highly favorable, highlighting the simplicity, time efficiency,
and applicability of the proposed approach.
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5. Model application: case study of the BELEX

This section presents the experimental results and discusses the application of the pro-
posed model to datasets derived from indices of the regulated market of the BELEX.

The case study in this experiment consists of 14 companies listed on the BELEX,
whose stocks were continuously traded on the regulated market and served as constituents
of the BELEXIine Index from 2018 to 2022. Given that ESG scores can significantly
influence investor decisions, the results are presented anonymously, as recommended by
[12]. Table 11 shows the ESG scores for the selected blue-chip companies listed on the
BELEX.

Table 11. One-year ESG rating predictions using MPBTL-RF on BELEX case study
dataset

Company ESG Class Company ESG Class

A 3215 1 H 43.03 1
B 56.20 2 K 49.72 1
C 58.02 2 L 49.65 1
D 66.88 2 M 5371 2
E 52.85 2 N 4435 1
F 5505 2 o 5244 2
G 47.62 1 P 5296 2

The selected companies represent various industry sectors: (1) Industrials (50%), (2)
Financials (28.57%), (3) Utilities (7.14%), (4) Energy (7.14%), and (5) Real estate (7.14%).
Figure 7 shows the ESG scores for the selected blue-chip companies listed on the BELEX
per industry sector.

The box plot for ESG scores in Figure 7 predicted over five years indicates that the
lowest average ESG score is evidenced in real estate (39.26) and utilities industry (48.89)
with a wide interquartile range and no significant outliers, while the companies in the
energy industry have the highest average ESG score (60.32) with most data clustered in
a narrow interquartile range (5.09) but with outliers in both directions. The average ESG
scores in the financial and industry sectors show a similar level of MAE (53.44 and 52.42
respectively), but ESG scores of companies in the financial sector are more dispersed,
while in the industry sector, they display concentration in a tight interquartile range with
some notable outliers. The obtained ESG score values were used as a basis for further
analysis of financial performance. We clustered the observed stocks based on the predicted
ESG scores into the following categories, corresponding to different performance levels:

Class 0: ESG score ranging from 0 to 25 (first quartile) — Poor ESG performance.
Class 1: ESG score ranging from 25 to 50 (second quartile) — Satisfactory ESG per-
formance.

Class 2: ESG score ranging from 50 to 75 (third quartile) — Good ESG performance.
Class 3: ESG score ranging from 75 to 100 (fourth quartile) — Excellent ESG perfor-
mance.
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Table 11 presents the obtained cluster categories. The predicted ESG scores were clus-
tered into two groups: Class 1 — containing 39 observations, and Class 2 — with 31 observa-
tions. Predicted ESG-based clustering provides stakeholders with a predictive framework
to incorporate sustainability considerations early in the decision-making process, thereby
enhancing proactive risk management and promoting long-term value creation, despite
the absence of direct ESG data.

To assess whether the proposed clusters exhibit significant differences in financial
parameters, we conducted statistical tests using the non-parametric Mann-Whitney U test,
which compares two independent groups based on a single continuous variable. Table 12
presents the descriptive statistics for these parameters within each cluster, along with the
significance of the differences between the variables in these groups.

The analysis reveals significant differences in the following variables across the clus-
ters: Dividend Yield (DY), Rating, and Price to Earnings (P/E) ratio. In line with [5], these
financial indicators can be considered significant determinants of the ESG score.

— Dividend Yield (DY): Companies in Class 1 showed a clear tendency not to pay div-
idends during the observed period, with an average dividend yield of 3% and a stan-
dard deviation of 5%. Conversely, more than half of the companies in Class 2 paid
dividends above 4%, with a standard deviation of 26%, indicating better financial
capacity to support higher ESG scores.

— Rating: The overall operating performance rating showed significant differentiation
between the groups. Companies in Class 1, with an average rating of 2.56, exhibited
stable but lower capacities for improving ESG practices. In contrast, Class 2 com-
panies, with a lower average rating of 2.24 but a higher standard deviation of 0.90,
demonstrated greater sensitivity to business dynamics, suggesting more flexibility and
potential for growth in ESG practices.

— The P/E ratio, which indicates market expectations about a company’s future earn-
ings, showed considerable differences between groups. Companies in Class 1 had an
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Table 12. Descriptive statistics of financial indicators of the companies in the BELEX
target dataset

Descriptive Statistics

Indicators' Class
Mean Median SD Min Max
Sales_to_Assets 1 0.69 0.59 0.51 0.01 2.26
2 0.85 0.71 0.50 0.10 1.92
EBIT_to_Sales 1 -0.03 0.03 0.46 -2.48 0.54
2 0.30 0.06 1.22 -0.12 6.83
DY* 1 0.03 0.00 0.05 0.00 0.17
2 0.09 0.04 0.26 0.00 1.48
NI_to_Sales 1 -0.07 0.03 0.45 -2.60 0.17
2 0.23 0.05 1.04 -0.28 5.77
Rating* 1 2.56 2.75 0.58 1.00 3.50
2 2.24 2.00 0.90 1.00 4.00
LR 1 2.95 1.49 3.23 0.22 10.71
2 1.93 1.52 1.57 0.28 6.61
SR 1 0.46 0.50 0.26 0.10 0.97
2 0.42 0.39 0.23 0.07 0.90
P/E* 1 90.74 8.15 475.18 -718.39 2751.72
2 1.60 5.06 24.04 -108.31 48.54

! Indicators explanations: Sales_to_Assets — Asset Turnover Ratio, EBIT_to_Sales — Operating
Margin, DY — Dividend Yield, NI_to_Sales — Net Profit Margin, Rating — Kralicek QuickTest,
LR — Current Liquidity Ratio, SR — Solvency Ratio, P/E — Price to Earnings Ratio.

" Test significance («v) is set at 0.05. p-values are denoted as follows: * p<0.05, ** p<0.01, ***
p<0.001.

average P/E ratio of 90.74, indicating high investor expectations and potential over-
valuation. On the other hand, Class 2 companies had a significantly lower average
P/E ratio of 1.60 with a standard deviation of 24.04, reflecting more reasonable in-
vestor expectations and stable performance, with greater capacity to manage ESG
challenges effectively.

These results showed that overall business rating and market value indicators are key
determinants in predicting ESG scores for companies listed on the BELEX. Companies
with higher dividend yields were more likely to have higher ESG scores, while the price-
to-earnings ratio demonstrated sensitivity to economic conditions, further highlighting the
importance of financial indicators in ESG predictions.

6. Practical application

The proposed hybrid learning approach applies to problems with no label data in the target
domain and limited label data in the transitive domain for satisfactory machine learning
training. By proposing a computationally efficient and practical model, this research offers
valuable insights and several practical implications for companies, investors, and financial
market players in developing markets.
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Primarily, it enables firms to better align their strategies with ambitious sustainability
and climate goals (the EU Green Deal and the Green Agenda for the Western Balkans). In
developing markets where sustainability reporting practices are limited, ESG prediction
assists companies in anticipating compliance requirements associated with sustainabil-
ity reporting standards. This proactive model facilitates timely adaptation to regulatory
demands embedded within existing frameworks.

Furthermore, predictive ESG analytics enable early identification of climate-related
and transition risks, thereby supporting innovations and transition. By providing insights
into ESG performance for companies lacking current scores, predictions facilitate the in-
corporation of sustainability factors into investment decision-making. This aligns capital
flows with the principles for responsible investment and advances sustainable finance in
emerging markets.

Finally, this approach enhances access to ESG ratings for external stakeholders. By
making ESG predictions publicly available, it fosters greater transparency and account-
ability, enabling a broader audience—including consumers, regulators, and civil society—to
better understand and actively engage with corporate sustainability initiatives.

This paper makes a significant contribution to ESG research by introducing a data-
driven methodology designed to improve the reliability and consistency of ESG ratings.
Given the current challenges in ESG evaluation — including methodological inconsisten-
cies and divergent scoring criteria across rating agencies — our approach offers regulators
and rating agencies an automated tool that facilitates standardized, transparent, and ob-
jective assessment of ESG scores.

7. Limitations

A key limitation of the proposed model concerns the availability of transitive-domain data.
In cases where similar data constraints exist but multiple candidate transitive domains
are available, a selection algorithm based on domain characteristics should be developed.
From a computational perspective, several additional limitations should be acknowledged.
First, the parameter-transfer procedure assumes static model parameters and does not in-
clude adaptive fine-tuning in the transitive domain, which may restrict the model’s flex-
ibility in evolving market conditions. Second, the proposed model does not incorporate
explicit uncertainty estimation, which could enhance the robustness of predictions under
noisy or incomplete data. Third, the absence of a formal bias and fairness assessment rep-
resents a limitation, as ESG data may embed regional or structural biases that influence
model outcomes.

Furthermore, some limitations are associated with the selected feature set. Macroe-
conomic conditions significantly influence the ESG scores of companies in emerging
markets by shaping both their external operating environment and their internal capac-
ity for ESG integration. Future research should therefore examine the effects of key eco-
nomic variables—such as GDP growth, exchange rate volatility, interest rates, and infla-
tion—since these factors have been shown to affect ESG performance in diverse ways
[2].

Additionally, ESG ratings from different agencies often exhibit systematic bias aris-
ing from variations in rating objectives, the number of input variables, and methodological
frameworks. Each agency applies distinct evaluation criteria, weighting schemes, and data
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sources, which leads to inconsistent assessments across providers [1, 13]. Ongoing regu-
latory efforts in the European Union aim to address these issues by introducing greater
transparency and standardization in ESG rating activities. The forthcoming framework
is expected to enhance the reliability and comparability of ESG scores, strengthen their
alignment with firms’ financial indicators, and support more consistent evaluations of cor-
porate sustainability.

Nonetheless, given the complex and context-dependent relationships between busi-
ness operations and ESG performance — particularly in developing markets — future
research should prioritize the identification and refinement of indicators that better cap-
ture market dynamics and macroeconomic trends relevant to ESG outcomes.

8. Conclusion

Sustainability-related data is often qualitative and challenging to compare, producing in-
consistent information for key stakeholders. Therefore, independent ratings have become
the most widely used method for evaluating ESG performance. Companies without an ex-
ternal ESG score, especially in developing markets, are disadvantaged, lowering trading
volume and their ability to attract financial resources. Therefore, this study proposed an
approach to determining initial ESG scores in developing capital markets.

The results of this study demonstrate that MPBTL-RF is an effective and computation-
ally efficient model for predicting ESG scores in data-constrained environments. Across
five-fold in-domain evaluations, the model achieved an average MAE of 14.72 for the
overall ESG score, comparable to the best-performing baseline (MAE = 14.87). In out-
of-domain testing, MPBTL-RF achieved an average MAE of 17.51 on the holdout dataset
and 18.43 on the synthetic dataset, showing robust generalization despite substantial do-
main shifts. Compared to traditional models such as RF and XGB, MPBTL-RF required
significantly less training time (4.5 s vs. > 26.8 s) while delivering comparable predictive
accuracy.

These findings confirm that parameter transfer from a well-trained source model can
enhance performance in small-sample and heterogeneous market conditions without ex-
tensive retraining. The success of this approach underscores the importance of using high-
quality transitive data sets and suggests that other machine learning approaches, such as
XGB, may benefit from similar approaches to improve prediction accuracy further.

Applying this model to the BELEX case study further demonstrated its practical value
by generating consistent ESG estimates for frontier-market companies. This study con-
tributes to the growing knowledge on ESG prediction in underrepresented regions and
provides a foundation for future research and applications in similar markets.

The results should be interpreted as demonstrating effectiveness under data-constrained
settings rather than universal superiority across domains.

Future work will extend this model through adaptive parameter tuning and the inte-
gration of macroeconomic indicators to improve prediction accuracy and interpretability
across diverse economic contexts. Furthermore, future studies will explore the integra-
tion of source-free domain adaptation and unsupervised domain adaptation approaches
to improve model predictions as well as the integration of transfer and active learning
methods.
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APPENDIX

Table Al. Kruskal-Wallis test with a Dunn-Bonferroni post hoc analysis results for
TECLP, holdout, and BELEX dataset

Indicator Group 1 Group 2 Statistics p-value p-value adj.
Sales_to_Assets BELEX TECLP -1.28 0.199 0.598
Sales_to_Assets BELEX holdout -2.35 0.019 0.056
Sales_to_Assets TECLP holdout -1.92  0.055 0.163
EBIT_to_Sales BELEX TECLP 4.67 0.000 0.000
EBIT_to_Sales BELEX holdout 4.43  0.000 0.000
EBIT_to_Sales TECLP holdout 2.55 0.011 0.032

DY BELEX TECLP -0.909 0.364 0.999
DY BELEX holdout 3.88  0.000 0.000
DY TECLP holdout 4.61  0.000 0.000

NI_to_Sales BELEX TECLP 3.65 0.000 0.001
NI_to_Sales BELEX holdout 4.39  0.000 0.000
NI_to_Sales TECLP holdout 3.00  0.003 0.008

P/E BELEX TECLP 7.27  0.000 0.000
P/E BELEX holdout 0.048 0.962 0.999
P/E TECLP holdout -3.41 0.001 0.002
Rating BELEX TECLP -2.08 0.038 0.113
Rating BELEX holdout 0.316 0.752 0.999
Rating TECLP holdout 1.33  0.184 0.552
LR BELEX TECLP -0.291 0.771 0.999
LR BELEX holdout -0.989 0.323 0.968
LR TECLP holdout -0.927 0.354 0.999
SR BELEX TECLP -7.42 0.000 0.000
SR BELEX holdout -4.76  0.000 0.000
SR TECLP holdout -1.61  0.108 0.325

Note: Significance level («) set at 0.05.
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Table A2. Friedman test results over folds on transitive, holdout and synthetic datasets

Model Test Statistic p-value

Transitive dataset - IND evaluation

ESG 8.687 0.069
E’ 10.122 0.038
S 2.400 0.663
G 6.240 0.182

Target dataset holdout - ODD evaluation

ESG 6.586 0.160
E 5.479 0.242
s 16.160 0.003
G 11.360 0.023

Target dataset Synthetic - ODD evaluation

ESG 5.200 0.074
E 2.800 0.247
S 5.200 0.074
G 6.400 0.048

Note: Significance level (o) set at 0.05.
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Abstract. The accelerated pace of digital transformation has significantly reshaped
the cybersecurity domain, fostering an interconnected ecosystem in which cyber
threats have expanded in both their complexity and scope. Traditional cybersecu-
rity methods are increasingly inadequate for addressing the rapidly evolving threat
landscape, emphasizing the critical need for intelligent, adaptive, and proactive de-
fensive strategies. This study introduces Dynamic Industrial Cyber Risk Modelling
Based on Evidence (DICYME), a comprehensive system that integrates diverse ana-
lytical techniques to identify patterns and characteristics that reveal emerging threat
trends, enabling organizations to proactively defend against potential future attacks.
Beyond threat detection, DICYME operates as a pipeline that retrieves data from
diverse cyber incident reports, specialized databases, and other relevant sources of
cyber-related information, applies specialized techniques for victim identification,
indicator computation, threat actor profiling, Common Vulnerability and Exposure
(CVE) relationship mapping, and ultimately performs the Cyber Risk Quantifica-
tion (CRQ). This final stage represents the system’s most distinctive contribution,
as it translates complex analytical outputs into actionable risk insights, empower-
ing organizations to make informed strategic decisions in the face of evolving cyber
threats. Alternatively, the system implements an automatic workflow that constructs
new datasets of compromised entities, enabling these datasets to be used by all com-
ponents of the system. Experiments on real cyber incident datasets demonstrate the
system’s ability to automatically construct high-quality victim profiles and estimate
annualized financial risk, offering a scalable and data-driven approach for proactive
cybersecurity management.

Keywords: Cyber Risk Quantification, Machine Learning, Large Language Mod-
els, Indicators, Firmographics, Threat Actors, Vulnerabilities.

* This is an extended and updated version of the paper “Dynamic Industrial Cyber Risk Modelling based on
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1. Introduction

The exponential growth of digital transformation has fundamentally reshaped the global
cybersecurity landscape, creating an interconnected ecosystem in which cyber threats
have evolved in both sophistication and scale. The accelerated migration of individuals
and organizations toward digital environments, particularly intensified by digital transfor-
mation, has expanded the attack surface and created new vulnerabilities across multiple
technological layers, including cloud computing, Internet of Things (IoT) devices, social
media platforms, and cryptocurrency systems [17]. This dynamic environment has ren-
dered traditional, static cybersecurity strategies increasingly inadequate, as they often fail
to anticipate emerging threats or provide real-time insights into the evolving risk profile
of an organization.

Organizations face the dual challenge of identifying potential threats and quantify-
ing their impact in a timely manner. Conventional cyber risk assessments rely heavily on
manual processes and historical data, which are often incomplete, delayed, or incompat-
ible across sources. This results in a slow, resource-intensive evaluation that struggles to
capture the rapidly changing threat landscape and the adaptive and dynamic structure of
organizations. Moreover, many existing approaches treat vulnerability and threat intelli-
gence in isolation, failing to integrate multiple data streams into a unified, actionable risk
framework.

Given the constant threats that can compromise enterprises across all sectors, there is
a critical need for intelligence-driven cybersecurity measures that go beyond traditional
methods. Integrating Machine Learning (ML) and Artificial Intelligence (AI) methodolo-
gies [10] allows organizations to adopt proactive, adaptive strategies capable of real-time
risk quantification and data-driven decision-making. By leveraging the temporal patterns
of cyber incidents through techniques such as time-series analysis, it becomes possible
to anticipate future attack occurrences and detect anomalies that may indicate imminent
threats [13]. This combination of automation, advanced analytics, and predictive model-
ing provides a foundation for more efficient, accurate, and dynamic cyber risk manage-
ment.

To address these limitations, this study presents DICYME, a comprehensive system
that combines automatic intelligence extraction, advanced ML models, and real-time risk
quantification. DICYME leverages both public and private datasets, dynamically incor-
porating new vulnerabilities, emerging attack techniques, and threat actor behaviors. The
system translates this intelligence into quantitative indicators and probabilistic scores,
which are then used to estimate the likelihood, frequency, and potential impact of cyber
incidents, including both primary and secondary losses.

A key feature of DICYME is the usage of Large Language Model (LLM) to generate
interpretable explanations and actionable recommendations, helping stakeholders under-
stand the rationale behind risk assessments and mitigation strategies. Additionally, it is
adaptable to different stakeholder needs, supporting interactive visualization and report-
ing tools suitable for technical teams, executive decision-makers, insurers, and reinsurers,
providing tailored insights that facilitate informed, data-driven decisions.

By integrating real-time data extraction, predictive modeling, and dynamic risk quan-
tification, DICYME overcomes the fragmented and static nature of traditional cyber risk
assessments. It provides a unified, continuously updated view of cyber exposure, enabling
organizations to proactively detect emerging threats, prioritize security investments, and
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respond effectively to the evolving digital threat landscape. This integrated approach
represents a significant advancement in intelligence-driven cybersecurity, bridging the
gap between automated data collection, analytical modeling, and operational decision-
making.

The rest of this paper is organised as follows. Section 2 provides the background and
related work, covering risk analysis, actor profiling, and CVE relationships. Section 3 in-
troduces the proposed system, including automated data extraction, risk modelling, and
quantification, with support from LL.Ms and Al tools. Section 4 presents a series of exper-
iments evaluating the data gathering process of the system and the CRQ model. Section 5
discusses the lessons learned, highlighting the strengths, limitations, and practical insights
gained from the deployment of the system. Finally, Section 6 concludes the paper and out-
lines potential directions for future research.

2. Background

The cybersecurity landscape has evolved into a complex ecosystem in which cyber in-
cidents, risk analysis, threat actors, and vulnerabilities are interconnected elements that
collectively shape organizational security postures [28]. Understanding these relation-
ships is crucial for developing comprehensive defensive strategies and predictive models
[27], as organizations face increasingly sophisticated and frequent attacks that exploit the
interdependencies among these elements. Recent research emphasizes the need for holis-
tic approaches that integrate cybersecurity risk management with strategic management
practices, leveraging Al and ML techniques with traditional cybersecurity frameworks
[19,27].

In recent years, cyber incidents have been steadily increasing, becoming a common
problem affecting organizations across multiple domains. Simultaneously, these incidents
have grown in complexity [26], compromising a wide range of companies from differ-
ent sectors, including sensitive areas such as healthcare and finance. According to Hack-
mageddon, the number of recorded cyber incidents continues to rise yearly, reaching
4,128 events in 2023, representing a 35% increase compared to 2022 and a markedly
higher growth relative to earlier years [22].

This trend has motivated companies and institutions to develop various techniques and
approaches to collect, analyze, and explain cyber incident data, as well as to model the
associated risks. At present, there are numerous repositories of cyber incidents that pub-
lish detailed information about reported cases, such as the European Repository of Cyber
Incidents (EuRepoC) [5] and the Cyber Events Database of the Center for International &
Security Studies at Maryland (CISSM) [1]. The reporting of such incidents, which may
affect any type of organization, enables the identification of potential attack trends and
patterns. This, in turn, supports the anticipation of future threats and provides valuable
insights for security teams, decision makers, and other relevant parties who access and
analyse these repositories.

2.1. Risk analysis

Based on the foundation of incident data collected in repositories, organizations require
systematic approaches to assess and quantify cyber risks. Companies and institutions of-
ten conduct cyber risk analyses [24] to identify threat actors that are likely to carry out
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attacks, as well as to quantify the probability and frequency of such attacks. Based on
the results of this analysis, organizations can make informed decisions about whether to
invest in security, what types of security measures to prioritize, and which techniques to
adopt to protect themselves against common threats that may affect their specific business
sector.

By leveraging databases that host records of cyber incidents affecting companies and
institutions, it is possible to conduct comprehensive risk analyses. Probabilistic and sta-
tistical analyses [24, 30] are the most commonly applied approaches for assessing these
risks, and they can be combined to develop descriptive models. Furthermore, it is possible
to build models that function as risk management tools, enabling organizations to reduce
the likelihood of threats and their potential impact.

However, these approaches are often based on historical data and present limitations
in anticipating novel or rapidly evolving threats. Another important challenge in cyber
risk analysis is the limitations or absence of certain relevant data. In many cases, the
available repositories or databases do not provide different coverage for specific types of
risks, making it necessary to rely on external or private data sources to conduct a more
comprehensive analysis. Furthermore, it is mainly a manual process, performed from time
to time, requiring effort from analysts that increases cost and reduces responsiveness to
emerging threats [25]. In this context, our proposal introduces a system that integrates au-
tomated data extraction with real-time risk quantification, providing continuously updated
and dynamic assessments tailored to the current threat landscape.

2.2. Threat actors analysis

While risk analysis provides a quantitative framework for understanding cyber threats,
identifying and characterizing the specific actors behind these threats represents another
critical dimension of cybersecurity research. Threat actors are individuals or organized
groups responsible for causing cyber incidents in companies [6] leading to financial losses,
reputational damage, sensitive data breaches, and broader security implications. They are
often identified to conduct analyses that allow organizations to understand attack patterns,
predict future threats, and develop targeted defense strategies.

The identification of threat actors often lacks consensus, as disagreements may arise
regarding who should be considered an attacker. In many cases, the analysis tends to
prioritize quantitative aspects [31], such as counting how often different threat actors are
mentioned in reports, over qualitative considerations such as comparative or contextual
evaluation. This quantitative focus, while providing measurable insights, may overlook
important behavioral patterns and motivational factors that threat actor activities.

Several studies and frameworks have been proposed to address this issue by collect-
ing data from reliable sources, enabling more comprehensive analyses to detect attack
patterns, identify countries that are more susceptible to specific actors, and determine
which types of organizations are most frequently targeted. These frameworks contribute
to a more detailed understanding of the threat landscape and support the development of
targeted mitigation strategies for specific actors.

Our approach offers a systematic way to categorize threat actors using publicly avail-
able data, while remaining adaptable to incorporate proprietary intelligence feeds from
providers such as CrowdStrike or FireEye. Importantly, the relevance and impact of a
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specific threat actor are contextual and victim-dependent: an actor predominantly target-
ing organizations in the United States or Canada may pose minimal risk to a company
in Madagascar, but significant risk to a U.S.-based critical infrastructure operator. By in-
tegrating geographic, sectoral, and actor-specific prevalence data, our method provides
dynamic, context-aware threat assessments that reflect both the actor’s capabilities and
the characteristics of the potential victim.

2.3. CVE relationship

Complementing the understanding of threat actors and their behaviours, vulnerability
analysis provides a technical foundation to understand how attacks are executed and sys-
tems are compromised. CVEs represent a standardised framework for cataloguing pub-
licly known security flaws that can affect organisations across all sectors [32]. When
successfully exploited, these vulnerabilities enable threat actors to compromise systems,
resulting in unauthorised data access, operational disruptions, and significant financial
impact.

The association of vulnerabilities with affected systems is based on structured map-
ping processes that link CVEs to standardised repositories. Each vulnerability is assigned
to the National Vulnerability Database (NVD), which supplements basic CVE informa-
tion with impact assessments, references to vulnerable products via Common Platform
Enumeration (CPE), and classification of the underlying weaknesses through Common
Weakness Enumeration (CWE) [35]. This structured approach enables consistent vulner-
ability tracking and supports the integration of threat intelligence into organisational risk
frameworks.

Recent advances in vulnerability relationship modelling have emphasised graph-based
representations to capture complex interdependencies. Knowledge graph approaches [32,
37] enable the discovery of non-obvious connections between vulnerabilities, affected
products, and exploitation patterns, supporting more accurate threat predictions. ML tech-
niques, particularly graph neural networks [2,38], have demonstrated substantial im-
provements in identifying vulnerable code patterns and predicting missing relationships
within vulnerability databases. New research has extended these methods by incorporat-
ing Natural Language Processing and reasoning capabilities from LLMs to extract and
integrate information from unstructured threat intelligence sources [16].

Despite these advances, vulnerability databases continue to face fundamental limi-
tations. Significant processing delays result in incomplete metadata for newly disclosed
vulnerabilities, while inconsistent weakness classifications reduce the reliability of au-
tomated analysis tools. Studies have documented substantial backlogs in vulnerability
analysis and highlighted discrepancies in how CVEs are assessed and used in security
research. Addressing these challenges requires continued development of automated en-
richment techniques, cross-source validation mechanisms, and predictive models capable
of operating effectively with incomplete or evolving vulnerability information.

3. Proposal

In this section, we present the proposed system, called DICYME, which focuses on au-
tomating cyber risk quantification and management in operational technology (OT) envi-
ronments. The main objective of this system is to design and implement a system capable
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Fig. 1. High-level architecture of the DICYME complete system.

of addressing the current challenges in modelling cyber risks within industrial infras-
tructure. The proposed solution relies on evidence-based analysis, integrating data from
multiple sources to dynamically estimate the probability and impact of potential cyber
incidents. To achieve it, the system incorporates a set of cyber risk indicators, which to-
gether with the data contribute to the simulation and quantification model. In addition,
LLM to support explainability and enhance user understanding while providing recom-
mendations in natural language. Finally, all components are brought together within a
visualization platform that delivers a continuous, clear, and actionable view of cyber risk
levels, designed to support informed decision-making in critical environments.

Figure 1 illustrates the architecture of the system, which is structured into five main
parts. Automated data extraction gathers and preprocesses heterogeneous information
from both external and internal sources, such as threat intelligence feeds and internal
security telemetry. This raw evidence feeds the indicators block, where relevant cyber
risk metrics are computed and normalised to reflect dynamic aspects such as visibility,
reputation, or the threat actors landscape. These indicators are then aggregated in the
cyber risk quantification module, which applies models to estimate the probability and
impact of incidents. The outcomes, together with the underlying models and source data,
are presented in the visualization and decision support layer, providing interpretable dash-
boards and analytical tools that allow stakeholders to explore and understand risk. Finally,
the recommender component not only guides users in interpreting the visualized data and
models, but also actively supports decision-making by proposing adjustments to the quan-
tification process, suggesting alternative data inputs, and executing the risk models with
multiple scenarios to provide actionable and feasible recommendations.

In addition, Figure 2 provides a more detailed view of the system, explicitly mapping
all the elements that contribute to CRQ and the relationships among them. The figure
distinguishes between the different data repositories, the models and indicators built on
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Fig. 2. Structural relationships within the Cyber Risk Quantification system.

top of them, and the final CRQ process. This separation highlights how raw evidence is
progressively transformed into structured knowledge and then into quantifiable indicators
of risk, while also allowing certain datasets to be used directly in the quantification process
when relevant, for instance to identify trends, contextual factors.

3.1. Automated data extraction

The automated data extraction module was designed to systematically collect and con-
solidate heterogeneous cyber risk information from multiple open sources. Specifically,
it integrates reports of cyber incidents from six publicly available databases to provide
a structured view of the threat landscape. To complement incident-level data, the mod-
ule also incorporates victim profiling information, both with manual identification which
is then empowered through Victim Insight System for Cyber Attacks (VISCA), a multi-
agent LLM-based architecture that identified affected organizations and retrieves and pro-
cesses its firmographic attributes.

In addition to incident and victim data, the module gathers technical Cyber Threat
Intelligence (CTI) such as up-to-date CVEs with their associated vulnerability types, Tac-
tics, Techniques and Procedures (TTPs) from the MITRE ATT&CK framework, as well as
structured attack patterns from Common Attack Pattern Enumeration and Classification
(CAPEC). Furthermore, it integrates information on threat actors from publicly available
Electronic Transactions Development Agency (ETDA) Threat Group Cards [4], linking
adversarial groups to their targeted victims and contextual attributes. It also incorporates
internal telemetry data, capturing Operational Technology (OT)-specific information such
as asset counts, exposed vulnerabilities, and network-level observations across Purdue
layers. By consolidating organizational, incident-specific, adversarial, and technical di-
mensions, the module creates a unified knowledge base that supports the advanced mod-
elling of cyber risks in subsequent stages.

Cyber incidents Cyber incident data were initially extracted from publicly accessible and
free sources, including the TI Safe Incident Hub [34], Industrial Control System Security,
Threats, Regulations, Incidents, Vulnerabilities provided by Experts (ICS STRIVE) [9],
KonBriefing [12], Cyber Events Database of the CISSM, Hackmageddon [23] and Eu-
RepoC. The extracted records were stored along with the extraction date and the source
of the origin. Subsequently, the data underwent transformation and cleaning processes to
achieve a more standardized format suitable for analysis. The transformation primarily



1008 Garcia-Ochoa et al.

consists of restructuring the raw data into a tabular form, where each row represents a cy-
ber incident and each column corresponds to an attribute of that incident. Data cleaning is
performed to improve data quality by removing invalid entries or correcting formats, such
as normalizing date representations. Additionally, cleaning involves harmonizing categor-
ical values, for example, standardizing the country of the victim or the type of attack.

Finally, the sources were converted into a uniform tabular format to enable cross-
source comparison of incidents, support exploratory data analysis across all repositories,
facilitate incident deduplication, and allow for higher-level transformations.

Victim profile The Victim profile dataset was collected in the DICYME system to sup-
port the development of the Attractiveness concept (see Section 3.2), which delves with
the possession of properties or behaviours in entities that may capture the focus of poten-
tial adversaries [7, 8]. The dataset includes uniquely identifiable entities that have been
reported as victims of confirmed cyber incidents from the Cyber incidents dataset (see
Section 3.1), manually selected and validated by a threat intelligence analyst. In addition,
similar entities by country and industry category without known incidents were included
to provide more context for a comparative analysis.

For each entity, the collected information can be organised into three groups that
correspond to the main components of the Attractiveness model. The first group, basal
attractiveness, refers to inherent static firmographic features, which includes the country,
sector category, revenue, earnings, publicly traded status, number of employees, and prof-
itability. The second group, online reputation, captures dynamic factors linked to human-
generated content, social media interactions, and shared experiences related to the entity.
It is computed through engagement (F), defined as the ratio of interaction () to reach
(R) [3], where reach indicates the number of individuals who view or mention a publica-
tion and interaction represents those who actively respond to it. Engagement is assessed
by distinguishing whether the content originates from the entity itself (assumed predomi-
nantly positive) or from external users, where sentiment analysis is performed to capture
positive, neutral, or negative perceptions [7]. The third group, potential victimisation, rep-
resents another dynamic factor and includes the number of appearances of the entity name
in dark web leaks and the number of visible devices connected to the Internet. These three
groups are combined to produce a final structured dataset, containing a large amount of
information, including features that are complex to extract, all referenced to each entity.

Victim Insight System for Cyber Attacks (VISCA) The VISCA model is an agent-
based framework developed within the DICYME system to improve and extend the Vic-
tim profile dataset by automating and scaling the identification of victim entities and the
fusion and normalization of heterogeneous data. This model takes the description of a
cyber incident in natural language and collects firmographic data, such as its country, in-
dustry category, age, annual revenue, and number of employees. The proposed model is
integrated into the system to generate a larger Victim profile dataset and also to obtain
firmographic data that users can use in the CRQ model. The full workflow of this model
is illustrated in Figure 3.

— Retrieve basic information about the victim: using a cyber incident as a data source, a
LLM is capable of extracting relevant information from the incident description such
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Fig. 3. Multi-agent architecture proposed for extracting victim information and completing missing
firmographic data.

as the name of the entity victim, the country and the industry. Additionally, the model
queries various data sources from different websites on the Internet to retrieve the
official website Uniform Resource Locator (URL). This basic information is used in
subsequent processes to obtain or filter the firmographic data.

— Dig up firmographic information: with the basic information of the victim extracted,
the model proceeds to perform queries across various external data sources to retrieve
additional details. The information to be collected consists of eight distinct fields en-
compassing different data types: name of the victim, industry category, founded year,
number of employees, country, revenue, publicly traded status, and North Ameri-
can Industry Classification System (NAICS) codes. The model requests information
about the victim entity from four main sources: Google, DBpedia, BigPicture, and
RocketReach. DBpedia and BigPicture are open-access sources available to any user
seeking information on companies. In contrast, RocketReach is a paid platform that
provides data with a higher level of reliability, as it is a more private and commercially
maintained product. Google information is retrieved through a tool called Tavily, a
platform that enables agent-based Al models to connect to the web. Tavily collects
data from multiple Google sources while returning a filtered subset of relevant results
and selecting only a reduced number of sources.

— Combine the extracted data: once the information has been extracted from the data
sources, the final step performed by the model is the aggregation of the data to gen-
erate a consolidated set that captures the most complete information possible. To
achieve this, a confidence score was assigned to each dataset retrieved from the
sources based on the number of fields successfully extracted. The source with the
highest confidence score was selected. In cases where certain firmographic fields are
missing, the model attempts to replace them by merging data from other sources
where their confidence scores exceed a defined threshold.

Once the final agent gathers all datasets from various sources, the goal is to consolidate
them into a single dataset that maximizes data completeness. In particular, the final dataset
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should include the victim’s name, category, NAICS code, founded year, size, country,
revenue, and public trading status. In addition to these fields, a confidence score was
assigned to each source, represented as a numerical value between 0 and 1. This score
reflects the reliability of the extracted information, completeness of the retrieved data, and
number of relevant results obtained during the search process, rather than data quality. A
value close to 0 indicates highly unreliable information, whereas a value of 1 indicates
high reliability.
The value of the estimation is computed as shown in Equation 1 for each source s.

1
) M — ifng >0
c_fieldss = — c_responsess = { Mg

f e
0 ifng =0 )

confs = Ti cla-c fieldss + (1 — a) - c,responsess}7
S

where the confidence score, confs, quantifies the reliability of a specific source. This
confidence depends entirely on the completeness of the extracted data, the number of re-
sponses obtained, and the efficiency of the data retrieval process. The first component
c_fieldss measures the number of fields obtained m relative to the total number of fields
to be extracted f, that is, its proportion. The second component, c_responses, serves
as a confidence penalty when a source returns a large number of potential results, ng,
indicating uncertainty regarding the most accurate outcome; the confidence value is cor-
respondingly reduced. The overall confidence score, con f,, integrates these two compo-
nents through a weighted average controlled by a tunable parameter, «, and is adjusted
according to the type of source selected. For instance, in the case of s = RocketReach a
higher value is used to prevent the confidence from being penalized, as this source typi-
cally returns a large number of responses. The number of attempts, 7, required to obtain
a valid result increases with each failed query and always starts at one.

Queries are executed using a list of potential victims generated by the Entity extractor
agent. This list contains extensive terminology referring to the victim, including varia-
tions such as corporations, brands, or subsidiaries, ordered from the most likely to the
least likely, based on the LLM. Each agent sequentially queries the names until relevant
information is obtained. Every failed attempt increments 7, which reduces the final con-
fidence score to reflect the inefficiency of the search. There is always an initial attempt;
therefore, r can never be 0.

When the confidence con f, is computed for each source s, the dataset with the highest
overall confidence is selected. If one or more fields are missing in the selected dataset, the
system evaluates those specific fields across all sources with confidence scores higher than
a threshold of 0.5 and aggregates the data.

Electronic Transactions Development Agency (ETDA) Threat Group Cards The
ETDA is a Thai public organization that focuses on promoting secure and efficient digi-
tal transactions. Among its key initiatives, ETDA develops detailed Threat Group Cards
to support CTT efforts. These profiles integrate data from leading global sources, includ-
ing the Malware Information Sharing Platform (MISP) Threat Actors Galaxy, MITRE
ATT&CK Framework, Malpedia, Open Threat Exchange (OTX), and ETDA’s own CTI
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archive and open-source research, offering a comprehensive view of threat actors target-
ing digital infrastructure.

Data acquisition was conducted through direct downloads of individual Threat Group
Cards and a consolidated JavaScript Object Notation (JSON) file, both available on the
official ETDA website. The consolidated file aggregates all documented actors and is
designed for seamless integration with platforms such as MISP. Taken together, these two
resources provide a rich set of attributes for each threat group, including their countries
of operation, targeted industries, stated or inferred motivations, attributed campaigns and
their timelines, as well as the tools and techniques employed.

Another important data source integrated into the system consists of cybersecurity
vulnerabilities and related attack patterns, which are then used and completed by the
CVE2TTs model (see Section 3.2). The process begins by collecting vulnerability data
from the NVD, which includes CVE identifiers, descriptions, and associated CWE map-
pings. These CWEs are linked to CAPEC entries by MITRE, which in turn connect to
MITRE ATT&CK techniques. While not every CVE has a direct mapping along this full
chain, available mappings are used when possible, and gaps, particularly in the Industrial
Control Systems (ICS) matrix, are predicted by the CVE2TTs model.

Internal telemetry data In addition to external sources, the system also incorporates
internal data. However, this component is more limited, as obtaining this data from in-
dustrial organizations requires explicit authorization and faces significant operational and
confidentiality constraints. Nevertheless, the system integrates internal telemetry when-
ever available, primarily consisting of anonymized samples of Intrusion Detection Sys-
tems (IDSs) data provided by DeNexus. It also includes detailed visibility into the num-
ber of connected assets, their vulnerabilities, and their distribution according to the Purdue
model. This information is particularly valuable for risk quantification, as it enables the
identification of exposed assets and weaknesses directly linked to the operational infras-
tructure. From this telemetry, the system extracts CVEs, which are then related to the
CVE2TTs model (see Section 3.2). When such data are not accessible, users can alter-
natively upload a list of CVEs associated with the entity, ensuring that the quantifica-
tion process remains consistent and applicable. By combining OT-specific IDS discovery
capabilities with flexible input options, the platform strengthens both the accuracy and
relevance of cyber risk assessment while maintaining confidentiality.

3.2. Indicators

To quantify cyber risk effectively, a set of indicators has been defined to capture distinct
patterns and characteristics of the data, each serving a specific purpose depending on the
indicator. Specially, in the DICYME project there are three main indicators: ATR2ATK,
THRACT, and CVE2TTs.

ATR2ATK ATR2ATK or Attractiveness is an indicator for forecasting cyber incidents by
assessing the proneness of an entity to them. It is decomposed into three main branches:
basal attractiveness, online reputation, and potential victimisation.

Basal attractiveness focuses on inherent static characteristics, often referred to as fir-
mographic data, such as location, operational criticality, data sensitivity, and size. These
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attributes make certain entities more appealing targets for adversaries because of their
intrinsic nature. It is modelled with association rule mining, specifically the FP-Growth
algorithm, combined with a Decision Tree classifier that uses its output (amount of satis-
fied rules and aggregated support, lift and confidence per incident) [8, 7].

Online Reputation measures the presence of the entity in social networks and social
media, as it may be more attractive to an adversary based on what users, customers, or
employees write, communicate, and share anywhere on the Internet based on their per-
ceptions and experience at any moment of their relationship, direct or indirect, with the
entity [20,21,33]. It is a dynamic component and time-dependent, as it represents a spe-
cific moment, influenced by previous periods. Its computation relies on engagement (£,
defined as the ratio of interaction (/) and reach (R) [3]. Reach indicates the number of
individuals who view or mention a publication, whereas interaction (I) represents those
who actively respond to it. In this context, engagement is assessed by considering whether
the content originates from the entity itself through its official sources, where sentiment
is assumed to be predominantly positive, or from other users, where additional sentiment
analysis is taken into account since perceptions can be positive, neutral, or negative.

Lastly, potential victimisation, which is also a dynamic component, has to be with
the visibility and technical knowledge that the adversary can have about the entity. Its
rationale lies in the idea that organisations become more likely targets when they gain
visibility in underground forums, leak sites, or other malicious communities, and when
technical indicators reveal that their infrastructure may be easy to compromise. To capture
this, two variables are monitored: the number of mentions in dark web leaks and the
number of publicly visible assets connected to the Internet. These are combined through
a buffer method that assigns a value between 0 and 2: O if neither variable is present, 1
if only one of them is, and 2 if both are detected. This provides a simple yet effective
measure of potential victimisation.

THRACT This indicator is a composite metric designed to provide an overview of threat
actor activity targeting a specific country and industry. Based on the data extracted from
the ETDA, three partial metrics are derived to reflect their activity, capabilities, and ob-
jectives with respect to a specific victim. Activity is captured through the time elapsed
since the actor was last observed. As the ETDA database is updated on a rolling basis,
this value may change over time, reflecting updates in observed behavior. Actor capabil-
ities are represented based on expert annotations of operational capacity. Victim-related
features include country and industry, while actor motivation is also considered. Because
the metric depends on the country and industry of the potential victim, it is dynamic rather
than a fixed score for each actor in any situation, providing a context-sensitive measure of
potential cyber risk.

CVE2TTs Finally, the CVE2TTs indicator corresponds to a ML model that maps CVE
entries to specific Techniques (and, by extension, Tactics) within the MITRE ATT&CK
framework. This mapping is performed by leveraging the textual description of each CVE
together with additional attributes such as vulnerability type, CWE, CAPEC, and attack
vector [29]. This concept is very important in the cybersecurity sector because it helps
understand the practical exploitation of vulnerabilities in a structured manner, linking
specific vulnerabilities to known adversary behaviors TTPs. This model is crucial for risk
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management, CTI, and incident response, as it bridges the gap between vulnerabilities
and the manner in which attackers might exploit them.

3.3. Cyber Risk Quantification (CRQ) model

In the context of cyber risk management, the Cyber Risk Quantification model introduced
in this proposal enables a simulation-based tool that quantifies cyber risk in financial
terms, supporting informed decision-making for organizations. Using stochastic simula-
tions, the model estimates the Annual Expected Loss for a given organization by combin-
ing the frequency of successful attacks and their financial magnitude or impact, as shown
in Equation 2.

Cyber risk = Loss Event Frequency (LEF) x Loss Magnitude (LM) 2)

The model relies on a state-of-the-art risk tree that separates probability and impact
into two main branches. The first component, the Loss Event Frequency (LEF), repre-
sents the expected number of loss events within a given period, typically one year. In this
context, loss events correspond to materialized incidents that cause harm to the organiza-
tion. The LEF is determined as the product of the Threat Event Frequency (TEF), which
estimates the number of attempted attacks that the organization is likely to face, and the
Susceptibility, which reflects the probability that those attempts will successfully translate
into incidents. This relationship can be expressed as shown in Equation 3.

Loss Event Frequency (LEF) = Threat Event Frequency (TEF) x Susceptibility  (3)

This formulation integrates both the external pressure from the threat landscape (cap-
tured by the TEF), and the internal defensive posture of the organization (captured by
Susceptibility). The TEF takes into account a baseline number of incidents based on pri-
vate cyber intelligence knowledge, the ATR2ATK indicator, and the annualized rate of
incidents for the country and industry category of the entity, sourced from the Cyber in-
cident dataset. Susceptibility is derived from the vulnerabilities obtained through internal
telemetry or from a list of vulnerabilities uploaded by the user, in combination with the
CVE2TTs model, the Threat Actor Index, which captures the activity and focus of the
245 actors in the database over a three-year period, and an adjustable security profile in-
dex. The latter characterizes the defensive posture of the organization by incorporating
features such as organizational size, number of unpatched vulnerabilities, and exposure
of devices visible from the internet.

The second component of the risk tree is the Loss Magnitude (LM), which quantifies
the financial impact of a successful attack as the combination of primary and secondary
losses, as stated in Equation 4. The identification of feasible primary and secondary losses
depends on the attack technique %, which is constrained by the vulnerabilities observed
or uploaded by the user, linked to the CVE2TTs mapping. In practice, just the achievable
techniques from the Impact MITRE ATT&CK tactic, given the vulnerability landscape
of the entity under analysis, are considered in the simulation. This ensures that both pri-
mary and secondary losses are not only probabilistically derived, but also grounded in the
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technical conditions that define the exposure of the organization. Expert financial knowl-
edge is further incorporated to parametrize and calibrate the estimation of losses to reflect
realistic economic consequences for the entity.

Loss Magnitude (LM),, = Primary Loss,, + Z Secondary Losses;, 4)

Primary losses represent the direct effect of an incident and include categories such as
business interruption, equipment damage, extortion, or human impact. In each simulation
run, only one primary loss type is selected, corresponding to the most plausible impact
mechanism for the attack technique under consideration. By contrast, secondary losses
capture indirect consequences, such as forensic investigation costs, reputational damage,
or regulatory penalties. Unlike primary losses, several secondary losses can occur simul-
taneously, and their combined effect is represented by summing the estimated financial
amounts for each of them.

3.4. Visualization and decision support

The visualization and decision support component is implemented as an interactive ap-
plication that allows users to explore datasets and execute risk models through two main
options: either using the entities defined in the Victim profile dataset or by providing their
own model inputs. The platform provides a wide range of interactive visualizations, in-
cluding bar charts, histograms, stacked and unstacked time series, heatmaps, and world
maps. Figure 4 shows some of this techniques used inside the CVE2TTs module, reflect-
ing the relations made between CVEs and MITRE ATT&CK Tactics and Techniques by
vulnerability type and by Common Vulnerability Scoring System (CVSS), as well as the
number of vulnerabilities and predicted techniques per year. Users can filter the data by
relevant variables such as dates, incident databases, CVE types, and other context-specific
metrics. This interactivity enables stakeholders to examine patterns in risk indicators,
compare scenarios, and gain a deeper understanding of the underlying data and model
outputs.

In addition, the system generates a downloadable report that compiles all the data, the
computed indicators, and details on the steps of the quantification process. This report can
be shared with other stakeholders, including expert panels, managers, or decision-makers,
ensuring that risk analyses can be reviewed, discussed, and extended beyond the interac-
tive platform. By combining interactive exploration with exportable documentation, the
system supports both immediate, hands-on decision-making and broader strategic plan-
ning across multiple levels of an organization.

3.5. Recommender model

In addition, the system incorporates a set of recommender models that complement its
core functionality. These models are designed to identify patterns within the data and
indicators, extract meaningful features, and provide tailored recommendations. Although
is not essential for the system baseline operation, this component enhances its analytical
capabilities and offers added value by supporting more informed decision-making. The
models employed to perform these tasks were fine-tuned through prompt engineering
[11] and Retrieval Augmented Generation (RAG) techniques [15] to produce responses
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Fig. 4. Example of visualization techniques used in the CVE2TTs module of the DICYME system.
The top heatmap displays the distribution of CVEs identified for each ICS tactic by vulnerability
type. The middle bar chart illustrates the temporal evolution of security data, showing the total
annual count of CVEs (blue) alongside the volume of predicted Enterprise-specific techniques (or-
ange) and ICS-specific techniques (yellow) associated with those vulnerabilities. Finally, the bottom
pyramid chart presents the average CVSS scores per tactic, calculated from the CVEs associated
with each tactic according to the CVE2TTs model’s predictions. The chart is bifurcated by domain:
the Enterprise matrix tactics are positioned on the left, while ICS matrix tactics are on the right.
Within this chart, blue bars indicate average scores according to the CVSS v2 standard, and orange
bars represent the CVSS v3 scoring.

that are as accurate as possible. By adapting the prompts for each system component with
their corresponding data, a specialized prompt is generated for that specific component to
ensure a more accurate and context-aware response.

In some cases, the data used in the prompt processed by the model may lead to un-
desired responses. This occurs because the system generates large volumes of data that
may pose challenges for the model when generating an analysis, since these models are
subject to token limitations. To address this issue, query decomposition [36] is applied in
situations where sections contain extensive data. The queries were divided, allowing mul-
tiple interactions with the model to provide more specific explanations. This approach
made it possible to explain similar datasets without resorting to generalization. Finally,
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the responses to these queries were consolidated by the LLM using a prompt designed to
summarize all partial outputs and deliver a comprehensive final explanation.

In addition to the models that provide data explainability, decision support capabili-
ties, and parameter adjustment, the system also incorporates a more sophisticated model
implemented as a chatbot assistant. The assistant enhances user interactivity by enabling
the execution of the same tasks performed by other models with the added flexibility of
allowing users to request specific adjustments or obtain tailored explanations through nat-
ural language queries. The aim of enhancing user interaction, explainability, and adjust-
ments is achieved through the assistant, which is integrated into one of the most important
and critical components of the system: the CRQ simulation. Through an intuitive inter-
face, users can submit questions related to the CRQ, which the Al assistant answers one at
a time in a conversational manner. The model has a limited memory capacity, allowing it
to retain awareness of previous prompts and generate responses within a specific window.
Thanks to this memory, the assistant can access prior questions and answers, compare
its outputs, retrieve the results of previously executed simulations, and revisit earlier rec-
ommendations. This enables the contrast of past outcomes with newly generated ones,
thereby supporting more consistent analyses and more informed decision-making.

The architecture implemented for the GenAl models is inspired by the approach pro-
posed by DeepSeek-V3 [14], which is based on a Mixture of Experts (MoE) model. This
architecture uses a set of specialized experts, each responsible for handling specific tasks
depending on the context. The assistant is capable of handling three distinct tasks, each
managed by a dedicated agent within the architecture: answering general questions related
to CRQ process, providing recommendations on parameter adjustments, and rerunning the
simulation to generate a comparison with the previous simulation results.

4. Experiments

The experiments presented in this study evaluated two key aspects of the proposed sys-
tem. First, we assess the data extraction and integration capabilities of the multi-agent
architecture, focusing on the completeness and quality of the firmographic information
collected from multiple cyber-incident databases.

Second, we evaluated the entire risk quantification workflow, from the computation of
different intermediate indicators and metrics present in the system to the computation of
risks, probabilities, frequencies, and other risk parameters. For this purpose, a simulation
will be conducted using the model with a case study and real data from a possible victim
entity or institution.

The model selected for the multi-agent architecture, which extracts the victim data, is
the Meta LLaMa 4 Scout [18], with a total of 17B active parameters and the advantage
of being open-weight, which allows us to maximize utility. This model was chosen over
other available alternatives because, in addition to its ease of deployment, it supports the
execution of agents and tools through libraries employed in this project.

4.1. Data gathering

Within the DICYME application, a wide range of datasets are employed across different
tabs to present information using tables, charts, and other visualization components. As
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previously discussed, the data were extracted from various sources and organized into
three main datasets used in different modules of the application: Cyber incidents, Victim
profile, and IDSs.

This experiment evaluates the firmographic data completion of the VISCA module by
comparing the dataset it generates against the analyst-annotated Victim profile dataset.
After collecting information from victim entities affected by cyber incidents, the data are
stored in a dataset to be used within the system. The objective of this experiment was
to compare the automatically extracted dataset with a similar dataset in which the victim
entity data were manually collected by a human annotator.

Conversely, the victim dataset used to evaluate the extracted dataset was a fully hand-
crafted dataset compiled by a human annotator. It contains 675 instances of distinct victim
entities and includes a substantial amount of information related to each company, specif-
ically firmographic data. In particular, the dataset contains 9 variables, including the inci-
dent category, entity, industry category, country, earnings, employees, revenue, profitable
and publicly traded. This dataset is used within the system to compute various indicators
and represent key information about each victim entity, which explains the large number
of variables included, as they serve as inputs for these indicators.

In contrast, the dataset under evaluation, obtained after the extraction and aggregation
of firmographic data, was automatically constructed by a multi-agent system capable of
executing a workflow starting from a cyber incident. Once the agent extracts data from
multiple data sources, it integrates them into a final output to produce a consolidated re-
sult. The final output contains eight firmographic fields, including: entity, category, coun-
try, revenue, founded year, employees, publicly traded, and NAICS code. This dataset
contains 1,658 observations of distinct victim entities processed from cyber incidents col-
lected from the ICS STRIVE, EuRepoC, and TI Safe databases. In all the processed cyber
incidents, at least one victim entity was explicitly identified in the incident description,
which enabled the extraction of the corresponding firmographic data.

Table 1 presents a comparison between the two datasets used to model a profile for a
victim entity. It can be observed that the VISCA-extracted dataset contains a significantly
larger number of identified victim entities. This is one of the most notable characteristics
of the model, as its autonomous workflow can continue processing incidents until all
available incidents are processed, while also achieving a much higher processing speed
than manual annotation can. This difference in gathering speed is evident in Table 1,
which includes the range of extraction dates for the data collected. While the Victim
profile dataset required an entire year to compile all the victim entities it contained, the
VISCA model was able to extract more than double the number of victim entity records
in just five months of uninterrupted execution.

However, one limitation of this dataset is the smaller number of variables compared
to the Victim profile dataset. This difference is due to the specific original goal of the
VISCA model: to generate victim-related data for cyber risk quantification using the CRQ
framework. In contrast, the Victim profile dataset was developed to support multiple com-
ponents of the system, including the computation of indicators, metric computation, and
structured information representation. Nevertheless, the VISCA model can be extended to
collect additional firmographic attributes following the same automated process, allowing
the resulting dataset to become more comprehensive and usable across a wider range of
system components.
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Table 1. Comparison between the Victim profile dataset and the VISCA-extracted dataset.

Feature / Metric Victim profile dataset VISCA-generated dataset
Unique entities 675 1,658

Number of fields 9 8

Sources used Manual collection ICS STRIVE, EuRepoC, TI Safe
Extraction method Manual annotation by an analyst Multi-agent automated workflow
Extraction dates December 2023 - December 2024 May 2025 - September 2025

Table 2. Summary of the values obtained from the CRQ simulation, including both the computed indicators and the model
output parameters.

Baseline 85 events/year
Incident rate 50%
Indicators Attractiveness 80%
Threat actor index 58%
Exposure 41.61
Security profile 67%
Threat Event Frequency (TEF) 34 events/year
Susceptibility 2%
Loss Event Frequency (LEF) 15 events/year
CRQ Outputs Primary loss €49,512
Secondary loss €20,786,315
Loss Magnitude (LM) €20,835,828/event
Cyber risk €14,168,363/year

4.2. Cyber Risk Quantification (CRQ)

To evaluate the effectiveness of the CRQ procedure, we conducted a series of experiments
that simulate real-world scenarios using actual data from multiple companies. These ex-
periments were designed with two main objectives: first, to demonstrate the internal per-
formance of the CRQ process, including the types of input data and datasets that can be
leveraged within this framework, and second, to validate the output risk metrics generated
by the model, which serve as a foundation for informed decision-making by organizations.

Executing the CRQ workflow of the system requires the input of various firmographic
attributes that characterize a company. On the one hand, firmographic data from real com-
panies can be loaded from the Victim profile dataset, specifically including country, indus-
try category, revenue, earnings, number of employees, publicly traded status, profitabil-
ity, online reputation, publicly visible devices, and critical information leaks. However,
these fields can be populated directly with the data of the company provided by the user
operating the system. In addition, other simulation parameters are configurable, such as
the random seed, number of simulations, and insurance parameters. Finally, a list of un-
patched CVEs present in the infrastructure of the organization, which may be exploited,
must be provided, as they serve as a basis for estimating the corresponding risk measures,
as stated in Section 3.3.

For the experiments, a real-world case was selected, corresponding to an actual com-
pany extracted from our dataset. The input values for the model are the previously de-
scribed firmographic attributes of the company, all of which are available in the dataset.
Specifically, the University of Michigan was selected for this experiment. This public in-
stitution was selected because it is recognized as one of the leading universities worldwide
and is located in the United States, a country that consistently reports the highest concen-
tration of cyberattacks. This combination of global academic relevance and geographical
context makes the institution particularly susceptible to being frequently targeted by threat
actors.
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Fig. 5. Distribution of Simulated Loss Events and Corresponding Loss Exceedance Curve in the
CRQ simulation

This public institution, located in the United States and dedicated to education, re-
ported a revenue of €9.1 billion, employed a total of 34,600 staff members, and had three
publicly visible devices and one critical information leak. Using these publicly available
data from the university, CRQ simulations were executed and complemented with addi-
tional configuration parameters, including the number of runs, random seed, and insurance
settings. The CRQ procedure first computes a series of indicators that are subsequently
used to derive the output of the model parameters. The values of all the indicators are
listed in Table 2. Among them, the attractiveness score is 80%, a significantly high value,
primarily driven by the institution’s location in the United States and its educational in-
dustry category. Another key indicator is the Threat Actor Index, which reached a value
of 58%, reflecting the intensity and capabilities of threat actors over a three-year period
and corresponding to a moderate risk level.

Based on the computed values derived from the publicly available data of the univer-
sity and complemented with additional simulation parameters, such as the number of runs,
a random seed to ensure reproducibility, and cyber insurance financial values, the model
produces simulation outputs presented in both graphical and numerical forms. Figure 5
presents the results of the simulated risk through two charts: the first describes the dis-
tribution of loss events across all simulated years (each simulation means a year), while
the second illustrates the Loss Exceedance Curve (LEC), which illustrates the probability
(Y-axis) that cyber risk losses will be equal to or greater than a given amount (X-axis).

In the first chart, which represents the distribution of annual loss events, the results
show a left-biased pattern. The majority of simulated years (574 out of 1,000) resulted in
no materialized incidents, while 306 years included a single loss event. Multiple events
within the same year were comparatively rare: 83 simulations produced two events, 24
produced three, 9 produced four, and only 4 reached five events. This highlights that,
although the occurrence of cyber loss events is possible, their frequency per year remains
predominantly low, consistent with the heavy-tailed nature of cyber risk distributions.

The second chart, which illustrates the distribution of financial losses (LEC), reveals
two distinct components. At the lower end, there is a steep initial drop, corresponding to
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rare but high-impact scenarios—so-called black swan events. Beyond this abrupt decline,
the curve follows an almost linear descent, decreasing steadily from a 47% probability of
incurring losses equal to or greater than €8.9x10° down to 0% probability at €9.0x107.
Unlike sharply convex loss distributions, this profile suggests a smoother, more gradual re-
duction in probability across a wide range of loss magnitudes, balancing rare catastrophic
scenarios with a persistent probability of moderate to high losses.

Finally, the CRQ model also provides single averaged values, complementing the pre-
viously described distributions and probabilities, to facilitate a direct quantification of
losses and frequencies. Based on the indicators and other adjustable system parameters,
the CRQ framework estimates a LEF of 0.68 events per year and a LM of €20,835,828
per event. By combining these two measures, the system produces the annualized risk
value for the organization, which in the case of the University of Michigan is estimated at
€14,168,363 per year.

5. Lessons learned

The analysis of the experimental results provides several insights into the strengths and
limitations of this proposed system. The experiments conducted on the CRQ model re-
vealed both notable advantages and certain weaknesses of this component. One of these
strengths is the flexibility to simulate realistic scenarios using firmographic data from real
companies, while also allowing the introduction of fictitious parameters that emulate or-
ganizations not present in the dataset. This strength is further enhanced by the ability to
leverage firmographic information obtained from the Victim profile and VISCA datasets,
which enrich the inputs of the model and provide a stronger foundation for risk quan-
tification. This capability greatly expands the range of situations in which the model can
be applied, as it not only quantifies risks for entities included in the repositories but also
provides valuable estimations for hypothetical cases, making it useful in decision-making
and what-if analyses. Additionally, the results generated by the model are highly descrip-
tive and presented through graphical visualizations that allow users to easily interpret the
represented case. By combining frequencies, probabilities, distributions, loss estimations,
and a final risk value, the model provides a comprehensive and visually intuitive quantifi-
cation of the different possible risk situations.

However, a key limitation of the current evaluation is the absence of formal validation
of the accuracy of the quantification and recommendation strategies. A potential approach
to address this limitation is post-mitigation validation, leveraging both publicly available
but also internal data from organizations that have experienced cyberattacks. This would
enable comparisons between the predicted frequencies and loss estimations by the model
against the actual incidents and financial losses reported over a given period, providing an
empirical basis for assessing the reliability of the CRQ outputs. In the best-case scenario,
although it may not be scalable, organizations could grant controlled access to private
datasets containing historical records of cyberattacks, including incidents that occurred
before and after the implementation of specific defensive measures. This would allow the
system to assess whether the predicted risk metrics accurately reflect the real-time impact
of mitigation strategies.

The experiments also revealed that many records in the evaluated datasets contain
missing fields, either because the information could not be found or because it simply
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does not exist. When key variables are absent, the model cannot perform optimal estima-
tions. This issue was evident, for example, in the Victim profile dataset, where the used
data sources almost never provide the earnings field. The absence of inputs may lead to
incorrect probability distributions or models, having to consider whether it can be used or
it is better to exclude them from the analysis.

Finally, the experiments conducted on the data extraction model demonstrated the
speed and efficiency of aggregating victim entity information in a concrete case of cyber-
incident processing. This capability highlights the potential of the system to automate
time-consuming tasks, such as data labelling, enabling the generation of a fully usable
dataset for the system. In addition to automating the process, the model operates signifi-
cantly faster than manual human processing, allowing the creation of large-scale datasets
that would otherwise require substantial time by humans. These enriched datasets can
then be leveraged by other components of the framework, such as the CRQ model, thereby
enhancing their performance by incorporating more relevant and updated firmographic in-
formation about organizations. However, an important limitation of the current approach
is that the extracted data are not validated; the system only checks if the retrieved fields
contain a value, but not whether the value is factually correct. Although the workflow
relies on trusted and updated data sources, it also incorporates information retrieved from
open Internet searches, which introduces the risk of inaccurate or inconsistent data due to
the large number of possible sources.

6. Conclusion

This study introduced DICYME, a complex system that contains multiple datasets cov-
ering different cyber-related domains, information representation and processing capabil-
ities, and various techniques designed to identify patterns and characteristics within the
data. Throughout this study, the methods and techniques used to implement the complex
workflow of the system are presented, beginning with the acquisition of diverse datasets
that are subsequently employed to compute a range of indicators for quantifying cyber
risk across all instances. Subsequently, the CRQ model was proposed, enabling a large
number of simulations aimed at quantifying the previously collected data and their com-
puted indicators, and finally producing a final risk value along with other relevant metrics.

In the experiments section, the results demonstrated that both useful components of
the system provide significant capabilities: a comparison of the Victim profile dataset and
the CRQ model. The VISCA model exhibited high performance in the data extraction
task, achieving efficient execution times and demonstrating the potential to fully auto-
mate the annotation task performed by a human. However, an important limitation of the
current approach is that during data extraction, the system does not explicitly obtain the
most accurate value among all possible sources. This limitation may lead to subsequent
components and models of the system with inaccurate or inconsistent data, which can
propagate errors into subsequent stages of the system. As future work, it would be impor-
tant to implement a mechanism that not only maximizes the number of extracted attributes
but also ensures the selection of the most reliable value for each field. Additionally, ex-
tending the set of collected variables would enable a more detailed and representative
modelling of the victim profiles.
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Similarly, the CRQ model proved capable of generating a rich set of metrics and
quantitative outputs, offering valuable insights that can directly support post-mitigation
actions by helping organizations prioritize defensive strategies. Nevertheless, there is cur-
rently no validation to confirm whether the estimations of the model accurately reflect
real-world outcomes. This limitation is critical, as both the overestimation of risks and the
underestimation of losses or attack frequencies could lead organizations to make incor-
rect decisions. Future work should include rigorous validation of the CRQ outputs, either
by leveraging public datasets from organizations that have experienced cyberattacks or
through partnerships with private companies to provide access to historical incident data.
Such validation would allow for a systematic comparison between the predicted annual
losses and event frequencies by the model and actual observed outcomes.
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Abstract. The Examination Timetabling Problem (ETP) is an NP-hard combina-
torial optimization problem that has been extensively studied over the past decades,
with methodologies ranging from classical heuristics to contemporary machine learn-
ing approaches. This paper provides a comprehensive literature review and proposes
anovel two-stage genetic algorithm based decomposition combined with a clear lin-
ear mathematical formulation. A unique contribution of this work is addressing the
practical complexity of two-separated examination facilities at PSAU, where male
and female students study in completely separate buildings with independent ex-
amination rooms, capacities, and supervisory staff, yet must follow a synchronized
examination schedule. This creates a coupled dual-ETP problem where two inde-
pendent resource allocation problems must share identical time slot assignments,
significantly increasing model complexity and constraint interactions. The proposed
algorithm decomposes the problem into two sequential stages,time slot assignment
and room assignment to effectively reduce computational complexity while main-
taining solution quality. Additionally, a systematic comparison with Mixed-Integer
Programming (MIP) formulation is provided to establish the trade-offs between ex-
act and metaheuristic approaches. The algorithm is further benchmarked against
simulated annealing and tabu search baselines to provide broader methodological
context, demonstrating its advantage on coupled dual-resource instances. The algo-
rithm shows particular strength in scalability, successfully solving large instances
where MIP becomes computationally intractable, while maintaining competitive so-
lution quality.

Keywords: Examination, Timetabling, Genetic Algorithm, Optimization.

1. Introduction

The examination timetabling problem is a complex combinatorial optimization challenge,
fundamentally involving four key parameters: a set of times (T), a set of resources (R), a
set of exams (E), and a set of constraints (C). Research into computational timetabling for
educational schedules dates back to the 1960s, coinciding with the rise in educational in-
stitution enrollment and limited computer power. Despite decades of research and the de-
velopment of numerous sophisticated methodologies—from early graph coloring heuris-
tics to contemporary machine learning approaches—the problem remains challenging,
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particularly in formulating soft constraints mathematically, as these can vary significantly
between universities based on specific requirements.

While the timetabling literature has extensively studied single-resource-pool formu-
lations, practical institutions frequently face heterogeneous resource environments where
multiple independent resource sets must be coordinated. Similar situations arise in multi-
campus universities, distributed manufacturing scheduling, and healthcare shift planning
with separated wards. The scheduling literature on heterogeneous resource pools [18,
5] has addressed aspects of this challenge, but the specific coupling constraint—where
completely disjoint resource pools must share identical time assignments—remains un-
derexplored in the examination timetabling context. This paper contributes to addressing
this gap.

This paper makes several contributions to the examination timetabling literature. First,
it presents a focused literature review organized by methodology, critically comparing
approaches and identifying specific gaps that motivate the proposed method. Second, it
proposes a two-stage genetic algorithm decomposition approach combined with a mathe-
matical formulation that linearizes inherently nonlinear constraints using standard big-M
and auxiliary variable techniques. Third, it demonstrates the algorithm’s effectiveness on
standard benchmarks (Toronto datasets) and validates its practical applicability through
successful deployment for gender-separated examination facilities at Prince Sattam Bin
Abdulaziz University. The PSAU case represents an instance of the broader class of cou-
pled heterogeneous resource problems: male and female students study in completely
separate buildings located in different parts of the campus, each with independent exam-
ination rooms, distinct capacity constraints, and separate supervisory personnel. Despite
these separated resources, both populations must follow an identical synchronized exami-
nation schedule for administrative and academic coordination. This creates what is essen-
tially a coupled dual-ETP problem—two independent examination timetabling problems
(one for each building) that must produce identical time slot assignments while manag-
ing completely disjoint room resources. This coupling significantly increases model com-
plexity, as feasible solutions must simultaneously satisfy constraints across both buildings
while maintaining schedule synchronization. Finally, the paper provides systematic com-
parisons with Mixed-Integer Programming approaches and other metaheuristic baselines
(simulated annealing, tabu search), establishing clear trade-offs between exact and meta-
heuristic methods.

The remainder of this paper is structured as follows: Section 2 presents a synthesized
literature review organized by methodology with critical comparison. Section 3 presents
a detailed mathematical formulation of the problem, including hard and soft constraints.
Section 4 describes the proposed multi-stage genetic algorithm decomposition approach,
including pseudocode and complexity analysis. Section 5 discusses experimental results
on benchmark datasets and real-world applications. Finally, Section 6 concludes the paper
and suggests directions for future research.

2. Literature Review

This section provides a critical synthesis of examination timetabling methods, organized
by methodology rather than chronology, to identify the specific gaps that motivate the pro-
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posed approach. Rather than exhaustive coverage, we focus on representative works that
shaped each methodological stream and highlight comparative strengths and limitations.

2.1. Constructive and Graph-Based Heuristics

Graph coloring heuristics form the foundation of constructive approaches for examination
timetabling. Sabar et al. [32, 30] proposed graph coloring constructive hyper-heuristics,
while Demeester et al. [17] introduced practical benchmarks. Pillay [28] demonstrated
adaptive hyper-heuristic evolution, and Pillay and Ozcan [29] automated heuristic genera-
tion via genetic programming. These methods excel at producing initial feasible solutions
rapidly but are limited in soft constraint optimization, motivating their use as initialization
strategies rather than standalone solvers.

2.2. Local Search and Neighborhood-Based Methods

Tabu search has proven particularly effective: Abdullah and Turabieh [2] demonstrated
multi-neighbourhood structures within memetic tabu search, while Pais and Amaral [27]
introduced adaptive tabu list management via fuzzy inference. Simulated annealing vari-
ants achieved state-of-the-art results: Battistutta et al. [9] presented feature-based param-
eter tuning, Bellio et al. [10] developed two-stage multi-neighborhood SA achieving top
benchmark results, and Leite et al. [24] achieved competitive quality with reduced com-
putation time. Burke and Bykov [13] introduced late acceptance hill-climbing, requir-
ing fewer parameters than SA while maintaining competitive quality. These approaches
demonstrate strong intensification capabilities but typically require good initial solutions,
making them complementary to constructive heuristics.

A critical observation is that many of these methods operate on unified resource pools;
their behavior under coupled heterogeneous resource constraints remains unexplored.

2.3. Population-Based and Evolutionary Methods

Genetic algorithms and swarm intelligence methods provide broader search space ex-
ploration. Abdullah and Alzagebah [1] developed hybrid bee algorithm-GA approaches,
while Al-Betar et al. [4] demonstrated effective memetic techniques. Sabar et al. [31] used
grammatical evolution to automatically generate heuristics. Lei et al. [22, 23] applied co-
evolutionary and MOEA/D-based memetic algorithms for multi-objective formulations.
Ahandani et al. [6] and Nand et al. [26] explored PSO and firefly variants respectively.

While population-based methods offer better exploration, they generally sacrifice so-
lution precision compared to local search methods. Multi-stage decomposition—as demon-
strated by Gogos et al. [19]—addresses this by reducing the search space for each evolu-
tionary stage.

2.4. Mathematical Programming and Exact Methods

MIP formulations provide optimal solutions for small instances. Arbaoui and Moukrim [8]
demonstrated preprocessing to reduce computational requirements, while Cataldo et al. [15]
addressed curriculum-based formulations. Al-hawari et al. [5] showed that three-phase
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ILP decomposition can make MIP tractable for larger instances. Carlsson et al. [14]
provided comprehensive comparisons showing hybrid MIP-metaheuristic approaches can
outperform pure methods. Arbaoui et al. [7] studied lower bounds for spacing constraints,
providing theoretical benchmarks.

Key limitation: MIP scalability degrades rapidly with problem size, particularly when
coupled constraints (such as our dual-building synchronization) expand the variable space.

2.5. Multi-Objective and Practical Applications

Recent work increasingly addresses real-world complexity. Mukhlason et al. [25] incorpo-
rated fairness objectives, and Giiler et al. [20] addressed scarce resource scenarios. Cimen
et al. [16] integrated invigilator assignment, and Mohmad Kahar and Kendall [21] ad-
dressed multi-resource scheduling. Elloumi et al. [18] analyzed room allocation as a dis-
tinct subproblem. Van Bulck et al. [33] achieved strong ITC-2007 results through careful
neighborhood design. Abou Kasm et al. [3] relaxed hard constraints for flexible schedul-
ing.

2.6. Research Gap and Contributions

From this analysis, we identify four specific gaps that motivate the present work:

1. Coupled heterogeneous resources: Existing formulations assume unified resource
pools. While heterogeneous resource scheduling exists in broader OR literature, the
specific coupling constraint—disjoint room pools sharing synchronized time assignments—
is not addressed in examination timetabling.

2. Linearization gap: Many formulations present nonlinear constraints (bilinear prod-
ucts of binary variables, quadratic objectives) without providing linearized equiva-
lents needed for MIP solvers.

3. Decomposition-exact integration: Few works systematically compare decomposed
metaheuristics against exact methods under unified evaluation metrics.

4. Practical deployment: Gap between benchmark problem simplifications and real-
world operational requirements involving gender-separated or multi-campus facili-
ties.

This paper aims to contribute by providing a linearized mathematical formulation that
can accommodate such complexities while employing a multi-stage genetic algorithm
decomposition approach. The proposed method combines the clarity of mathematical
programming formulations with the scalability of metaheuristic optimization, address-
ing coupled heterogeneous resource pools as required by Prince Sattam Bin Abdulaziz
University.

3. Problem Formulation

To effectively address the Exam Timetabling Problem (ETP), we first establish a clear
mathematical formulation and define the necessary notations. This formulation will serve
as the foundation for developing algorithms to solve the ETP.
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3.1. Notations

Let us define the following sets and parameters:
Sets:

E: Set of exams to be scheduled, indexed by e (e = 1,2,..., |E|)
T: Set of available time slots, indexed by ¢ (t = 1,2,...,|T))

R: Set of available rooms, indexed by r (r = 1,2,...,|R|)

S: Set of students, indexed by s (s = 1,2,...,]S|)

Parameters:

n.: Number of students enrolled in exam e
cap,: Capacity of room r
d.: Duration of exam e (in time slots)

- C. . Conflict matrix where C, ., = 1 if exams e and ¢’ have common students, 0
otherwise
- wi,ws, ..., ws: Weights for different soft constraint violations

Decision Variables:

— 4: Binary variable equal to 1 if exam e is scheduled in time slot ¢, 0 otherwise

- Y. r: Binary variable equal to 1 if exam e is assigned to room 7, 0 otherwise

— Ze,r: Binary auxiliary variable equal to 1 if exam e is assigned to room 7 and time
slott,1.e., Zert = Te,t * Ye,r

3.2. Hard Constraints

The following hard constraints must be satisfied for a feasible timetable:
HC1: Exam Assignment
Each exam must be scheduled in exactly one time slot:

Y wer=1, VecE 1)

teT

HC2: No Student Conflicts
Exams with common students cannot be scheduled simultaneously:

Tet+ Tt <1, Ve € EwithC.o =1,VteT )

HC3: Room Assignment
Each exam must be assigned to exactly one room:

> Yer=1, Ve€E 3)
reR

HC4: Room Capacity
The room capacity must not be exceeded:

Ne  Yer < cap., Ve€ ENreR “)
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HCS: Room Availability
A room can host at most one exam at any given time:

Z Tet Yer <1, VEE€T,VreR 5)
eeE

Since this constraint involves a bilinear product of two binary decision variables, we intro-
duce the auxiliary variables z, . ; = ¢ ¢ Y., and enforce the equivalence via McCormick
/ big-M constraints, yielding the following linear formulation:

Ze,rt < Te,ty Ve € E,V'f’ S R, VteT (6)

Ze,rt < Ye,r, Ve € E,Vr € ]’%7 VteT @)

Ze,rt > Te,t + Ye,r — 1, Ve € E,V’/‘ S R, VteT (8)
Z Ze,rt <1, Vit € T, Vre R 9)
ecE

3.3. Soft Constraints

The following soft constraints aim to improve timetable quality and should be minimized:
SC1: Spread of Exams
Minimize the number of students having exams scheduled in consecutive time slots:

Minimize E g E Tet - Tel p41 (10)
seSteT ee’€E,

Since this objective involves bilinear terms, we introduce auxiliary variables g ./ ; rep-
resenting the product . ¢ - x. ;41 and enforce the equivalence via the following linear
constraints:

Ge,e’ t < Te,t, Vs € S7ve7€/ € E87Vt €T (11)
Ge,e’ t < Tel t+1, Vs € S7 Veae/ € ES7Vt erT (12)
Qe t > Tep+Tergr1 — 1, Vs€ S Ve e € B, VteT (13)

The equivalent linear SC1 objective becomes:
Minimize > Y > oo (14)
seSteT e,e’ €Eg

where F; is the set of exams taken by student s.
SC2: Period Utilization
Balance the distribution of exams across time slots:

2
Minimize Z (Z Tep — ||§?|> (15)

teT \eck

Since this objective is quadratic, we reformulate it using an equivalent absolute deviation
formulation with auxiliary variables 6;", 5, > 0:
E _
Zme,t—|T||:5j—5t, VieT (16)
ecE

55,67 >0, VteT (17)
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The equivalent linear SC2 objective becomes:
Minimize Y (6, +4; ) (18)
teT

SC3: Room Utilization
Minimize underutilization of rooms:

Minimize > > e - (1 -t > (19)

cap,
ecEreR Dr

SC4: Large Exam Penalty
Penalize scheduling large exams in less preferred time slots:

Minimize Z Z Ne - Te,t (20)

e€E t€Tunpreferred

3.4. Objective Function

The overall objective is to minimize a weighted sum of soft constraint violations while
ensuring all hard constraints are satisfied:

Minimize Z = w;-SC1 4 ws - SC2+ ws - SC3 4+ wy - SC4 2D

Subject to: HC1, HC2, HC3, HC4, HC5
The weights w1, wq, w3, w4 can be adjusted based on institutional priorities and re-
quirements.

Relationship Between Mathematical Formulation and GA Fitness The GA fitness
function (Eq. 18 in Section 4) is a direct operationalization of this mathematical objective.
The hard constraints (HC1-HCS5) are mapped to large penalty terms (FP1, Pr2) that dom-
inate the fitness value when violated, driving the search toward feasible regions. The soft
constraints (SC1-SC4) are mapped to weighted penalty terms (wq Vs + we Vi + w3 Vis)
that guide optimization quality once feasibility is achieved. Specifically: V},1 corresponds
to HC2 violations, V},2 penalizes excessive daily load (a practical operationalization re-
lated to HC1 and student comfort), and V1, Vis, Vi3 correspond to SC1 with varying
proximity windows (consecutive slots, same day, consecutive days). The two-stage de-
composition separates time slot constraints (HC1, HC2, SC1, SC2) from room constraints
(HC3-HCS5, SC3, SC4), allowing each GA stage to focus on its corresponding subset of
the formulation.

3.5. Gender-Separated Buildings: A Coupled Dual-ETP Formulation

At Prince Sattam Bin Abdulaziz University, an institutional constraint significantly in-
creases problem complexity—analogous to heterogeneous resource pool problems stud-
ied in scheduling theory [18,5]: male and female students are educated in completely
separate buildings with independent physical resources, yet must follow a synchronized
examination schedule. This creates what we term a coupled dual-ETP problem.
Problem Structure:
Let us denote:
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— EM: Set of male student exams

EF: Set of female student exams

— RM: Set of examination rooms in the male building

RF": Set of examination rooms in the female building

T': Set of time slots (shared between both buildings)

P: Set of paired course indices, where (e} ef") € P denotes matching male/female
sections of the same course

Note that EM N B = () and RM N R¥ = (), representing complete separation of
exam sections and room resources.

Coupling Constraint:

The critical coupling arises from the requirement that corresponding course exams for
male and female sections must be scheduled at identical time slots:

Tom g =Tory, V(e el )ePVET (22)

1 0
This means if course “Calculus I’ has both male and female sections, both must be
scheduled in the same time slot, despite being held in different buildings with different
rooms.
Independent Room Constraints:
While time slots are synchronized, room assignments are completely independent:

Yorr ou € {0,1}, Ve € EM oM € RM (23)
Yer o» € {0,1}, Ve'' € EF rF € RF (24)
with separate capacity constraints:
NeM * YoM oM < CAPpM, veM ¢ EM M ¢ RM (25)
Ner *Yer pr < CAPyF, vel" ¢ EF rF' ¢ RY (26)

Complexity Analysis:

This formulation essentially creates two examination timetabling problems (ET P ET PT')
that must be solved simultaneously with the synchronization constraint. The complexity
implications are:

1. Doubled Decision Variables: Instead of |E| x |R| room assignment variables, we
have (|JEM| x |RM|) + (|E¥| x |RY|) variables.

2. Coupled Feasibility: A solution is feasible only if both male and female schedules
are individually feasible and satisfy the time slot synchronization constraint.

3. Resource Heterogeneity: Different room capacities, numbers, and distributions be-
tween buildings create asymmetric constraint landscapes.

4. Independent Soft Constraints: Each building has its own room utilization, capacity
optimization, and supervisory assignment objectives that must be balanced.

This coupled structure is rarely addressed in the examination timetabling literature,
which typically assumes unified resource pools. While heterogeneous resource scheduling
has been studied in broader operations research contexts (e.g., parallel machine schedul-
ing, multi-factory production planning), the specific combination of disjoint room pools
with synchronized time slot requirements creates a distinct coupled feasibility structure.
The gender-separated buildings constraint represents a practical real-world complexity
arising from cultural, religious, and institutional requirements that significantly impacts
both model formulation and algorithmic design.
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Limitations and Generalizability The coupled dual-ETP model assumes a strict one-
to-one correspondence between male and female exam sections, which holds at PSAU
but may require extension for institutions with unequal course offerings across campuses.
The model generalizes naturally to any multi-campus or multi-building scenario where
time synchronization is required with independent room pools (e.g., distributed university
systems, hospital examination scheduling). However, scenarios involving partial resource
sharing (some rooms accessible to both populations) would require relaxation of the strict
disjointness constraint RM N R = (). Future work could explore parameterized coupling
strength to handle such intermediate cases.

4. Genetic Algorithm Based Decomposition Approach

The proposed solution methodology employs a multi-stage genetic algorithm that decom-
poses the examination timetabling problem into two sequential optimization stages: (1)
time slot assignment and (2) room assignment. This decomposition strategy has been
shown to be effective in handling complex combinatorial optimization problems [19, 10].
The decomposition is justified by the separable structure of the ETP formulation: time
slot constraints (HC1, HC2, SC1, SC2) involve only z.; variables, while room con-
straints (HC3, HC4, SC3) involve only . , variables. The only coupling constraint is
HCS (room-time exclusivity), which becomes a pure room constraint once time slots are
fixed. Therefore, fixing Stage 1 outputs reduces Stage 2 to an independent assignment
problem. While this sequential approach does not guarantee global optimality (the opti-
mal room assignment depends in general on the time slot assignment), it provides a valid
upper bound. The practical effectiveness of this decomposition has been empirically val-
idated for timetabling by Gogos et al. [19] and Bellio et al. [10]. We note that global
optimality is not claimed; rather, the decomposition trades potential solution quality loss
for tractability.

4.1. Stage 1: Time Slot Assignment

The first genetic algorithm focuses exclusively on assigning exams to appropriate time
slots while satisfying temporal constraints. This stage aims to minimize student conflicts
and distribute exams evenly across the examination period.

Chromosome Representation In this stage, a chromosome represents a complete time
slot assignment solution. Each chromosome is encoded as a vector of length |E/|, where
each gene corresponds to an exam and its value indicates the assigned time slot. This
direct encoding scheme has been widely adopted in genetic algorithm applications for
timetabling problems due to its simplicity and effectiveness.

Synchronization Enforcement for Coupled Dual-ETP For the coupled dual-ETP, the
chromosome encodes only the unique course time slot assignments (i.e., one gene per
course rather than per section). Both the male section ¢/ and female section ef” of each
course 7 inherit the same time slot value from the chromosome. This encoding structurally
enforces the coupling constraint (Eq. 19) by construction—no separate repair or penalty is
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needed for synchronization. During crossover and mutation, operators act on course-level
genes, automatically preserving synchronization. This representation reduces the effective
chromosome length from |EM | + | E¥'| to max(|EM|, |EF|) for paired courses, simulta-
neously reducing search space dimensionality and eliminating synchronization violations.

Fitness Function The fitness function evaluates the quality of each chromosome based
on both hard and soft constraint satisfaction. The fitness score is calculated as:

f(C)=Pp1- Vi1 + Pro - Vo + w1 - Veg +wa - Veo +ws - Vi 27
where:

— Vp1: Number of conflicting time slots (students with same courses at same time) —
corresponds to HC2

— Vho: Number of instances where students have 3 or more exams in same day —
practical operationalization of student overload

— P, Pro: Large penalty coefficients for hard constraint violations (typically 1,000)
— values determined by preliminary calibration (see Section 5.2)

— V11 Soft constraint violation for two consecutive exams (penalty weight: 5) — cor-
responds to SC1 with A =1

— Vsa: Soft constraint violation for two exams in same day (penalty weight: 50) — SC1
variant with same-day window

— Vsa: Soft constraint violation for two exams in consecutive days (penalty weight: 5)
— SC1 variant with A < |T'|/days

The objective is to minimize this fitness value. A feasible solution has V}; = 0 and
Vi2 = 0, meaning no hard constraints are violated.

Genetic Operators The genetic algorithm employs several operators to evolve the pop-
ulation toward better solutions:

Selection: Tournament selection is used to choose parent chromosomes based on their
fitness scores. Tournament size is typically set to 3-5 individuals, providing a good bal-
ance between selection pressure and diversity maintenance.

Crossover: A multi-point crossover operator is applied with three randomly selected
crossover points. This operator combines genetic material from both parents by alternat-
ing segments between crossover points, maintaining solution diversity while exploring
the search space effectively.

Mutation: A mutation operator randomly alters the time slot assignment of selected
exams in a chromosome. When mutation occurs (controlled by mutation rate), a random
number of exams (up to 10% of total) are reassigned to randomly selected time slots. The
mutation rate is set based on parameter calibration experiments (see Section 5.2). This
operator introduces diversity into the population and helps avoid premature convergence
to local optima.

Repair Mechanism: When mutations or crossovers produce infeasible solutions, a
repair mechanism is applied using graph coloring heuristics to reassign conflicting exams
to available time slots. Algorithm 1 presents the pseudocode for this repair procedure.
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Algorithm 1 Graph Coloring Repair Mechanism
Require: Chromosome C' with potential conflicts, conflict matrix C. ./, time slots T’

Ensure: Repaired chromosome C’ with reduced/eliminated conflicts
1. '+ C

2: conflicts <+ list of conflicting exam pairs (e, e’) where C, .- = 1 and C'[e] = C'[€/]
3: Sort conflicts by descending conflict degree (number of adjacent conflicts)

4: for each conflicting exam e in sorted order do

5. forbidden < {C’[¢] : C¢ s = 1} {time slots used by conflicting exams}
6:  available < 7'\ forbidden

7:  if available # () then

8: C'[e] <+ slot from available with lowest saturation degree

9:  else
10: C'le] « slot from T' minimizing total new conflicts {greedy fallback }
11:  endif

12: end for

13: return C’

The repair mechanism has worst-case complexity O(|E|? - |T|): for each conflicting
exam (O(|E))), it scans all adjacent exams (O(|E|)) to determine forbidden slots and
evaluates each available slot (O(|T|)). In practice, the sparse conflict structure results in
significantly lower computational cost. The deterministic tie-breaking rule (lowest satu-
ration degree, then lowest index) ensures reproducible behavior.

Elitism: The best-performing chromosome from each generation is implicitly pre-
served through the selection and reproduction process. While not implementing explicit
elitism where top individuals are directly copied, the tournament selection with appropri-
ate tournament size ensures high-quality solutions have a strong probability of surviving
and propagating their genetic material.

Termination Criteria: The algorithm terminates when one of the following condi-
tions is met:

1. A maximum number of generations (typically 1000-5000) is reached

2. The improvement in the best fitness score over the last k generations falls below a
threshold e

3. A feasible solution with acceptable soft constraint violations is found

Population Initialization The initial population is generated using a combination of ran-
dom initialization and constructive heuristics. This hybrid initialization strategy provides
both diversity and quality in the initial population:

1. Random Initialization (50%): Half of the population is generated by randomly as-
signing each exam to a time slot.
2. Graph Coloring Heuristics (50%): The remaining half uses graph coloring heuris-
tics such as:
— Largest Degree First: Exams with the most conflicts are scheduled first
— Saturation Degree: Prioritizes exams based on the number of available time slots
— Largest Enrollment First: Schedules exams with more students first
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For Stage 2 (room assignment), the initial population inherits the time slot assign-
ments from Stage 1, and rooms are randomly assigned from the gender-appropriate room
sets (male rooms for male sections, female rooms for female sections). This ensures that
the initial population satisfies the gender-specific room constraint from the outset.

Overall Algorithm Pseudocode Algorithm 2 presents the complete pseudocode for the
two-stage genetic algorithm.

Algorithm 2 Two-Stage Genetic Algorithm for ETP
Require: Exams F, time slots 7', rooms R, conflict matrix C, paired courses P
Ensure: Complete timetable (z*,y")

1. — Stage 1: Time Slot Assignment —
. Initialize population I1;: 50% random, 50% graph coloring heuristics
: for each paired course (e{”7 ey e Pdo

Encode as single gene (synchronization by construction)

end for
g < 0; stagnation < 0
: while g < Gmax and stagnation < k and not converged do
Evaluate fitness f(C') for all chromosomes (Eq. 18)
Select parents via tournament selection (size 7)
Apply 3-point crossover with rate p.
Apply time slot mutation with rate p,,
Repair infeasible offspring via Algorithm 1
Update best solution; update stagnation counter
g+—g+1
: end while
: x™ < best time slot assignment from [T,
: — Stage 2: Room Assignment —
. Initialize population IT2: inherit z*, randomly assign gender-appropriate rooms
19+ 0
: while g < G, and not converged do
Evaluate fitness f(R) for all chromosomes (Eq. 24)
Select, crossover, mutate room genes (gender-separated)
Update best solution
g+—g+1
: end while
: y* < best room assignment from T,
: return (z*,y")

R AN i
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4.2. Stage 2: Room Assignment

The second genetic algorithm is dedicated to assigning rooms to the scheduled exams.
This algorithm operates on the output of the first genetic algorithm, taking the assigned
time slots as fixed input and focusing on optimizing room assignments while satisfying
capacity and availability constraints.
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Chromosome Representation In this stage, a chromosome represents a complete room
assignment solution. Each chromosome is encoded as a vector of length | E/|, where each
gene corresponds to an exam and its value indicates the assigned room.

Fitness Function The fitness function for room assignment evaluates the quality based
on room-related constraints:

f(R)=P. - Vii+w, - Vio+P.-Vig+ Py - Viy (28)
where:

— V,1: Number of rooms with 3 or more sections simultaneously (penalty: 100) —
corresponds to HCS

— Vio: Overflow when 2 sections exceed room capacity (penalty: 1 per student) —
corresponds to HC4

— V,3: Single section overflow beyond room capacity (penalty: 5 per student) — corre-
sponds to HC4

— V,4: Gender mismatch violations (male sections in female rooms or vice versa) (penalty:
100) — corresponds to dual-ETP room disjointness

- P.,w,, P, P;: Penalty coefficients for different violation types

The goal is to minimize this fitness value while ensuring all rooms are used efficiently,
capacity constraints are satisfied, and gender-specific room assignments are maintained.

Genetic Operators The room assignment genetic algorithm employs similar operators
to the time slot assignment stage, including tournament selection, multi-point crossover,
and adaptive mutation. In this stage, the mutation operator randomly alters the room
assignment of selected exams, reassigning up to 10% of exams to randomly selected
rooms from the appropriate gender-specific room set. A key implementation detail is that
male and female section populations are evolved separately to maintain gender-specific
room constraints efficiently. Each gender-separated population evolves independently us-
ing the same genetic operators, and the populations are merged at the end to form com-
plete timetables. This parallel evolution strategy significantly improves computational ef-
ficiency and constraint satisfaction for gender-separated facilities.

4.3. Multi-Stage Integration

The two-stage decomposition approach offers several advantages over monolithic ap-
proaches:

1. Reduced Complexity: By decomposing the problem, each stage deals with a smaller
search space, making the optimization more tractable.

2. Focused Optimization: Each stage can focus on specific objectives without interfer-
ence from other constraints, leading to better convergence.

3. Flexibility: The decomposition allows for easy adaptation to different institutional
requirements by modifying individual stages independently.
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4. Computational Efficiency: The sequential approach is generally faster than solving
the complete problem simultaneously, especially for large-scale instances.

The output of Stage 1 (time slot assignments) is passed as input to Stage 2 (room
assignments), and the combined solution represents the complete examination timetable.
If Stage 2 fails to find a feasible room assignment, Stage 1 can be re-run with adjusted
parameters or the process can iterate between stages until a complete feasible solution is
obtained.

4.4. Computational Complexity Analysis

Stage 1 (Time Slot Assignment): Each generation requires fitness evaluation over the
population: computing conflict violations for each chromosome costs O(|E|?) (pairwise
conflict check), repeated for population size N, yielding O(N - |E|?) per generation.
Crossover and mutation are O(| E|) per chromosome. The repair mechanism adds O (| E|?-
|T'|) in the worst case. Over G; generations, total Stage 1 complexity is O(G1-N - (|E|? +
EP-|T]) = O(G: - N - |BJ? - |T)).

Stage 2 (Room Assignment): Each fitness evaluation checks room conflicts and ca-
pacity for each exam-room pair: O(|E| - |R|). Over G5 generations with population N:
O(Gz- N - |E| - |R]).

Total: O(Gy - N -|E|*-|T|+ Gy - N -|E|-|R|). For the PSAU instance (| E| = 244,
|T| = 20, |R| = 38, N = 24, G; = G5 = 1000), this yields approximately 2.8 x 10*°
elementary operations, consistent with observed runtimes of 3—10 minutes.

Comparison with monolithic approach: A monolithic GA would require O(G - N -
|E|? - |T| - |R|) per generation (simultaneous slot-room evaluation), representing a factor
of | R| increase in per-generation cost.

5. Experimental Results

5.1. Benchmark Datasets

The proposed multi-stage genetic algorithm was evaluated on several well-known bench-
mark datasets:

1. Toronto Benchmark Datasets: Classic benchmark problems extensively used in ex-
amination timetabling research [11, 32, 10].

2. Prince Sattam Bin Abdulaziz University Dataset: Real-world data from our insti-
tution.

5.2. Experimental Setup

Algorithm Parameters:

The algorithm was tested with two parameter configurations to balance theoretical
rigor with practical computational constraints:

Standard Configuration (used for PSAU dataset):

— Population size: 24 chromosomes
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Maximum generations: 1000
Mutation rate: 0.60 (adaptive)
Tournament size: 5

Stagnation limit: 200 generations

Theoretical Configuration (from literature):

Population size: 100 chromosomes

Maximum generations: 5000 for Stage 1, 2000 for Stage 2
Crossover rate: 0.8

Mutation rate: 0.05

Tournament size: 5

Parameter Calibration The parameter settings were determined through systematic cal-
ibration experiments on a subset of benchmark instances. Table 1 summarizes the calibra-
tion results for key parameters.

Table 1. Parameter Calibration Results (PSAU Dataset, 10 runs per setting)

Parameter Range Tested Best Value Criterion
Population size 10, 24, 50, 100 24 (PSAU) / 100 (bench.) |Best fitness / time trade-off
Mutation rate  |0.05, 0.10, 0.20, 0.40, 0.60(0.60 (PSAU) / 0.05 (bench.)| Avg. fitness over 10 runs
Tournament size 2,3,5,7 5 Feasibility rate
Stagnation limit 50, 100, 200, 500 200 Convergence time

The higher mutation rate (0.60) for the PSAU configuration is justified by the small
population size (24): with fewer individuals, stronger mutation is needed to maintain pop-
ulation diversity and avoid premature convergence. This inverse relationship between pop-
ulation size and optimal mutation rate is well-documented in evolutionary computation
literature. For the standard benchmarks with population size 100, the canonical mutation
rate of 0.05 proved sufficient for diversity maintenance.

Penalty Coefficients:

Penalty coefficients were calibrated using an iterative approach: initial values were
set based on constraint violation severity ratios, then refined through 10-run experiments
measuring feasibility rate and solution quality. The final values reflect the minimum penal-
ties needed to ensure > 90% feasibility:

— Hard constraints (conflicts, 3+ exams/day): 1,000 (set > 10x the maximum possible
soft penalty to ensure hard constraint priority)

— Room violations (3+ sections): 100

— Gender mismatch: 100

— Two exams same day: 50

— Consecutive exams: 5

— Two exams in consecutive days: 5

— Room capacity overflow (2 sections): 1 per student

— Room capacity overflow (1 section): 5 per student
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Penalty Sensitivity Analysis To assess robustness to penalty coefficient choices, we
varied each penalty by +50% while keeping others fixed. Results on the PSAU dataset
(10 runs each) showed: hard constraint penalties > 500 consistently achieved > 90%
feasibility; soft constraint weights affected solution quality by < 8% within the tested
range; gender mismatch penalty > 50 maintained 100% compliance. The algorithm is
thus robust to moderate penalty variations.

The standard configuration was selected based on the calibration results above, provid-
ing a practical balance between solution quality and execution time. The higher mutation
rate (0.60) compensates for the smaller population size, maintaining adequate exploration
of the solution space.

Computational Environment:

Processor: Intel Core 17-9700K @ 3.6 GHz
RAM: 32 GB

Implementation: Python 3.9

Number of independent runs: 30 for each instance

MIP Solver Configuration:

Solver: Gurobi Optimizer 12.0.1 with academic license

Time limit: 300s (Toronto benchmarks), 600s (PSAU instances)

MIP gap tolerance: 5%

Threads: 8 parallel threads

Presolve: Aggressive (level 2)

Heuristics: Default Gurobi settings

— The GA was given the same wall-clock time limit as MIP for fair comparison

5.3. Performance Metrics
The performance of the algorithm is evaluated using the following metrics:

Feasibility Rate: Percentage of runs that produce feasible solutions

Best Fitness: The lowest fitness value achieved across all runs

Average Fitness: Mean fitness value across all runs

Standard Deviation: Measure of solution consistency

Computational Time: Average execution time to reach the best solution

Soft Constraint Violations: Breakdown of individual soft constraint violation counts
Minimum, Maximum, and Variance: Full distributional statistics across indepen-
dent runs

A A e

5.4. Results and Analysis

The proposed multi-stage genetic algorithm achieved competitive results on most bench-
mark instances, demonstrating its effectiveness in solving the examination timetabling
problem. The decomposition approach proved particularly effective for large-scale in-
stances, where the reduced search space in each stage led to faster convergence. The al-
gorithm consistently produced feasible solutions, with a feasibility rate above 90% across
all tested instances.
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Table 2. Detailed Results with Full Statistics (30 independent runs, Toronto cost metric)

Dataset Best Known| Min| Mean| Max| StdDev| Variance| Feasibility
hec-s-92 10.63 1445 16.22| 19.87 1.43 2.04 100%
ute-s-92 25.39 29.29| 32.15| 3741 2.18 475 100%
PSAU-Male — 5.04 6.83 9.12 1.07 1.14 92%
PSAU-Female — 3.98 5.41 7.65 0.95 0.90 93%

Detailed Results with Full Statistics Table 2 presents the complete results with distri-
butional statistics across 30 independent runs.

Convergence Behavior The typical convergence behavior of the algorithm on the PSAU
dataset demonstrates that the fitness value shows rapid initial improvement during the first
100-200 generations, followed by gradual refinement. The two-stage approach exhibits
distinct convergence patterns:

— Stage 1 (Slot Assignment): Rapid convergence within 200-400 generations for most
instances, primarily eliminating hard constraint violations

— Stage 2 (Room Assignment): Smoother convergence focusing on soft constraint op-
timization and room utilization efficiency

The stagnation detection mechanism successfully identified convergence plateaus,
triggering population mutation to escape local optima. This adaptive strategy contributed
to the algorithm’s robustness across different problem instances.

Constraint Violation Analysis Analysis of constraint violations across multiple runs
revealed:

— Hard Constraints: Conflicting slots were eliminated in 92% of runs, with remaining
violations typically occurring in highly constrained instances with limited time slots

— Student Comfort: The algorithm effectively minimized consecutive exams and same-
day exams, improving student satisfaction

— Room Efficiency: Room underutilization was maintained below 15% on average,
indicating effective capacity management

— Gender Compliance: 100% compliance with gender-specific room assignments in
all feasible solutions

5.5. Real-World Application

The algorithm was successfully applied to real-world data from Prince Sattam Bin Abdu-
laziz University. Table 3 presents the characteristics of the PSAU dataset.

Problem Complexity: The PSAU dataset exemplifies a coupled dual-ETP where the
solution must simultaneously:

— Assign 124 male exam sections to 25 male building rooms across 20 time slots
— Assign 120 female exam sections to 13 female building rooms across the same 20
time slots
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Table 3. Prince Sattam Bin Abdulaziz University Dual-Building Dataset Characteristics

Characteristic Male Building|Female Building| Total/Shared

Unique Students 768 722 1,490

Total Enrollments 2,640 2,555 5,195

Exam Sections 124 120 244

Examination Rooms 25 13 38

Room Capacity Range 25-120 20-100 20-120

Avg. Room Capacity 68.4 56.2 64.1
Shared Schedule Parameters

Examination Days 10 days

Time Slots Per Day 2 slots (morning/afternoon)

Total Time Slots 20 synchronized slots

Coupling Constraint: Corresponding course exams must share time slots

Independence: Room resources are completely disjoint

— Ensure corresponding male/female course sections occupy identical time slots
— Satisfy independent capacity constraints for each building’s room set
— Minimize soft constraint violations independently for each building

This structure effectively doubles the problem complexity compared to standard single-
resource-pool ETP formulations, as the search space must navigate feasibility across two
coupled but resource-independent problems.

The algorithm was executed with the following configuration parameters: population
size of 24, 1000 generations, mutation rate of 0.60, and tournament size of 5. These pa-
rameters were determined by the calibration procedure described in Section 5.2.

Results on PSAU Dataset The successful solution of this challenging real-world sce-
nario validates both the algorithmic approach and demonstrates practical applicability for
institutions with similar cultural or religious requirements for gender-separated educa-
tional facilities. To our knowledge, this represents the first application of examination
timetabling algorithms to the coupled dual-ETP problem arising from completely sepa-
rated building infrastructures.

A sensitivity analysis was conducted to understand the impact of algorithm parameters
on solution quality. Findings showed that:

— Population Size: Increasing population size from 24 to 100 improved solution diver-
sity and exploration capability, though with proportionally increased computational
cost. The relationship between population size and solution quality exhibited dimin-
ishing returns beyond 100 chromosomes.

— Mutation Rate: The mutation rate significantly impacted convergence behavior. Lower
rates (0.05-0.10) provided stable convergence for simpler instances, while higher
rates (0.40-0.60) proved beneficial for escaping local optima in highly constrained
scenarios. The optimal mutation rate varied based on problem complexity and con-
straint tightness.

— Tournament Size: Tournament sizes between 3 and 7 provided good balance be-
tween selection pressure and population diversity. Larger tournament sizes acceler-
ated convergence but risked premature convergence to local optima.



Examination Timetabling with Independent Resource Pools 1045

— Generation Limit: The algorithm showed continued improvement up to 1000-2000
generations for complex instances. Early stopping criteria based on stagnation de-
tection (200 generations without improvement) effectively balanced solution quality
with computational efficiency.

5.6. Ablation Study

To isolate the contribution of individual algorithmic components, we conducted an abla-
tion study on the PSAU dataset (30 runs per configuration). Table 4 presents the results.

Table 4. Ablation Study Results (PSAU-Male, 30 runs)

Configuration Mean Cost |Feasibility| A vs Full
Full algorithm 6.83 92% —
Without graph coloring init. 8.47 78% +24.0%
Without adaptive mutation 791 85% +15.8%
Without stagnation detection 7.45 88% +9.1%
Without repair mechanism 9.62 61% +40.8%
Random init. only + basic GA| 11.35 52% +66.2%

Key findings: (1) The repair mechanism provides the largest individual contribution,
improving feasibility by 31 percentage points. (2) Graph coloring initialization improves
both feasibility (+14pp) and solution quality (+24%). (3) Adaptive mutation contributes
primarily to solution quality refinement. (4) Stagnation detection provides moderate im-
provement, primarily preventing premature convergence.

5.7. Comparison with Decomposition Strategies

To validate the effectiveness of our two-stage decomposition approach, we compared it
with monolithic and alternative decomposition strategies. Results showed that our two-
stage approach (time slots — rooms) outperformed the monolithic GA in both solution
quality and computational time. This validates the design choice of our decomposition
strategy, consistent with findings in the literature [19, 10].

Table 5 presents a comparative analysis of different decomposition strategies on the
PSAU dataset.

Table 5. Comparison of Decomposition Strategies on PSAU Dataset

Approach Avg. Fitness|Time (s) |Feasible
Monolithic GA 28,450 847 65%
Two-Stage (Proposed)| 21,285 523 92%
Three-Stage 23,120 612 85%

The two-stage decomposition demonstrated:



1046 Chebil et al.

Superior Solution Quality: 25% improvement in average fitness compared to mono-
lithic approach

Higher Feasibility Rate: 92% feasibility rate vs. 65% for monolithic GA
Computational Efficiency: 38% reduction in computation time

Better Convergence: More consistent convergence to high-quality solutions

The three-stage decomposition (separating time slot assignment, room selection, and
room optimization) showed intermediate performance. While it provided additional flex-
ibility, the added coordination overhead between stages resulted in slightly degraded per-
formance compared to our two-stage approach. This confirms that the two-stage decom-
position strikes an optimal balance between problem simplification and coordination com-
plexity for examination timetabling problems.

5.8. Comparison with Other Metaheuristic Approaches

To provide broader methodological context beyond GA variants, we implemented simu-
lated annealing (SA) and tabu search (TS) baselines using the same two-stage decompo-
sition framework and evaluated them under identical conditions (same time budget, same
evaluation metric, 30 runs). Table 6 reports the results of this comparison.

Table 6. Comparison with Non-GA Metaheuristics (Toronto cost, 30 runs)

Method [ Min [Mean[Std Dev[Feasibility[Avg. Time (s)
hec-s-92
Proposed GA |14.45/16.22| 1.43 100% 604
SA (two-stage)|13.87|15.45| 1.21 100% 580
TS (two-stage) [14.02/1591| 1.35 100% 595
ute-s-92
Proposed GA |29.29(32.15| 2.18 100% 518
SA (two-stage)|28.85[31.42| 1.98 100% 510
TS (two-stage) [29.51]32.84| 2.45 97% 525
PSAU-Male
Proposed GA |5.04 | 6.83 | 1.07 92% 193
SA (two-stage)| 5.92 | 7.85 | 1.54 87% 210
TS (two-stage)| 5.45 | 7.21 | 1.32 90% 205
PSAU-Female
Proposed GA |3.98 | 541 | 0.95 93% 198
SA (two-stage)| 4.65 | 6.12 | 1.28 88% 215
TS (two-stage) | 4.21 | 5.78 | 1.15 91% 208

On the standard Toronto benchmarks, SA achieved slightly better results than the pro-
posed GA, which is consistent with the strong performance of SA-based methods reported
in the literature [9, 24, 10]. However, on the PSAU dual-building instances, the proposed
GA outperformed both SA and TS baselines by 14-22% in mean cost. This advantage
stems from the GA’s population-based exploration, which more effectively handles the
expanded feasibility landscape created by the coupled dual resource pools. SA’s single-
solution trajectory is more susceptible to becoming trapped in local optima in the coupled
constraint space.
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5.9. Comparison with Mixed-Integer Programming

To provide a comprehensive evaluation of our approach, we compared the proposed ge-
netic algorithm with an exact Mixed-Integer Programming (MIP) formulation on both
standard benchmarks and real-world institutional data. The MIP solver provides guar-
anteed optimal solutions for smaller instances but faces scalability challenges for larger
problems due to the NP-hard nature of the examination timetabling problem.

Unified Cost Metric for Fair Comparison To ensure fair comparison between methods,
we adopt the Toronto proximity cost metric as the unified evaluation standard across all
experiments:

5
1
COSt:@ZM > 1S; N S| (29)

A=1 ei,ej:|ti—t;|=A

where w = {16,8,4,2,1} for gaps A = {1,2,3,4,5} timeslots, .S is the set of all
students, and S; N S; represents students enrolled in both exams e; and e;.

Critical Methodological Note: The MIP formulation internally optimizes a weighted
combination of soft constraints (consecutive exams penalties, period utilization, room
utilization) producing objective values that are not directly comparable to the Toronto
cost metric. Similarly, our GA’s internal fitness function uses conflict-based penalties.
Therefore, for fair comparison, we extract the slot assignments produced by each method
and uniformly recalculate the Toronto proximity cost. This ensures we evaluate the actual
timetable quality rather than method-specific internal objectives.

MIP Formulation The MIP model implements the full linearized formulation presented
in Section 3 using Gurobi Optimizer 12.0. Due to the computational complexity of si-
multaneous slot and room optimization, we employed a two-stage approach matching our
GA: the MIP optimizes slot assignments with soft constraint objectives, then room as-
signments are handled greedily. The MIP and GA used identical wall-clock time limits
for fair comparison. Both methods used the same two-stage decomposition to isolate the
comparison to optimization strategy rather than formulation structure. The model was
solved with the following configuration:

— Time limit: 300-600 seconds per instance (identical to GA time budget)
MIP gap tolerance: 5%

Threads: 8 parallel threads

Presolve: Aggressive

Version: Gurobi 12.0.1 with academic license

Comparative Results Table 7 presents the comprehensive comparison between the MIP
solver and our proposed GA using the unified Toronto cost metric across standard bench-
marks and real-world datasets.

Notes:

— MIP solved using Gurobi 12.0: time limits reached on all instances
— GA uses two-stage decomposition with 500 generations
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Table 7. Unified Comparison: MIP vs GA using Toronto Cost Metric

Dataset Best Known[MIP Cost|GA Cost|Winner[Margin| Time (s)
Toronto Benchmarks

hec-s-92 10.63 14.15 14.45 MIP | 2.1% (300/604

ute-s-92 25.39 31.80 29.29 GA | 7.9% (300/518

PSAU Real-World Datasets

PSAU-Female — 9.03 3.98 GA |55.9% |600/198

PSAU-Male — 14.78 5.04 GA | 65.9% (600/193
Summary Statistics

Average |  — [ 1744 [ 1319 | GA [244%[450/378

— Time format: MIP time / GA time (in seconds)

— Winner indicates method with lower Toronto cost; Margin shows percentage improve-
ment

— GA wins on 3/4 datasets (75%) with average 24.4% improvement

— Best Known values from literature [32, 33] (not available for PSAU datasets)

— PSAU-Female: GA achieves 3.98 vs MIP 9.03 (GA 55.9% better). GA produces
significantly higher quality timetables for this real-world instance (120 exams, 722
students) while using only 33% of MIP’s computation time (198s vs 600s).

— PSAU-Male: GA achieves 5.04 vs MIP 14.78 (GA 65.9% better). GA’s dominance
is even more pronounced on this instance (124 exams, 768 students), delivering solu-
tions with 2.9x lower proximity cost in 32% of MIP’s time (193s vs 600s).

Overall Findings: The proposed genetic algorithm consistently outperforms the exact
MIP approach on both standard benchmarks and real-world datasets when evaluated using
the unified Toronto cost metric. The GA demonstrates superior solution quality, particu-
larly on larger and more complex instances where MIP struggles with scalability. Addi-
tionally, the GA achieves these results with significantly lower computational time, high-
lighting its practical applicability for real-world examination timetabling problems.

6. Conclusion

This paper has presented both a focused review of examination timetabling research and a
two-stage genetic algorithm approach with linearized mathematical formulation. This sys-
tematic analysis identified persistent challenges and research gaps, particularly regarding
integration of exact and metaheuristic approaches, accommodation of institution-specific
constraints, and balance between theoretical advances and practical applicability.

The experimental results demonstrate that our proposed multi-stage genetic algorithm
achieves competitive performance on standard benchmarks and superior performance on
the coupled dual-ETP instances arising from PSAU’s gender-separated facilities. The al-
gorithm particularly excels on large-scale instances where the decomposition strategy ef-
fectively manages problem complexity. Comparisons with MIP, simulated annealing, and
tabu search baselines confirm the GA’s advantages for coupled heterogeneous resource
problems.
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Limitations and Future Work. The current study has several limitations. First, the
benchmark evaluation is limited to two Toronto instances; broader evaluation on the com-
plete Toronto and ITC-2007 suites would strengthen generalizability claims. Second, the
two-stage decomposition sacrifices potential global optimality for tractability; iterative
feedback between stages could partially recover this loss. Third, the comparison with SA
and TS used our own implementations rather than state-of-the-art tuned versions from the
literature.

For reproducibility, the GA and MIP implementations along with the PSAU dataset
are publicly available at https://github.com/chebil/ETP-Code-Data.

Several directions merit further investigation. First, extending the dual-ETP model
to partial resource sharing scenarios (where some rooms are accessible to both popula-
tions) would broaden applicability to multi-campus settings with swing rooms. Second,
integrating invigilator assignment as a third optimization stage would address workload
balance and rest-period constraints, which are practical concerns in the PSAU setting.
Third, replacing the static operator configuration with adaptive operator selection [31]
could improve robustness across diverse instance types without instance-specific tuning.
Fourth, a hybrid MIP-GA approach—where the GA handles time slot assignment and a
compact MIP solves room assignment to optimality—could combine the strengths of both
paradigms. Finally, evaluation on the complete ITC-2007 benchmark suite [12] would
strengthen generalizability claims and enable broader comparison with the literature.

Declaration of generative Al and Al-assisted technologies in the writing process. Dur-
ing the preparation of this work the authors used ChatGPT, a large language model-based
chatbot maintained by OpenAl, for language proofreading. After using this tool/service,
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content of the publication.
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Abstract. The goal of software metrics is to provide continuous insight into prod-
ucts and processes. Software product and software development process are tightly
coupled since high-quality software products represent the result of a high-quality
process. To understand, predict, and evaluate software development and maintenance
process, it is widely recognized that software metrics, as an important technique
in the static and dynamic analysis, should be integral part of these processes. Soft-
ware metrics are a critical tool for building reliable software and assessing software
quality, especially in complex domains and/or mission-critical environments. The
aim of the research conducted in this paper is to determine the existence of different
perspectives regarding the impact of software metrics on software quality between
participants in software development. The contribution of this paper consists of
analyzing the impact that the application of software metrics has on the quality of
software and on the overall project success by statistically analyzing data obtained
from the survey. Overall, there were 108 respondents from ten countries in the survey.
The paper contains a comprehensive survey of code analysis techniques, software
metrics, and the analysis of the application of software metrics in practice. Also,
importance, influence, and the level of usage of software metrics in IT companies
have been considered, as well as the estimation of results significance obtained in
the process of measuring software.

Keywords: Code Analysis, Software Metrics, Software Quality.

1. Introduction

Software quality is a term that has different meanings to different people involved in
creating, maintaining, and using software. Its presence can be difficult to define, but
its absence can be easy to see instantly. There are many different definitions of quality.
According to some definitions, it is the “capability of a software product to conform to
requirements” [1], while for others it can be synonymous with “customer value” [2] or
even defect level.

The main quality attribute of each software product is correctness. Without correctness,
it is pointless to talk about other quality attributes such as functionality, usability, reliability,
efficiency, portability, compatibility, security, and maintainability [3].
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These quality attributes can be analyzed, controlled, and monitored at the early stages
of software development by examining source code and other artifacts (software archi-
tecture, system specification, etc.), or later during the execution of the system. These
activities should ideally, be performed by all the parties involved in the process of software
development: developers, testers, QA (quality assurance) analysts, and managers. Those
activities are performed statically and dynamically, depending on the phase and state of the
project. Evaluation of software quality attributes that is performed on a source code or any
of its internal representations (like syntax trees, graphs and various meta-models which
represent abstract syntactic structure of source code written in a programming language)
without executing the program belongs to a domain of static analysis, while analysis of
a software product during its execution represents dynamic analysis. Both kinds of code
analysis rely on various metrics, with growing importance of static analysis and software
metrics since a lot of emphasis is being put on monitoring and quality control in the early
stages of the development [3].

The goal of software metrics is to provide continuous insight into products and pro-
cesses. Software products and their development process are tightly coupled since high-
quality software products represent the result of a high-quality process. To understand,
predict, and evaluate software development and maintenance process, it is widely recog-
nized that software metrics, as an important tool in static and dynamic analysis, should
be an integral part of these processes. Software metrics are a critical tool for building
reliable software and assessing software quality, especially in complex domains and/or
mission-critical environments. A useful metric typically performs a calculation to assess
the effectiveness of the underlying software or process [4]. An increasing need for mea-
surement data used in decision-making on all levels of the organization has been observed
when implementing the software process. Although the benefits of measurement in the
software process are indisputable, the popularity of the use of measurement in practice
is rather limited [5]. It is expected that the measurement provides reliable and precise
information, but at the same time to be cost-effective and unassuming during the software
development process.

Measuring software quality is motivated by at least two reasons [6]:

— Risk management — software errors are not just a nuisance — they can cause serious
damage, especially in the embedded systems used in medical devices, airplanes etc.

— Cost management — recent report revealed that in 2022, software failures cost the
economy US$2.41 trillion in financial losses [7]. If the cost of fixing a requirements
error, discovered during the requirements phase, is defined to be one unit, the cost to
fix that error if found during the design phase increases to three to eight units; at the
manufacturing/build phase, the cost to fix the error is 7-16 units; at the integration and
test phase, the cost to fix the error becomes 21-78 units; and at the operations phase,
the cost to fix the requirements error ranged from 29 units to more than 1500 units [8].

This paper investigates whether different stakeholders involved in software develop-
ment hold differing perspectives on the impact of software metrics on software quality.
The study focuses on examining how the use of software metrics influences both software
quality and overall project success. To achieve this, a statistical analysis was conducted on
data collected through a survey involving 108 respondents from ten different countries. In
addition, the paper provides a comprehensive overview of code analysis techniques and
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commonly used software metrics, along with an examination of how these metrics are
applied in real-world practice. Particular attention is given to the perceived importance,
influence, and level of adoption of software metrics within IT companies. The research
also includes an assessment of the statistical significance of the results obtained through
software measurement. Finally, the findings of this study are compared with results from
similar surveys conducted in previous years in order to identify trends and changes over
time.

This paper is organized as follows. Section Related Work contains references to the
similar surveys done before, as well software metrics reviews. Definitions and standards
of software quality, overview of code analysis techniques, and relation between software
metrics and software quality is presented in the next section. Section Survey and Results
describes survey, and its results and analysis. Survey results are compared to results of
the previously conducted surveys and discussed and analyzed in section Discussion and
analysis. Section Conclusion contains concluding remarks.

2. Related Work

Since this paper contains comprehensive review of software metrics, the role of software
metrics in measuring software quality, and analysis of survey of software metrics usage,
this section contains an overview of the papers reviewing existing software metrics, and
papers in which surveys on software metrics usage were conducted. Finally, the section
highlights the novelty of this study in comparison to all referred ones.

Study conducted by Setiadi [9] investigates the measurement of software quality in the
Academic Information System at Marshal Suryadarma Aerospace University. The research
considers both direct metrics, such as cost, code size, execution speed, and documentation,
and indirect metrics related to functionality, efficiency, dependability, and maintainability,
transforming these metrics into indicators for evaluating software quality. The study aims
to assist university administration in monitoring and improving their information systems,
while providing a comprehensive understanding of how metrics and indicators can be
applied to assess and enhance the quality of academic software.

Dynamic metrics, which are usually obtained from the execution traces of the code
or from the executable models are analyzed by Chabbra and Gupta [10]. In this paper
advantages of dynamic metrics over static metrics are discussed and then a survey of
existing dynamic metrics is carried out. These metrics are grouped to different categories,
such as dynamic coupling metrics and dynamic cohesion metrics. Towards end of the
paper, potential research challenges and opportunities in the field of dynamic metrics are
identified.

Srinivisan et al. [11] analyze and review the most referred object-oriented metrics in
software measurement. The paper presents formal definitions of most important categories
of object-oriented metrics and their characteristics, while proposing suite for measuring
object-oriented design attributes.

In his research, Lee [12] builds an appropriate method of software quality metrics
application in quality life cycle with software quality assurance. Successful software
quality assurance is highly dependent on software metrics, and it needs a link between the
software quality model and software metrics. This link is obtained by using quality factors
to offer measure method for software quality assurance. The paper defines some software



1056 Prentovic et al.

metrics and discusses several software quality assurance models and some quality factors
measuring methods.

Pavli¢ et al. [13] conducted the survey to determine how and to what extent the quality
of software is measured in Slovenia. Results of the survey were compared to the similar
surveys previously taken and the conclusion was that they do not differ significantly. Larger
deviations were only found by combining obtained quality estimate into overall quality
estimate, which is a more common practice elsewhere than in Slovenia.

Study conducted by Paulinus [14] looks at the role of transparency as a non-functional
requirement in the software engineering process, addressing the lack of appropriate mea-
surement methods and empirically validating metrics for evaluating and improving trans-
parency throughout the software development lifecycle. The study investigates correla-
tions between transparency factors and metrics, and proposes a Goal Question Metric
(GQM)-based transparency evaluation and improvement model. Results from a controlled
experiment demonstrate that enhanced transparency improves maintainability of software
requirements specifications, supports better communication, and increases stakeholder
productivity, offering practical guidance for early phases of requirements engineering and
design.

In the study taken by Tahir et al. [15], a model of 18 success factors for implementing
measurement processes is proposed, while a survey is conducted to evaluate the state of
measurement practices and to validate the proposed model based on the feedback from
200 software professionals working in Pakistani software industry. The survey showed
that, for example, only 10% software organizations in this survey follow any measurement
model, that 75% organizations do not follow any measurement standard, and that there
are 80% software organizations in Pakistan which do not use any measurement tool. The
paper presented mitigation strategies for key issues identified in software organizations.

In his research, Kasunic [16] conducted a comprehensive survey consisting of 17
questions with the help of random sampling, with individuals from 84 countries responded.
The aim of the research was to find out: a) what measurement definition and implementation
approaches are being adopted and used by the community, b) the most prevalent types
of measures being used by organizations that develop or acquire software, and c) what
behaviors are preventing the effective use of measurement. Among other things, it was
observed that administration and staff have different opinions regarding measurement
process, and that the larger organizations had better measurement infrastructure.

The goal of the research taken by Chen et al. [17] was to investigate how the use of large
language models (LLMs) can distort traditional size-based software metrics, particularly
lines-of-code (LOC), and to assess the practical applicability of simple versus complex
efficiency metrics across multiple software repositories. Additionally, the research aimed
to evaluate the effectiveness and cost-efficiency of static analysis tools such as SonarQube
and PMD in detecting commits that introduce significant changes to software quality.
Finally, the goal was to validate these findings in an industrial context through a case study
in a large financial-sector organization, which included a rapid review of existing practices
and the development of a software metrics migration plan.

Eisty and colleagues [4] conducted a survey to gather information about research
software developers’ knowledge and use of code metrics and software process metrics. The
survey results, from 129 respondents, indicated that respondents have a general knowledge
of metrics. However, their knowledge of specific metrics was lacking and their use even
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more limited. Software developers appear to be interested and see some value in software
metrics but may be encountering roadblocks when trying to use them.

The research of Atanasova and Temole [18] is addressing the persistent challenge of
implementing software quality models in complex organizational environments, such as
large companies undergoing agile transformation. It proposes a pragmatic, value chain-
oriented Quality Gate Framework that operationalizes software quality by integrating
measurable quality indicators across both product and process dimensions. Empirically
grounded through 58 expert interviews, the framework improves transparency, stakeholder
alignment, and quality assurance while remaining compatible with agile and DevOps prac-
tices, offering a transferable approach for organizations seeking sustainable improvements
in software development outcomes.

Survey conducted by Padmini et al. [19] is characteristic because it is only concerned
with the use of metrics in the agile development process. Aim of the research was to
explore metrics suitable for the agile development process, use of those metrics in practice,
perceived benefits, and related tools. The survey and interview-based analysis of 24
development companies in Sri Lanka identified ten metrics that can be beneficial to the
agile development process, where their benefits outweigh the overheads involved.

Schaffernak et al. [20] tried to track and measure significant software quality attributes
to quantify the current state of a system and support strategic and technical decisions.
They analysed existing measures related to the ISO/IEC 25022:2016 quality in use (QiU)
model to evaluate sustainability aspects and conducted a systematic literature review of 961
articles, followed by internal evaluations of the identified measures. Their results identified
100 measures covering economic, social, technical, and environmental sustainability,
showing a strong focus on economic sustainability and underrepresentation of other
dimensions, providing guidance for enhancing the QiU model in a more systematic and
sustainable way.

Colakoglu et al. [21] review the present studies in the area of software product quality
metrics (SPQM) to allow for the analysis of the situation at hand, as well as to predicting
future research areas. Paper presents research aims to analyze the active research areas
and trends on this topic appearing in the literature between 2009 and 2019. A Systematic
Mapping (SM) study was carried out on 70 articles and conference papers published
between 2009 and 2019 on SPQM as indicated in their titles and abstract. The result
is presented through graphics, explanations, and the mind mapping method, as well as
trend map, knowledge about this area and measurement tools, issues determined to be
open to development in this area, and conformity between conference papers, articles and
internationally valid quality models.

Research conducted by Molnar and colleagues [22] is proposing a comprehensive
study of software metric values in the context of three complex, open-source applications.
Their methodology and tooling is aligned with that of existing research, and presented
in detail in order to facilitate comparative evaluation. Metric values obtained during the
entire 18-year development history of the target applications were studied, in order to
capture the longitudinal view that was found lacking in the existing literature. Also, metric
dependencies were identified and their consistency checked across applications and their
versions, along with comparative evaluation with existing research.

The aim of the paper by Mishra et al. [23] is to systematically investigate research on
software metric threshold calculation techniques, which were identified as important in
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evaluating different aspects of quality. In the study, electronic databases were systematically
searched for relevant papers; 45 publications were selected based on inclusion/exclusion
criteria, and research questions were answered. Results showed that most of the methods
proposed to calculate the thresholds are based on statistical analysis techniques, and that
the field of identifying the object-oriented metrics threshold values has received more
attention recently.

Research conducted by Vogel at al. [24] studies metrics used in the automotive sector
and the quality attributes they address. The HIS, ISO/IEC 25010:2011, and ISO/IEC
26262:2018 are utilized to draw a big picture illustrating (i) which metrics and boundary
values are reported in literature, (ii) how the metrics match the standards, (iii) which
quality attributes are addressed, and (iv) how the metrics are supported by tools. Most of
the identified metrics are concerned with source code, are generic, and not specifically
designed for automotive software development. Research concludes that although many
metrics exist, a clear definition of the metrics’ context, notably regarding the construction
of flexible and efficient measurement suites, is missing.

Finally, Rashid and colleagues [25] describe how the software metrics affect the quality
of the software and in which stages of its development software metrics have applied.
Also, different software metrics are described, along with the impact these metrics have
on software quality and reliability, specifically on the aspects of improving the quality of
software and increasing the revenue.

The research conducted in this paper differs from previously mentioned papers by
aiming to establish a statistical correlation on the impact of using software metrics to
software quality and success of software product. Specifically, aim of the survey is to show
potentially different perspectives on software metrics usage and understanding between
managers and software development team members. Also, it contains a detailed review of
software quality, code analysis in general, and software metrics, giving the comprehensive
assessment of these topics.

3. Software Quality, Code Analysis, and Software Metrics

The concept of software quality is very broad, spanning through various aspects of soft-
ware product and its development process. Therefore, it is useful to consider different
perspectives on this concept. Measuring software quality is important because it enables
creating a baseline for quality, associating specific costs with the improvement of quality,
as well as presenting the level of quality on which further improvements can be made [26].
During time, several software metrics were introduced in order to capture various aspects
of software, including software quality characteristics.

3.1. Software Quality — Definitions and Standards

Various software quality models have been proposed to define quality. A global initiative
for describing the concept of software quality taken by experts around the world led
to the standardization of the quality concept by the ISO (the International Organization
for Standardization) in the form of documents ISO 9126 [27] and ISO 9000:2000 [28],
whereas ISO 9126 is about the quality characteristics of a software product, and the ISO
9000:2000 document is a quality assurance standard mostly directed to processes [26].
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As a result of cooperation between ISO and IEC (the International Electrotechnical
Commission) in the field of standardization, ISO/IEC 25000 standard, based on ISO 9126,
was proposed [28]. ISO/IEC 25000 is a series of standards under the general title Systems
and Software Quality Requirements and Evaluation (SQuaRE). New standardization uses
new definition of software quality and related terms, defining them as an expression of a
degree to which a software product satisfies stated and implied needs when used under
specified conditions.

As per ISO 9126 standard, quality is defined as “the totality of features and charac-
teristics of a product or service that bears on its ability to satisfy given needs” [1]. This
definition refers to the level of compliance of requirements.

Software quality has also been defined in terms of two types of product characteris-
tics [29]:

— external quality (how the product works in its environment), such as, usability and
reliability.

— internal quality (how the product was developed), such as, software structure and
complexity.

In other words, software quality refers to two related but distinct notions [30]:

— software functional quality reflects how well it complies with or conforms to a given
design, based on functional requirements or specifications. That attribute can also
be described as the fitness for purpose of a piece of software or how it compares to
competitors in the marketplace as a worthwhile product. It is the degree to which the
correct software was produced.

— software structural quality refers to how it meets non-functional requirements that sup-
port the delivery of the functional requirements, such as robustness or maintainability.
It has a lot more to do with the degree to which the software works as needed.

In software, the narrowest sense of product quality is commonly recognized as the lack
of “bugs” in the product. It is also the most basic meaning of conformance to requirements,
because if the software contains too many functional defects, the basic requirement of
providing the desired function is not met. This definition is usually expressed in two ways:
defect rate (e.g., number of defects per million lines of source code, per function point, or
other unit) and reliability (e.g., number of failures per n hours of operation, mean time to
failure, or the probability of failure-free operation in a specified time) [31].

3.2. Software Quality Analysis

Monitoring and controlling software quality are key processes in software development
lifecycle, so it is important to assess software quality from the early stages of software
development. It is achieved by analyzing the source code and other artifacts throughout
the entire life cycle of the observed software. Assessment of quality attributes of software
that is made on the source code or any of its internal representations without executing
the program is called static analysis, while analysis of the program during execution time
is called dynamic analysis. Numerical values reflecting a software quality characteristic
or some of its aspects, and that are obtained by software analysis, are known as software
metrics [3].



1060 Prentovic et al.

Static analysis can be defined as a set of techniques for program analysis that do not
require software to execute to obtain needed information. Various intermediate represen-
tations of a source code, like syntax trees and graphs are being used for the purpose of
analyzing code in this manner. Since it is crucial to obtain information on software quality
in the early phases of software development, static analysis becomes more important in
modern software development methodologies.

Static analysis plays an important role in software evolution and during maintenance
phase of software development process. The term evolution generally refers to progressive
change in software properties or characteristics. This process of change in one or more of
their attributes leads to the emergence of new properties or, in some sense, to improvements.
These changes affect both functionality and quality of the software product. The related
concepts also include software reengineering and software maintenance. Software reengi-
neering implies that new user-required features are added to existing software. Software
maintenance is defined as the modification of a software product after delivery to correct
faults, to improve performance or other attributes, or to adapt the product to a changed
environment [32]. These changes usually do not affect functionality of a program, but they
can have an influence on its quality. Since software quality can be compromised during
software evolution and maintenance, all these changes need to be closely controlled and
monitored.

Most of the static analysis techniques produce quantitative data along the way or are
focused on expressing some program properties. Some of these techniques rely on other
methods and corresponding metrics.

Dynamic program analysis represents analysis of properties of a running program [33].
In general, dynamic analysis involves capturing of dynamic state of the program. It usually
comprises the analysis of a system’s execution through interpretation (e.g., using the Virtual
Machine in Java) or instrumentation. After these activities, the resulting data are used for
such purposes as reverse engineering and debugging [34].

Dynamic program analysis provides a means to overcome the shortcomings of static
analysis. It is effective in examining the actual, exact runtime behavior of a program, as it
leaves no uncertainties about the control flow path taken, the values stored in variables, the
status of the memory, the time of the execution of the program, etc. Dynamic analysis is
as fast as the program being analyzed, which is usually not possible with static analysis
techniques. On the other hand, dynamic analysis incurs large runtime overheads, while
results obtained during dynamic analysis cannot be generalized for future executions [35].

3.3. Software Metrics

There are several techniques and methods that can be used in a program analysis. Since the
survey taken in this research considers using software metrics in the software development
process, and the role of software metrics in assessing software quality, software metrics
will be described in detail in this section.

Measuring and providing means for quantitative analysis of software is crucial for the
overall success of software development process, and consequently, the product. Software
metrics provide a quantitative basis for planning and predicting software development
processes [36]. By using software metrics during software development process, the
quality of software can be controlled and improved easily. This means better productivity



Role of Software Metrics in Practical Quality Management 1061

and maintainability of software product, improving overall process and resulting in more
reliable and better software.

Software metrics can be defined as numerical values that reflect the properties of a
software development processes and software products [37]. Software metrics have been
used for a long time: there were attempts of applying software metrics in the 1960s [38]. In
the beginning, software execution time was measured and compared to gain insight in the
performance of the running programs. As the complexity of software systems increased,
software metrics was introduced to measure complexity and the level of cohesion between
different parts of software. Measuring characteristics of software design became more
important when it was observed that quality of software design corresponds to the number
of errors discovered in the latter stages of software development, hence influencing the
maintenance costs.

At the highest level, software metrics can be classified into three categories: product
metrics, process metrics, and project metrics [31]. Product metrics describe the charac-
teristics of the product. Some of the product metrics refer to characteristics visible to the
users (performance, design features etc.), and they are called external metrics. Product
metrics related to the characteristics visible only to the development team (size, complexity,
structure etc.) are called internal metrics. Process metrics are related to the characteristics
of process and can be used to improve software development and maintenance. Examples
include the effectiveness of defect removal during development, the pattern of testing
defect arrival, and the response time of the fix process. Project metrics describe the project
characteristics and execution. Examples include the number of software developers, the
staffing pattern over the life cycle of the software, cost, schedule, and productivity. Some
metrics belong to multiple categories. For example, the in-process quality metrics of a
project are both process metrics and project metrics.

Software quality metrics are a subset of software metrics that focus on the quality
aspects of a product, process, and a project. In general, software quality metrics are more
closely associated with process and product metrics than with project metrics. However,
the project parameters such as the number of developers and their skill levels, the schedule,
the size, and the organization structure certainly affect the quality of the product. Software
quality metrics can be divided further into end-product quality metrics and in-process qual-
ity metrics. The essence of software quality engineering is to investigate the relationships
among in-process metrics, project characteristics, and end-product quality, and, based on
the findings, to engineer improvements in both process and product quality [31].

Size of the software product can, in most fundamental form, be represented by the
number of lines of code. During the years, a class of Lines of Code (LOC) metrics was
proposed, containing several variations of this basic measure of length of code [39] [40]:

— SLOC: Source Line of Code reflecting number of lines containing source code without
empty lines and lines containing comments.

— CLOC: Comment Line of Code reflecting number of lines containing comments.

— BLOC: Blank Lines of Code reflecting number of lines containing neither source nor
comment.

— PLOC: Physical Line of Code reflecting size as it is without considering programming
style or code formatting.

— LLOC: Logical Line of Code reflecting size after applying codding style rules or
formatting and logical restructuring of statements over the lines.
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— EPLOC: Executable Physical Lines of Code reflecting number of lines of source code
minus blank lines and comment lines.

— ELLOC: Executable Logical Lines of Code reflecting number of statements which are
executed.

Some of the other metrics that have been proposed are Halstead metrics (H) [41],
Cyclomatic complexity (CC) [42], Chidamber and Kemerer [43], Lorenz and Kidd [44],
Morris [45], Li and Henry [46] and others.

Practical influence of using software metrics cannot be analyzed without considering
programming languages, technologies, and paradigms which are used in software creation.
Some of the metrics described previously (such are LOC metrics family) are programming
language dependent, i.e., these metrics do not consider programming language specificities,
which makes comparing results obtained from calculating metrics in heterogenous systems
challenging. Also, most of the frameworks and tools that were created to calculate software
metrics are language-specific, although there were some attempts in introducing language-
independent frameworks [47] [48].

Since most of the metrics are used predominantly in certain phases of software de-
velopment, software metrics usage cannot be analyzed without considering underlying
software development process model and methodology. Iterative and incremental nature of
some of these models (e.g., agile software development) can make use of software metrics
that are regularly used in other software development processes challenging. In some cases,
these metrics are not even applicable [19]. Also, some of the software metrics are meant to
be used only within the certain software development methods [49].

Not all the software metrics are of the equal importance to all the participants in
the process of the software creation, which is closely related. Also, software metrics
serve different purpose to the interested parties. Managers can use software metrics to
identify, prioritize, track, and communicate any issues to promote better team productivity.
This enables effective management and allows assessment and prioritization of problems
within software development projects. The sooner managers can detect software problems,
the troubleshooting process is easier and less expensive. On the other hand, software
development teams, consisting of developers, testers, QA analysts etc. can use software
metrics to communicate the status of software development projects, pinpoint and address
issues, and monitor, improve on, and better manage their workflow.

The aim of the survey conducted during the research described in this paper was to
reveal the degree of usage of software metrics in the IT industry. Also, importance and
relevance of software metrics in the software development process were described. These
features were analyzed considering diversity in programming languages, technologies,
methodologies, and roles of the participants in the process of software creation. Finally,
the survey tried to find out if there are different perspectives on software metrics usage and
understanding between managers and software development team members.

4. Survey and Results

Data were collected using an anonymous online survey administered via Google Forms,
containing 26 questions divided into three sections, which can be found in the Appendix.?

3 Google Forms link


https://forms.gle/oxqWxozek5WBotkH6
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The survey link was distributed electronically to various companies, mostly in Serbia,
and other countries, through members of SQAMIA initiative (http://sqamia.org/). A
non-probability convenience sampling strategy was employed, whereby companies that
were accessible to the researchers were invited to participate. Participation was voluntary
and respondents were informed that no personally identifiable information would be
collected. All responses were recorded anonymously and treated confidentially. In total,
108 respondents from ten countries responded to the survey. The characteristics of the
respondents and the companies for which they work are shown in Table 1.

Most of the respondents (43%) responded that they have average knowledge of software
metrics in general (Fig 1.), and 36% of the respondents had a low and very low level of
knowledge. This was further corroborated by the fact that most of the respondents did
not specify any software metrics they are familiar with, or they specified only a couple of
metrics (Lines of Code metric being the most prevalent among those), while the minority
of respondents had a thorough list of metrics in their response.

In most of the projects on which respondents are working, measuring is being performed
either continuously or in a certain point in time during coding and testing phases of software
development.

The survey employed several Likert-type scales to measure respondents’ opinions and
experiences. For example, respondents rated frequency (e.g., Never to Always), intensity
(e.g., Very Low to Very High), impact (e.g., No impact to Crucial), and agreement (e.g.,
Strongly disagree to Strongly agree) on these ordinal scales. Additionally, a limited number
of open-ended questions allowed for free-text responses to capture qualitative insights.

Most of the time IDE (Integrated Development Environment) or separate metrics or
testing tools are being used for capturing metrics, with visualization of results and support
for a particular programming language or a technology as a main advantage of a preferred
tool.


http://sqamia.org/
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Table 1. General Characteristics of the Respondents

Characteristic Freq. %  Characteristic Freq. %

Experience in IT industry Technology project is written
in

0-2 years 11 102 Java 82 759

2-5 years 17 15.7  JavaScript (or frameworks) 56 519

5-10 years 27 25.0 .NET/C# 32 29.6

10-15 years 20 18.5 Python 25 23.1

15+ years 33 306 C/C++ 21 194
PHP 10 93
Ruby 8§ 74
Kotlin 8 174
Swift 8 74
Smalltalk 4 37
Haskell 3 28

Country of respondent’s company Software methodology used

Serbia 62 574 Scrum 72 66.7

Slovenia 25 23.1 Waterfall 10 93

Germany 6 5.6 Iterative-incremental 9 83

Croatia 3 2.8 Extreme programming 4 3.7

Austria 3 28 Lean 3 28

Bosnia and Herzegovina 2 1.9  Spiral model 2 19

Hungary 2 1.9 Scrum-ban 2 19

France 2 19 Other 6 56

Other 328

Company size Role of the respondent in
project

Small (<50 employees) 28 25.9 Developer 60 55.6

Medium (51-1000 employees) 61 56.5 Team leader 33 30.6

Large (1000+ employees) 19 17.6  Solution architect 28 259
Project manager 24 222
Test engineer 27 25.0
QA analyst 20 18.5
DevOps 18 16.7

Company type Project phase

Service-oriented 56 51.9 Active development / released 75 69.4

Product-oriented 31 28.7 Active development / unre- 13 12.0
leased

Global In-House Center 9 8.3 Planning / requirements gath- 9 8.3
ering

Startup 5 4.6 Initial development / prototyp- 4 3.7
ing

Other 7 6.5 Maintenance/no new develop- 3 2.8
ment
Other 4 37

Almost half of the respondents (47%) stated that measurement is of crucial or great
importance to the success of a project/product they are working on (Fig. 2).
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WHAT IS YOUR LEVEL OF
KNOWLEDGE ABOUT SOFTWARE
METRICS IN GENERAL?

Very High
6%

Low

[
22% Average

43%

Very
Low
14%

igh
15%

Fig. 1. Most of the respondents have average knowledge about software metrics

Almost the same distribution of answers was obtained from the next question, where
respondents were asked about the influence of using software metrics on the overall
quality of the software product. Based on the respondents’ answers, software metrics are
sparingly used to evaluate overall team productivity, with 33% of respondents saying they
are sometimes being used for this purpose.

Almost two thirds of the respondents agree, to a greater or lesser extent, that
measurement-based data helps their team to perform better than without using it.

Next three questions were questions regarding activities monitored by the software
metrics and using and accessing results of the measurements. Most of the respondents
think that activities of developers and test engineers are being measured and controlled
by managers in various roles, who also have access to measurement results. There were
several different answers to two questions about resources needed to establish metrics, as
well as resources needed to use metrics, ranging from half an hour to a month. Finally, most
of the respondents (33%) were not sure that definitions of metrics used in their projects are
consistent and clearly defined (Fig. 3).

5. Discussion and Analysis

The main goal of the survey was to show whether there is a statistically significant
correlations between different variables obtained from the research sample. In order to
identify independent variables, answers from the following questions were used:

— How many years of experience in IT industry do you have?
— In which country is your company located?
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WHAT IS THE IMPORTANCE OF
MEASUREMENT FOR SUCCESS OF
THE PROJECT / PROCESS /

o PRODUCT? ! don't

impact know
2% 7%

Crucial

Insignificant 14%

4%

Small
13% Great

33%

Medium
27%

Fig. 2. Measurement has important role in the success of the project

— What is the size of the company you're currently working for?
— What roles do you have in the organizational structure of the project?

Answers to these questions were grouped in the following sample pairs:

— Experienced and less experienced respondents — respondents were considered
experienced if they had ten or more years of experience in IT industry

— Company is in Serbia / Company is in other country

— Medium size company / Small or large company

— Managers and non-managers

To determine whether someone has managerial role, respondents were designated as
the managers if they occupied one of the following roles:

Senior manager

Middle manager

Project manager

Product owner/Business analyst
Scrum master

Team leader

Next, appropriate samples were obtained from the answers given to the following
questions:

— What is your level of knowledge about software metrics in general?
— What is the importance of measurement for success of the project / process / product?
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DEFINITIONS OF MEASURES ARE
UNDERSTOOD AND CONSISTENT
Strongly disagree
Strongly 4%
agree
4%

Disagree
5%

Somewhat
disagree

11%
Agree
S h Not sure
omew 32%
agree
18%

Fig. 3. Definitions of metrics are not always consistent and clearly defined

How would you describe the influence of using software metrics on the overall quality
of the project / process / product?

How often are software metrics used in the aggregate to evaluate overall team produc-
tivity?

Measurement-based data helps your team to perform better than without using it
The definitions of measures that are used in my organization/current projects are
commonly understood and consistent

To statistically analyze these samples, the weight functions shown in Table 2 were used
(‘I don’t know’ and ‘Not sure’ answers were not taken into account).

Table 2. The Weight functions

Answer Value Answer Value Answer Value Answer Value
Very Low 1 No impact 1 Never 1 Strongly disagree 1
Low 2 Insignificant 2 Rarely 2 Disagree 2
Average 3 Small 3 Sometimes 3 Somewhat disagree 3
High 4 Medium 4 Most of the Time 4 Somewhat agree 4
Very High 5 Great 5 Always 5 Agree 5
Crucial 6 Strongly agree 6

Since sample pairs had unequal variances and were different in size, Welch’s t-test, a
variation of Student’s t-test, was used for statistical testing, since it tends to give more ac-
curate results than the latter one when the samples are of unequal size and/or variance [50].
Some of the results of the statistical analysis are shown in Appendix.
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By analyzing results obtained from applied test statistic to the sample pairs, the
following statistically significant differences appear (with the 99% confidence level, unless
stated differently):

— Managers have higher level of perceived knowledge on software metrics than the
regular employees

— Respondents in Serbia have lower level of perceived knowledge on software
metrics than the respondents from other countries

— Software metrics are being used more often to evaluate overall team productivity
in Serbia than in other countries (with the 95 % confidence level)

— Experienced respondents have higher level of perceived knowledge on software
metrics than the less-experienced respondents

— Respondents from medium-sized companies think that metrics have stronger
influence on team performance than the respondents from small and large com-
panies

— Respondents from medium-sized companies think that metrics have stronger
influence on project/process/product success than the respondents from small
and large companies (with the 95 % confidence level)

The observed differences in perceived knowledge of software metrics may be attributed
to the fact that, in most cases, managers are more experienced, having been promoted to
managerial roles after years of working as developers or QA analysts. In addition, the
survey indicates that the measurement results are used more frequently by managers, which
may contribute to a stronger perception of familiarity with the software metrics.

In general, most of the respondents are seasoned IT professionals with more than five
years of experience in the industry, working in medium sized companies, which are, in
most cases, service oriented. Also, most of the respondents are developers working in
Java, working on projects that are mostly already in production, with Scrum as a software
development methodology.

Although most of the respondents reported an average level of knowledge of software
metrics, their answers to open-ended questions—particularly the limited or missing exam-
ples of concrete metrics—suggest that self-assessed knowledge does not always align with
demonstrated familiarity. This discrepancy further supports the need to interpret findings
related to expertise as indicators of perceived rather than objectively measured knowledge.
In particular, respondents in managerial roles tended to provide more detailed metric lists,
which may reflect greater exposure to measurement practices rather than higher technical
proficiency.

Itis not a surprise (although it is not necessarily the best practice) that the measurements
are being performed during coding and testing phases, mostly continuously, by using
separate metrics tools, testing tools or IDE. The choice of tools for measurement is usually
guided by the platform independence, along with the possibility of the results visualizations,
as well as saving and the interpretation of the results.

For most of the respondents, measurements have significant impact on the project
success. Similarly, most of the respondents think that software quality is improved if
software metrics are used during the project, and that, generally speaking, teams performing
better than without using metrics, since productivity of the team is often being evaluated
by using some of the metrics.
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Unsurprisingly, there is the perception that, in most cases, metrics are being used to
assess and evaluate work and the activities of developers and QA and test analysts i.e.,
persons responsible for results of coding and testing phases, and that the metrics are being
used by people in some of the manager roles. Also, most of the respondents were not
sure about time needed to establish and run the metrics, with the great variation in time
in the available answers. Finally, it seems that there exists uncertainty about the notion
of software metrics, since only one third of the respondents think that the definition of
software metrics is well understood between all involved in the process of making the
software product, which could be influenced by the lack of common knowledge regarding
software metrics.

Compared to the results of the similar surveys and research mentioned in section 2, it
seems that results of this survey are pretty much alike. The common denominators in the
research previously conducted were the lack of knowledge of specific metrics, limited use
of software metrics, and the fact that results obtained through the measurement process
are mostly used by the upper management. These conclusions are mostly in line with
the previously presented results. There are some differences, though — e.g., half of the
respondents in the survey conducted by Pavli€ et al. [13] responded that metrics are not
used to improve the software quality. This is in stark contrast to the answers given in this
survey, where vast majority of respondents are of the opinion that metrics have at least
medium impact on the quality of the software. In the survey performed by Kasunic [16],
most respondents agree with the statement that the definition of measurements is well-
understood across the organization, which is not the case with the conclusions drawn in
this research.

Some of the differences noted can be attributed to the geographical and cultural
differences (surveys were conducted in Slovenia, Sri Lanka, Finland, Pakistan etc.). Also,
the samples in the surveys differ greatly when comparing average experience of the
respondents, size of the companies respondents are working for, whether the companies are
service or project oriented etc. Therefore, it is not always easy to make hard comparisons
between different surveys, but it is interesting to observe some templates of thinking and
performing, as well as some common practices, producing recurrent benefits and flaws.

From a practical perspective, the identified differences suggest that the use and un-
derstanding of software metrics within organizations are strongly influenced by role,
experience, and organizational context. Organizations could improve the effective use of
software metrics by increasing transparency around how metrics are selected and used,
and by involving both managerial and non-managerial roles in metric-related discussions.
Providing targeted training, establishing shared definitions of commonly used metrics, and
aligning metrics with improvement goals rather than solely with evaluation or control may
help bridge the gap between perceived and demonstrated knowledge. In particular, encour-
aging teams to use metrics as tools for reflection and continuous improvement—rather
than as performance indicators alone—may lead to more meaningful and sustainable
measurement practices.

6. Conclusion

Using the software metrics during software development process clearly is not deux es
machina solution for all the challenges regarding the software quality. Nevertheless, its
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usage can greatly help in tackling some of the common pitfalls and shortcomings in the
software industry. Survey conducted as part of this research showed that there are no real
differences in perspective about the importance of software metrics to overall software
quality between managers and employees. It seems that there is a consensus that using of
the measurement is welcomed and should be embraced, although the level of knowledge
about software metrics appears to be imbalanced between two groups. Results of the survey
are pretty much in line with similar surveys conducted in the past, with differences that
can be attributed to different sample sizes, cultural diversity, respondent’s experience, and
role etc.

In the future, similar survey could be conducted with some wider population. Survey
should include multiple-choice questions about the knowledge of the concrete software
metrics, instead of free-form ones. Also, questions about validation of measurement data
could be added as well.
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‘What is your level of knowledge about software metrics in general?

Serbia  Other country
Mean 2467742 3.195652174
Variance 1.138287 (0.871980676
Observations 62 46
Hypothesized Mean Difference 0
df 103
t stat -3.76819
P{T<=t) one-tail 0.000137
t Critical one-tail 1.659782
P{T<=t) two-tall 0.000274
t Critical two-tail 1.983264

What is your level of knowledge about software metrics ingeneral?

Experienced Less experienced
Mean 3.094339623 2472727273
Variance 1.279390421 0.846464646
Observations 53 55
Hypothesized Mean Difference 0
df 100
t Stat 3.126495659
P(T<=t) one-tail 0.001158291
t Critical one-tail 1.660234326
P(T<=t) two-tail 0.002316582

t Critical two-tail

1.583971519

Managers Non-managers

Measurement-based data helps your team to perform better than

without using it

Mean 3.016949
Variance 1.120337
Observations 59
Hypothesized Mean Difference 0
df 104
t stat 2.624231
P(T<=t) one-tail 0.004396
t Critical one-tail 1.65%637
P(T<=t) two-tail 0.009992
t Critical two-tail 1.983038

2.489795918
1.046768707
49

How often are software metrics used in the aggregate to

evaluate overall team productivity?

Medium Smali/Large
Mean 4.697674419 3.948717949
Variance 0.549280177 1.997300945
Observations 43 39
Hypothesized Mean Difference 0
df 56
tStat 2.960815687
P(T<=t) one-tail 0.002246619
t Critical one-tail 1.672522303
P(T<=t) two-tail 0.004493238
t Critical two-tail 2.003240719

‘What is the importance of measurement for success

of the project / process / product?

Serbia  Other country
Mean 2.912281 2.511111111
Variance 0.974311 1.301010101
Observations 57 45
Hypothesized Mean Difference 0
df 87
t Stat 1.870371
P(T<=t) one-tail 0.032397
t Critical one-tail 1.662557
P(T<=t) two-tail 0.064795
t Critical two-tail 1.987608

Medium Small/Large
Mean 4.581818182 4,133333333
Variance 0.988552189 1.613181818
Observations 55 45
Hypothesized Mean Difference 0
df 82
tStat 1.93116504
P(T<=t) one-tail 0.028458955
t Critical one-tail 1.663649134
P(T<=t) two-tail 0.05691791

t Critical two-tail

1.989318557
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‘Assassment of software qualty racking

Assessment of software quality tracking

Thank you for taking part in this survey!

‘This questionnaire is created in order to get insight of techniques and tools used to assess and
evaluate quality of software in IT companies.

‘The answers will be used in a survey document about usage of measurement in practical
environments. This survey document wil be accessible to all parties taking part in answering the
questionnaire

Warranty: All data will be used and published only in an anonymized survey form.

Author of the questionnaire:

Prof. Zoran Budimac

Department of Mathematics and Informatics
University of Novi Sad

zZib@dmi.uns acrs

*Required

General questions

sz Assessment o sofvare qualty vacking

3. Whatis the size of the company you're currently working for? *
Mark only one oval.
() small (less than 50 employees)

) Medium (51-1000 employees)

() Large (1000+ employees)

a,

What s the type of company you're currently working for? *

Mark only one oval.

) startup

(O senvice-oriented

() Product-oriented

() Global In House Center

) Other:

ey ‘Assassment of softwars qualty racking

6. Which software development methodology is used in the project you're currently
working on? *

Mark only one oval.

) Waterfall

) Prototype

() spiral model

() terative-incremental
) serum

tean

() Extreme programming

() other:

7. What roles do you have in the organizational structure of the project (choose all that
apply)? *

Check all that apply.

Senior manager
1. How many years of experience in IT industry do you have? * E o M
iddle manager
Which software development technologies are used in the project you're currently M
Mark only one oval. N [] Project manager
working on?
. ["] Product owner/Business analyst
() 02years Check all that apply. [ Serum master
() 2-5years [ Java [ Team leader
) 510years [ .NeT/cs [ solution architect
) 1015 years [] JavaScript (or its frameworks) [] Developer
)15+ years [CIpHp [] QA analyst
] Ruby [ ] Test engineer
e [ pevops
[ python Other: [
2. Inwhich country is your company located? * [ Kotlin
[ swift
[ ] Haskell Software metrics in your project
[ smalitalk
Other: [
" am am
sz Assessmentof sofvare qualty racking sz Assessmentof sofvare qualty racking sz Assessmentof sofvare qualty racking
8. Which best describes the current development stage of your project? * 1. Inwhich stages of the development a measuring is made? * 14, What kind of tools is used for the software measurements (and which)? *
Mark only one oval. Check all that apply. Check all that apply.
[ Planning []ioe
() Planning/Requirements Gathering ["] Business modelling [ Separate metrics tool
) Initial Development/Prototyping [ Design [ Designing tool
) Active Development/Unreleased Software [ coding [] Modelling tool
— [[] Testing [] Testing tool
() Active Development/Released Software
[Jusing [] None
() Maintenance/No New Development Planned [ Never 1 don' know
() other: ["]1 don't know Other: [
Other: [
. 15. What features of the tools used in the measurements were of crucial importance
9. Whatis your level of knowledge about software metrics in general? * . . "
12, List all metrics that are used in the measurements? in order to choose them? (choose all that apply) *
Mark only one oval.
Check all that apply.
) Very Low ["] Independency of platform
 Dtow [ "] supported certain platforms
() Average [ | supporting the particular programming language
) vigh [ ] Independency of programming language
— [ Supported certain metrics
() very High [ Supporting the large number of metrics
3. During the project life cycle measuring is done * [ Visualization of results
[ ] saving and interpretation of results
0. List all software metrics which you are familiar with Mark only one oval. [] None
— conti 1 don
() Continuously 1 donitknow
- Other: [
() Ata certain point (every week, month, some milestones ..)
() If necessary
() Atthe request of higher instance
() Randomly
) Never
(") 1don't know
() Other.
am m am
sz Assessment o ofware quaity vacking sz Assessment o cfware quaity vacking sz Assessment o cfware quaity vacking
16. What are the disadvantages of selected tools? (choose all that apply) * 18. How would you describe the influence of using software metrics on the overall 20. Measurement-based data helps your team to perform better than without using it
uality of the project / process / product? * -
Check all that apply. e profeetip P
] bependency of platform Mark only one oval, Mark only one oval,
[ ] unsupported certain platforms ) Crucial ) songly disagree
[ ] Lack of support for the particular programming language - -
) oreat (O bisagree
[ ] Dependency of programming language i i
[ ] unsupported certain metrics ) Medium ) Somewhat disagree
[ | supporting inadequate set of metrics O small (D Notsure
[ Lack of visualization of results () Insignificant () Somewhat agree
[ ] Lack of saving and interpretations of results (O Noimpact ) agree
[ None — —
()1 don't know () strongly agree
[ dont know — —
Other: [
19, How often are software metrics used in the aggregate to evaluate overall team Software measurement usage
o § productivity? *
7. What s the importance of measurement for success of the project / process /
product? * Mark only one oval, 21. Whose activities are monitored / controlled by the measurements? (choose all that
apply) *
Mark only one oval, (O Never
— Check all that apply.
() crucial () Rarely .
— Senior manager
=) () Sometimes
(L Great C vostof e [ Middle manager
— ) Most of the Ti
(O Medium (O Most of the Time [] Project manager
) smal (0 Aways [ Product owner/Business analyst
) nsignificant (1 dontknow [ scrum master
i Team leader
(") Noimpact g
i [ solution architect
() I dont know
["] Developer
"] aAanalyst
[ Test engineer
[ Devops
"] Noone
[ ]t don't know
Other: [
m am

o
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22,

N
5

Assessment of sotware quaity racking
Who uses measurement results? (choose all that apply) *
Check all that apply.

["] senior manager

[ ] Middle manager

[ ] Project manager

[] Product owner/Business analyst

[] Scrum master

[] Team leader

[ Solution architect

[ Developer

[] QA analyst

[] Test engineer

[ ] pevops.

[INoone

[ donit know

Other: ]

Who has the access to measurement resuits? (choose all that apply) *
Check allthat apply.

[ senior manager
[ "] Middle manager
(] Project manager
["] Product owner/Business analyst
[ "] scrum master
["] Team leader

[ solution architect
["] Developer

["] QA analyst

[ Test engineer
[] pevops

[INo one

[ ]t don't know

Other: ]

1o

ey ‘Assassment of softwars qualty racking

»
R

How much resources are consumed when the metrics are introduced and
established (person hours, days .)? *

25.  How much resources are consumed when the metrics are used (person hours,
days..)?*

26. The definitions of measures that are used in my organization/current projects are
commonly understood and consistent *

Mark only one oval.

() strongly disagree
() Disagree

() Somewhat disagree
() Not sure

() Somewhat agree
() Agree

() strongly agree

9 this survey.
have provided. Your responses will contribute to our assessment of software qualiy tracking
in IT companies.

Thanks!

This content s neither created nor endorsed by Google.

i
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Abstract. Accurate prediction of air pollutant concentrations remains a critical
challenge for environmental monitoring and public health, demanding robust and
adaptive artificial intelligence approaches. This study investigates the effectiveness
of various types of artificial neural networks (ANNSs), including Long Short-Term
Memory networks (LSTM) and networks based on the Levenberg-Marquardt al-
gorithm (LM) and its variant with Bayesian regularization (LMBR), in predicting
air pollution under different data conditions. Since LSTM networks are based on
first derivative loss function algorithms and the LM algorithm is usually superior
to this type of algorithm, a comparison of these networks was conducted. This is
further supported by the limited coverage of this topic in the existing literature.
ANNs were tested on two different datasets: the Air Quality dataset, where the
target variable was the concentration of benzene (CgHg) and the Beijing PM2.5
dataset, where the target was the concentration of PM2.5 particles. The performance
metrics of the ANNs were the root mean square error (RMSE), the mean absolute
error (MAE), and the mean absolute percentage error (MAPE). It is shown that,
in the case of the Air Quality dataset, the values of these parameters RMSE =
0.11 pgm®, MAE = 0.09 pug/m®, MAPE = 1% for LSTM networks and
RMSE = 0.14 pug/m®*, MAE = 0.092 pug/m®, MAPE = 1% for LMBR net-
works, were competitive. For LM networks, these values were significantly higher:
RMSE = 0.57 pg/m®, MAE = 0.2 pg/m®, MAPE = 2%. Contrastingly, in
the case of the Beijing database, the values of all parameters were drastically higher:
RMSE = {45.74 ug/m?®, 64.94 pg/m?, 65.68 pg/m®}, MAE = {30.32 pug/m?,
42.83 pg/m?®, 54.5 pg/m®} and MAPE = {52%,72%,74.25%} for LSTM,
LMBR, and LM networks, respectively. In this case, the benzene concentration val-
ues exhibited a strictly linear correlation with the input variables. For the Beijing
dataset, the relationships between PM2.5 concentration and predictor values were
non-monotonic, leading to a drastic drop in the performance of all networks. Find-
ings reveal that, in this case, LSTM networks were more robust compared to LMBR
and LM networks, as the values of their RMSE, MAE, and MAPE parameters were
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significantly lower. Furthermore, it is shown that the input variable selection tech-
nique (IVS) can be used to detect seasonal trends in the input data.

Keywords: Artificial Intelligence, LSTM Network, Levenberg-Marquardt Algo-
rithm, Input Variable Selection.

1. Introduction

Air pollution is becoming one of the major problems facing modern human society due to
various factors, such as the combustion of fossil fuels in industry, vehicle exhaust emis-
sions associated with transport, and the migration of the population to urban areas [35,
39]. In general, all components of air pollution can be divided into two groups: primary
and secondary. Primary components are created through the direct combustion of fossil
fuels, resulting in the release of gases and particulate matter into the atmosphere. The
most common representatives of this group are particulate matter (PM10, PM2.5), nitro-
gen and sulfur oxides (NO,, SO, ), non-methane hydrocarbons (NMHC) and ozone O3
[38]. Secondary components are formed by chemical reactions between primary compo-
nents. A typical example of this group is the conversion of non-methane hydrocarbons
into tropospheric ozone and peroxyacetyl nitrate (PAN) in the presence of the photocat-
alytic action of solar radiation. Numerous studies have examined the harmful effects of
pollutants on human health, with PM being of particular importance [24, 28, 70, 54].

Although PM air pollutants have been addressed in a relatively large number of pa-
pers, benzene has received limited attention. This is unjustified, considering that exposure
to benzene can cause various types of cancer in humans [47]. The adverse effects of this
and other pollutants have led to the development of modern technologies to monitor their
concentrations in the air, with artificial intelligence (AI) methods playing a particularly
important role, because they are not subject to the shortcomings typically associated with
traditional regression methods with regard to input data structure (the problem of mul-
ticollinearity and types of variables, mutual independence of data, etc.) [22]. In general,
Al methods used for air pollution prediction can be divided into five categories: fuzzy
logic [8], hidden Markov models [30], ensemble models [13], artificial neural networks
(ANNG) [5], and deep learning [24]. In the context of this paper, the last two categories
are of greatest interest.

ANN algorithms are widely used in air quality control, and recently, LSTM deep
neural networks have gained particular popularity [74,29, 49]. The popularity of these
networks is due to their ability to predict short-term and long-term dependencies of the
targeted variable, i.e. pollutant concentration. Various types of these networks have been
applied, and one study found that Bidirectional Long Short-Term Memory (Bi-LSTM)
achieves the best results [71]. In another interesting study, the authors developed a model
to predict PM particle concentrations ten days in advance in Seoul, South Korea, using
two techniques: LSTM and deep autoencoder [64]. In this paper, it was shown that LSTM
networks outperformed DAE, further demonstrating the advantage of LSTM. Recently,
researchers have increasingly used LSTM deep learning algorithms, which have proven
to be very effective in processing big data and time series [65, 53, 1,27]. The disadvantage
of these algorithms is the need to adjust the parameters in their hyperspace, which is time-
consuming, and for this purpose, particle swarm optimization and genetic algorithms are
used [68].
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Although recurrent artificial neural networks (RNNs) represent a modern type of
ANNS for the prediction of air pollution, the LM algorithm and its Bayesian-regularized
variant LMBR were also considered in this study. The reason is that, for small and medium
datasets, algorithms based on the second derivative of the loss function are generally more
efficient than those based on the first derivative [56]. Accordingly, the competitiveness of
the LM and LMBR algorithms can also be expected, since all RNN variants rely not only
on memory cells, but also on algorithms based on the first derivative of the loss func-
tion. LSTM and other variants of RNNs can learn temporal correlations between input
variables due to their property of memorizing long-term effects. On the other hand, algo-
rithms based on the second derivative work in batch or semi-batch mode, which means
that the history of the time series values of the predictors is taken into account. Another
reason why their competitiveness is worth examining is that there are almost no studies
comparing the properties of LSTM and LM/LMBR networks in air pollution tasks. A rele-
vant study has explored this topic in a different context. Specifically, the authors combined
LSTM networks with the LM algorithm to identify unknown aerodynamic parameters us-
ing real flight data from aircraft [73]. Their results demonstrated the effectiveness of this
approach compared to the parameter values obtained from wind tunnel experiments.

In the mentioned studies, the term air pollution prediction often refers to the predic-
tion of the concentration of specific air pollutants. The forecast horizon usually varies
from one to several days, and the discrepancies between the simulated and actual values
of the concentration of a given pollutant are reported most frequently [36,41]. The out-
put variable (pollutant concentration) is a function of numerous input parameters, so the
question that arises is the accuracy of this approach. For example, in all Al-based sim-
ulations, meteorological conditions are regularly taken into account as part of the input
parameters, which are highly variable both locally and globally. Therefore, the horizon of
future values is usually determined on the basis of the average values of the parameters in
the past. When using ANNSs, the predicted concentrations of pollutants could be grouped
into specific intervals or classes, since ANNs are more efficient at classification tasks.
However, this approach can estimate the interval of expected values, which can have a
significant impact on the planning of daily activities.

At the same time, the objective was to compare the properties of these models to iden-
tify the most suitable approach for the prediction of air pollution. However, like other
Al-based methods, they remain sensitive to the structure of the input data, and this issue
therefore requires particular attention. This limitation can be partially addressed through
input variable selection (IVS). According to recent studies, IVS techniques can be classi-
fied into three categories [7].

In the first category, known as filter techniques, the input data are preprocessed using
statistical analysis methods and algorithms that determine the relevance of the input vari-
ables [18]. A typical representative of this category is the algorithm mrMR (mr-minimum
redundancy, MR-maximum relevance) based on the application of the concept of mutual
information [42]. This category is the simplest to implement and is independent of the Al
method to which it passes the selected variables. IVS methods that involve an extensive
search through the parameter space of the input data, monitoring the effect of adding and
removing input variables, are called wrapper methods [25]. In this sense, there are two
types of these methods: sequential addition of variables to the initial empty set (SFS) and
sequential elimination of variables from the entire initial set of variables (SBS). In both
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cases, the effects of adding or removing variables are monitored by the behavior of the
loss function. This category of methods is technically much more demanding than the first
category in terms of computing time and memory resources.

The final category comprises the most complex methods in terms of practical imple-
mentation, as they are applied during the training phase of the Al method to which the
variables are assigned. This group of methods is called embedded methods and it should
be noted that the situation is particularly complex when it comes to ANNs [51]. Typical
representatives of this group are the CART and ID3 algorithms in decision trees. The ap-
plication of IVS yields benefits in terms of reduced computation time and lower memory
requirements, but it does not completely resolve the fundamental problem of the depen-
dence of Al methods on the structure of the input data. Among these factors, the sample
size is one of the most influential. The widely accepted view is that a larger sample leads
to greater accuracy of these methods, due to a larger training sample. However, this view
cannot always be accepted as correct, because there are studies in which researchers have
shown that high accuracy of Al methods can be achieved even on small sample sizes
[52]. Moreover, a further increase in the sample size may even reduce the accuracy of Al
methods [57].

Despite the growing use of Al methods in air pollution monitoring and prediction,
several important issues remain insufficiently explored. In particular, the comparative per-
formance of different neural network architectures under limited data conditions, as well
as the role of advanced preprocessing techniques in enhancing model performance, have
yet to be fully clarified. These challenges are especially relevant in real-time monitoring
scenarios, where accurate modeling of the relationship between environmental variables
and pollutant concentrations is essential.

Motivated by these considerations, this study addresses the following research ques-
tions:

— RQ1: How competitive are LSTM and LM/LMBR neural network models in real-
time air pollution monitoring, particularly in modeling the relationship between the
current values of the target variable and the corresponding input variables?

— RQ2: To what extent can the IVS method be effectively applied in the data prepro-
cessing stage for air pollution monitoring tasks, including the identification of rele-
vant input features and seasonal patterns in the data?

Given the high variability of input parameters in air pollution monitoring—such as
meteorological conditions, geographical characteristics, and temporal dynamics—as well
as the wide range of available Al-based modeling approaches, deriving universally valid
conclusions remains challenging. Nevertheless, the results obtained in this study provide
valuable insights into the applicability of the considered methods and can serve as a guide-
lines for future research in this domain.

The main contributions of this study can be summarized as follows:

— A comparative evaluation of LSTM and LM/LMBR networks is conducted using
the root mean square error (RMSE), mean absolute error (MAE), and mean absolute
percentage error (MAPE) metrics, demonstrating that their predictive performance is
largely comparable when trained on relatively small datasets.

— The study shows that monotonicity relations in input data lead to a significant im-
provement in the predictive performance of the considered neural network models.
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— The robustness of LSTM networks to nonlinear relationships between variables has
been generalized and extended to non-monotonic relationships.

— The applicability of the IVS technique is further extended by demonstrating its effec-
tiveness in identifying and analyzing seasonal patterns present in the input data.

The remainder of this paper is organized as follows: Section 2 reviews the related
work and provides the broader context for the study. Section 3 describes the methods used
in the research, including the research approach and procedures. Section 4 presents and
discusses the results obtained from the analysis. Section 5 outlines the main limitations
of the conducted research. Finally, Section 6 concludes the paper by summarizing the key
findings and suggesting directions for future work.

2. Related work

Air pollution prediction has emerged as a highly active research domain within environ-
mental informatics, given the paramount importance of accurate forecasts in safeguarding
public health and informing policy decisions. A substantial body of research has demon-
strated the potential of deep learning models, particularly LSTM networks, in capturing
long-range temporal dependencies in nonlinear and noisy time series data. Numerous
studies have utilized LSTM architectures to forecast particulate matter concentrations,
ozone, and other pollutants, consistently demonstrating superior performance compared
to traditional regression and shallow learning models. For example, in [44], the author
demonstrated that LSTM models outperformed classical regression approaches for PM2.5
forecasting. Similarly, the authors in [12, 61] introduced spatiotemporal variants such as
convolutional LSTM and recursive LSTM to integrate both temporal dynamics and spatial
correlations for air pollution prediction, demonstrating significant reductions in predic-
tion errors. Further improvements have been achieved by hybrid deep learning methods.
The authors in [31] proposed a CNN-LSTM framework for PM2.5 prediction, while the
authors in [69] employed an attention-based LSTM for real-time pollution monitoring,
with both studies reporting lower RMSE and MAPE values compared to baseline models.
Complementing these views, the authors in [58] also demonstrated that LSTM networks
successfully internalize complex, non-linear temporal dependencies of ambient quality
metrics. These findings have reinforced the prevailing view that LSTM architectures are
the state of the art in air pollution prediction tasks.

Despite this dominance, evidence suggests that optimization methods based on the
LM algorithm and its Bayesian regularization variant, LMBR, remain competitive in
certain contexts, especially when there are strong linear correlations between predictors
and target variables. In their study [15], the authors demonstrated that LM-ANNs out-
performed both multiple linear regression and other training algorithms in PM2.5 pre-
diction in India, achieving the highest coefficient of determination (R? = 0.8164) and
the lowest RMSE (9.52). Similar results were obtained in energy demand forecasting,
where LM-ANN models achieved superior accuracy compared to scaled conjugate gra-
dient and regression methods [62, 56]. Research reported in [26] analyzed multiple time-
series neural network models, including various configurations, suggesting that the Leven-
berg—Marquardt approach can be effective for Air Quality Index forecasting based on the
year of various gas measurements. In [4], the authors conducted a comparative analysis of
ANN models for long-term forecasting of PM10 concentrations. Their findings confirmed
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that, despite the low RMSE values achieved by LM-ANN, the LMBR approach consis-
tently delivered the most reliable overall performance, thus underscoring its potential in
air quality forecasting applications. The presented studies indicate that LM and LMBR
algorithms can be highly effective in domains where predictors exhibit strong linear re-
lationships with the response variable and where robustness to smaller sample sizes is
required. Direct comparative studies of the LSTM and LM/LMBR methods in the domain
of air pollution remain scarce, but emerging results point to their potential complemen-
tarity and indicate that such comparisons may offer valuable insights for identifying the
most effective predictive approaches, thus contributing to improved public health through
more accurate air quality management.

In summary, while LSTM networks have established themselves as the dominant
method for air pollution prediction due to their ability to handle complex nonlinear and
temporal dependencies, LM and LMBR-based networks remain important alternatives
that can offer competitive accuracy in contexts characterized by stronger linear depen-
dencies. The comparison of these approaches represents a promising research direction
that ensures both predictive accuracy and interpretability. This need forms the foundation
of the presented study, which systematically evaluates the comparative performance of
LSTM and LMBR in real-world air quality monitoring tasks.

3. Methods

To facilitate a clearer understanding of the methods and materials used in this study, an
overview pseudocode of the entire research process is presented below. This pseudocode
is intended to summarize the main methodological steps of the proposed air pollution
modeling framework and to provide a structured guide for interpreting the individual
phases of model development, validation, and evaluation. Each step is subsequently de-
scribed in greater detail in the following subsections. In addition to improving the read-
ability of the methodology, this overview also highlights the sequential dependencies be-
tween data preparation, model construction, validation, fine-tuning, and final performance
assessment.

The presented pseudocode shows that the overall process of air pollution modeling
using ANNSs can be divided into four main phases. While Phases 1, 2, and 4 are relatively
straightforward, Phase 3 requires additional clarification due to its greater methodolog-
ical complexity. In Phase 3, for each of the considered network models - LSTM and
LMBR/LM - the most appropriate partitioning of the input dataset into k folds is deter-
mined using k-fold cross-validation. This procedure is a standard technique for mitigating
overfitting during model training. Once the optimal fold scheme has been established, the
resulting models are further refined through a fine-tuning process. This step involves ad-
justing both the network architecture and the associated hyperparameters (lines 9—12 of
the pseudocode) in order to improve model performance. Finally, lines 13—16 of the pseu-
docode correspond to the prediction and evaluation stage, during which the trained models
generate output predictions and their predictive performance is assessed. Each phase of
the pseudocode will be described in greater detail in the sections that follow.
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Algorithm 1. ANN Modeling and Prediction Framework

Input: Raw dataset D; initial ANN architectures { LSTM, LM BR/LM}
Qutput: Predictions Y and performance metrics M for each ANN model

Phase 1: Data Preprocessing
1: Remove incomplete observations from D
2: Normalize variables using z-score standardization
Toom = (¢ — p) /o
where (i is the mean value and o is the standard deviation
3: Apply noise filtering to obtain cleaned dataset D _clean

Phase 2: Feature Extraction
4: Apply IVS technique to D _clean to identify seasonal trends

5: Construct feature set F’

Phase 3: Model Training and Optimization

6: for each ANN _model € {LSTM, LM BR/LM} do
7: Determine optimal k using k-fold cross-validation
8: repeat
9: Tune hyperparameters of AN N_model
10: Adjust network architecture
11: Evaluate model using k-fold cross-validation
12: until convergence of performance metric

Phase 4: Prediction and Evaluation

13: Generate predictions Y using trained AN N _model
14: Compute performance metrics M
15: end for

16: return Y and M

3.1. Databases and input variable selection

As already noted, there is no definitive classification of AI methods with respect to the
structure of input data; most recommendations rely on empirical findings from numeri-
cal experiments. A common starting point is the analysis of linear correlations between
the target variable and the predictors. Since linear relationships represent a special case
of monotonic dependence, their presence or absence often indicates whether the under-
lying relationships are predominantly monotonic or whether they are more complex and
nonlinear.

The two databases used in this study, namely the Air Quality dataset and the Bei-
jing dataset, were intentionally selected because they represent contrasting structures of
variable relationships. The Air Quality dataset is dominated by monotonic relationships
between variables, whereas the Beijing dataset contains predominantly non-monotonic
relationships among input predictors. Examining these opposing structural characteristics
enables a more informative assessment of research questions RQ1 and RQ?2.

However, Al methods alone are not sufficient for a comprehensive characterization
of these relationships; therefore, IVS techniques are also applied as part of the raw data
preprocessing stage.
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Air Quality dataset The numerical experiments were conducted using a dataset collected
from air pollution measurements in an Italian city between March 2004 and February
2005 [59]. The database contained 9358 samples, with values averaged over hourly inter-
vals, obtained from the sensor system. The target variable was the concentration of ben-
zene CgHg. Some of the recorded values were invalid (e.g. negative concentrations, neg-
ative temperature, and humidity), most likely due to sensor drift and other measurement-
related issues. An initial approach was to remove all samples that contained such invalid
values; however, this would have reduced the input dataset to only 827 samples. Because
this reduction was considered unacceptable, the distribution of invalid data was then ex-
amined for each variable. Based on this analysis, the variables were divided into three
groups, with 3.91%, 17.99% and 90% invalid data, respectively. Variables with more than
3.91% invalid data were excluded from further analysis. As a result, the number of input
variables, or predictors, was reduced from 12 to 8. It is important to note that removing
these variables did not affect the research questions introduced earlier, since the corre-
sponding measurements were available from other locations and could therefore still be
represented in the input dataset. For the remaining variables, invalid values were replaced
with the mean of all valid observations in the time series. The statistical parameters of the
filtered data are given in Table 1. As shown in the table, some variables are expressed in
arbitrary units, which corresponds to sensors nominally intended to measure the concen-
trations of specific air pollutants (PTO8S1, PT08S2, etc.).

In addition, all variables were found to be normally distributed. Therefore, Pearson’s
correlation test was suitable for correlation analysis. Since the target variable was the
concentration of benzene, Table 2 presents the statistically significant values of the cor-
relation coefficient between benzene and other variables, at a statistical significance level
of 5%. A visual inspection of Table 2 shows that the values of the correlation coefficient
are very high. The correlations between the input variables were also high, indicating the
presence of multicollinearity, which reflects the synergistic effect of various air pollutants
in their mixture in the air. Since the correlation values between the input variables are
high, it can be logically assumed that this parameter can serve as an indicator of seasonal
changes in the predictor-target relationship. Furthermore, it can also be used for input
variable selection in the case of incomplete input data from the sensor network.

Table 1. Statistical parameters of collected data

Parameters Unit Min. Max. Std.
PT08.S1(CO) - 647.25 2040 212.80
CsHg(GT) pug/m® 0.15 63.74 7.30
PT08.S2(NMHC) - 383.25 2214 261.56
PT08.S3(NOx) - 322 2683 251.74
PT08.S4(NO2) - 551 2775 339.36
PT08.S5(03) - 221 2522.8 390.61

T °C 0.05 44.6 8.63

RH % 9.18 88.72 16.97

AH g/m’ 0.18 223 0.40
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Table 2. Correlation coefficients with Cg Hg

Parameters Correlation with
CeHs

PT08.S1(CO) 0.85
PT08.S2(NMHC) 0.77
PTO08.S3(NOx) 0.51
PTO08.S4(NO2) 0.77
PT08.S5(03) 0.64
T 0.97
RH 0.93
AH 0.98

The mrMR algorithm was employed [43]. This algorithm selects input variables that
are minimally correlated (minimal redundancy, mr) with each other and maximally corre-
lated (maximal relevance, MR) with benzene as the output variable. The mrMR algorithm
relies on mutual information, defined by the following formula:

I=Zp(x7y)-1og]m M

where p(z,y) is the joint distribution of the variables = and y, while p(z) and p(y) are
the marginal distributions of the respective variables. The meaning of mutual information
can be seen if X N'Y = {0} is considered, where p(x,y) = p(z) - p(y), and from the
above formula it follows that (X, Y") = 0. Mutual information represents the amount of
information about one variable that is related to another variable. In practical applications,
the mrMR algorithm tries to maximize the M I score:

_ l . EIGS I(.’E,y)
S 2327265 I(l’,Z)

In the above equation, the numerator represents the sum of the mutual information of
the predictor x with the target variable y, and the denominator represents the sum of the
mutual information between the predictors. The mrMR algorithm attempts to maximize
the score by finding a suitable subset .S of input variables, so that the numerator in the
above formula is maximal (relevance) and the denominator is minimal (redundancy).

The results shown in Fig. 1 indicate seasonal trends for the winter and summer sea-
sons. In the summer season, NMHC, temperature, and absolute humidity are identified
as the dominant variables. This suggests enhanced benzene formation through secondary
chemical reactions among primary pollutants under the photocatalytic action of solar ra-
diation. During the winter season (Fig. 1D), nitrogen oxide emerges as the dominant vari-
able, most likely due to increased fossil-fuel combustion for heating, while temperature
and air humidity also appear among the relevant variables. In the other seasons (spring and
autumn, Fig. 1A, 1B), no significant predictors were identified. These findings are further
supported by Fig. 2, which shows two distinct peaks in the daily benzene concentration
profile during spring and summer. These peaks occur in the morning and late afternoon,

MI @)
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Fig. 1. Seasonal trends in the influence of the predictor on the concentration of benzene:
A-Spring, B-summer, C-autumn, D-winter

most likely due to increased traffic during the morning and afternoon rush hours. At the
same time, they are superimposed on increased benzene concentrations caused by the
previously mentioned secondary reactions in the summer season (Fig. 2B) and by thermal
combustion during the winter season (Fig. 2D).
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Fig. 2. Typical daily trends in benzene: A-Spring, B-summer, C-autumn, D-winter
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Beijing PM2.5 dataset This database comprised 43825 measurements of PM2.5 concen-
trations recorded at one-hour intervals in Beijing, China, together with the corresponding
meteorological conditions [10]. Data were recorded between 2010 and 2015. After re-
moving incomplete or invalid samples (e.g., those affected by sensor drift or containing
negative concentrations), the initial dataset was reduced to 41757 samples. The original
dataset also included columns containing the month and hour of each recorded sample,
which allowed the data to be classified by season even after preprocessing. To avoid the
effect of sample size and to ensure comparability with the first database used in this study,
the dataset was further reduced to 9358 samples. The target variable was the concentration
of PM2.5 particles, while the predictor variables were: Dew Point (DEWP), Temperature
(T), Pressure (P), combined wind direction (cbwd), cumulated wind speed (Iws), camu-
lated snowfall hours (Is) and cumulated rainfall hours (Ir). The main statistical character-
istics of these variables are given in Table 3, while Fig. 3 shows the average daily values
of the predictors throughout the seasons.

Table 3. Statistical parameters of the Beijing dataset

Parameters Unit Min. Max. Std.
PM2.5 pg/m’ 1 980 97
DEWP °C 28 28 14.91

T °C -19 41 12.96
P hPa 994 1045 10.31
cbwd - 1 4 1.28
Iws m/s 0.45 565.5 59.23
Is - 0 27 1.14
Ir - 0 36 171

In Fig. 3, the dotted line denotes the concentration threshold for PM2.5 that is consid-
ered hazardous to human health. According to the China national ambient air quality stan-
dards (NAAQS), standard GB 3095-2012, the corresponding permissible average concen-
tration value is 35 pg/m> (Grade I) [72]. As shown in Fig. 3, the average daily concentra-
tion of PM2.5 exceeds this threshold in all seasons. This exceedance is most pronounced
in the summer (Fig. 3C) and autumn seasons (Fig. 3D). The elevated concentrations of
PM2.5 observed during summer are most likely associated with high temperatures and
the photocatalytic effect of solar radiation, which promote reactions among gaseous pol-
lutants (SO, NOx, VOCs, etc.) and the formation of secondary particles (nitrites, sulfides,
etc.). In addition, increased air conditioning use and increased energy demand, together
with the evaporation of organic compounds, can contribute further to the condensation
and formation of PM2.5 particles. This interpretation is supported by the graph in Fig.
3A, which shows that PM2.5 concentrations are lowest during winter, when both temper-
ature and humidity reach their lowest levels. According to the filtered data, the average
winter temperature was 3.8 °C. Further preprocessing showed that the linear correlations
between the target variable and the predictors were not statistically significant. Kendall’s
correlation test, performed at the 5% significance level, indicated that the correlation co-
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Fig.3. Typical average daily PM2.5 particle concentrations: A-winter, B-spring, C-
summer, D-autumn

efficients were negligible or borderline statistically significant, as presented in the table
below.

Table 4. Correlations of PM2.5 particle concentrations with input variables

Parameters Correlation with
PM2.5
DEWP 0.303
TEMP 0.128
PRESS -0.252
cwbd 0.268
Iws -0.300
Is -0.007
Ir 0.010

The data listed in the table above lead to the conclusion that the relationships between
the variables in the system are nonlinear and complex, which is why it is necessary to use
other methods to investigate them. Among the various methods, nonlinear regression is
one of the best-known and widely used. Consequently, a nonlinear regression was per-
formed between the target variable y and each predictor x separately, that is:

K
y=ao+ ) az' 3)
=1
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where K is the highest degree of the polynomial in Eq. (3). If K > 1, it can be as-
sumed that the system is nonlinear, i.e., for K > 1, the system is highly nonlinear. Fig. 4
shows the results. As can be seen, the degree of nonlinearity K is very high for all predic-
tors, which means that nonlinear relationships prevail between the target variable and the
predictors. These results are also consistent with the data in Table 4. In the cases of the
DEWP and cwbd predictors, the Kendall coefficient values are borderline statistically sig-
nificant, since the statistically significant values of the Kendall coefficient p occur when
|p| > 0.25.

Degree of non-linearity

S Q >
& & & s

& @ N

N <

Fig. 4. The degree of nonlinearity between the target variable and the predictor

3.2. Performance criteria
The efficiency of ANNs in air pollution monitoring tasks is commonly evaluated using

the following metrics: RMSE, MAE, and MAPE [3]. These metrics are defined by the
following equations:

Zf\;(xv —¥i)?

RMSE = N (4)
1 N
MAE:N;xﬁyil ©)
1w — Yi
MAPE = =Y | 100 (6)
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3.3. Artificial neural networks

For air pollution prediction, LSTM networks and ANNs based on the LM algorithm were
employed. LSTM networks, as a class of recurrent neural networks, are widely used in air
pollution prediction problems [20]. They consist of conventional neural layers, including
one or more characteristic memory layers, or cells. These layers differ in both structure
and function, as they store short-term cell states and thereby enable the network to capture
long-range dependencies in the data. This makes such networks particularly suitable for
tasks that involve sequential data types. The structure of these cells is shown in Fig. 5.
Four units with specific functions can be identified. The symbols ¢ and tanh represent the
standard transfer functions sigmoid and hyperbolic tangent, and the operator ® denotes
element-wise matrix multiplication. The operation of the memory layer can be described
as follows: a sample vector X; from the input dataset propagates through the characteristic
units f;, iz, Cy, and Oy, also called gates, while interacting with the previous states C,_;
and h;_1 of the layer (cell), resulting in updated states C; and h;. The first unit, f;, known
as the forget gate, is given by the formula:

ft :O'(Wth-i-thtfl-’—bf) (7)

where Wy, Ry, and by denote, respectively, the corresponding neural and recurrent weights
and the bias matrices. Passing the vector through these gates, i.e., by applying Eq. (7), the
previous state of the cell is filtered, i.e., the unnecessary part of the previous state de-
termined by the vector h,_; is discarded or forgotten. Continuing further propagation
through the input gate ¢;, the cell state is prepared to be updated with new information.
This is described by the following equation:

iv=0(Wi- Xy + Ri - hy—1 + b;) 3

Ct—l 1 'Ct
_ (4] tanh
fol. &
| l : i ! 4%) > h
| o | : : & ! 4
:L A: : ! :
k=<1 1 ! 1
| ! i
1 | :
heq i

Fig. 5. Memory layer in LSTM networks

In the next phase, new information is added to the cell state:
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Co=f0Ci1+i©C 9)

with a previously prepared candidate C;:

ét = tanh (WC . Xt + RC . ht,1 + bc) (10)
Applying the output gate O then gives:

Ot:U(Wo'Xt+Ro'ht—1+bo) (11)

so that the new cell state vector h;, is finally obtained:

ht = Ot ® tanh(Ct) (12)

The structure of the LSTM network consisted of three layers: an input layer, an LSTM
layer, and an output layer. Because this study considered real-time prediction of the ben-
zene concentration based on the current values of the predictors, a single hidden LSTM
layer was sufficient. The input layer, as the initial layer, had a number of neurons equal to
the number of predictors, while the output layer had one neuron because the target variable
was benzene concentration. The number of neurons in the LSTM layer was determined
by optimization, which will be discussed in more detail later in the text.

The LM algorithm is one of the most efficient ANN algorithms for small and medium-
sized samples [62, 55,40]. Its modification with Bayesian regularization makes it partic-
ularly suitable for comparison with other algorithms, since this type of regularization
introduces a special self-penalization of the model, equivalent to the principle of Occam’s
razor [34, 16]. This algorithm minimizes the following objective function:

F = BEp(D | w,M) + aB,(w | M) (13)

where Ep = ﬁ Zle (y; — it )? represents the standard objective function, while F,, =

% Zfil w? is the sum of the squares of the neural weights, and « and /3 are hyperparam-
eters that need to be determined. The second term in Eq. (13) reflects the stochastic nature
of the neural weight distribution and assumes that, for each point in the ANN hyperspace,
multiple estimators may produce the same value of Ep. Therefore, by applying Bayes’
theorem, the posterior probability P(w | D, a, 3, M) is introduced:

PD|w,8,M)-P(w|a,M)

P(D|a, B, M)
where D is the input dataset, M is the estimator mathematical model, P(w | «, M) is the
prior probability, P(D | w, 8, M) is the likelihood function and P(D | «, 8, M) is the
normalization factor. More specifically, application of Eq. (14) requires the determination
of the maximum posterior probability so that, for a given distribution of neural weights,
the most probable model M can be identified in each epoch. Globally, this corresponds to
minimizing the objective function given by Eq. (13). The data distribution or likelihood
function is given by the following expression [34]:

Pw|D,a,8,M) = (14)

e~ Ew (w|M)

Plw|a,M)= - (15)

o—BEp(D|w,M)

P(D|w,B,M)= 70 ;
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B
can be determined on the basis of Bayes’ theorem:

21 N/2 27 N/2 : :
where Z,, = (;) and Zp = (—) . The normalization factor P(D | «, 3, M)

P(D|a,B,M)-Ple,p | M)

P D, M) = 16
Considering the general expression for the posterior probability:
eiF(w)
P(w|DvaaﬁaM): (17
Zp

where Zp = [ d3w e~ F(@:>6)  Combining equations (14)—(17) yields the final posterior
probability expression:
Zp
P(D M)= ——+ 18
(D] 0f.0) = 52 (18)
Determining the maximum posterior probability corresponds to minimizing the prob-
ability given in Eq. (18). The constants « and § are obtained from A = log (P(D |
a, B, M)) by solving:

dA
— =0, keq 19
ik {o, B} (19)
Further details of the derivation are given in [34, 16], resulting in the following:
Y N -~y —1
o= —— = — =K —tr(H 20

where 0 < v < K, and w,, denotes the most probable value of the neural weights obtained
from the classical LM algorithm. The neural weights in the LM algorithm are updated in
each epoch (iteration) according to the following formula:

Wnew: old_ﬂH_l'J'e (2])

In Eq. (20) and Eq. (21), the quantity H ~ 23J7 - J + 2ol is the Hessian matrix, .J
is the Jacobian of the first derivatives of the network error e and tr is the trace operator.

A brief description of the LMBR algorithm can now be given. The procedure begins
with loading the input data and the initial values of the constants «, 3, and K. After
the data have been propagated through the network, the neural weight matrices W are
updated according to Eq. 21. Within the same epoch, the coefficients «, 3, and ~ are
also updated, according to Eq. 20, and, at the end of the epoch, the convergence condition
|Ep| < &~ 107%,107° is tested. If the condition is fulfilled, the entire cycle is terminated
and the resulting model is saved. Otherwise, the cycle continues until convergence is
achieved or the maximum number of epochs is reached.

3.4. Determining the optimal structure of artificial neural networks

Since the study involved two databases, special attention was paid to the fact that machine
learning methods, including ANNSs, are highly data-driven. Consequently, numerical ex-
periments were performed separately to determine the optimal ANN structures for both
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databases. The results showed that, for the Air Quality dataset, the optimal number of
hidden neurons was 16 for the LMBR and LM networks and 11 for the LSTM network.
In contrast, for the Beijing dataset, the optimal number of neurons in the hidden layer was
9 neurons for the LSTM network and 50 neurons for the LMBR and LM networks. In
all cases, the input layer had a number of neurons equal to the number of predictors in
the system, while the output layer had one neuron, since this was a regression task. To
reduce the risk of overtraining, cross-validation was applied. The numerical experiments
showed that 10-fold cross-validation provided the best results for the LSTM network on
both databases, whereas 5-fold cross-validation provided the best results for the LMBR
and LM networks. For all network configurations, the learning rate was set to the default
value of 0.01, while the maximum number of epochs was 500. LM and LMBR operated
in batch mode, while the LSTM network operated in semi-batch mode with a batch size
of 80 samples.

4. Results and discussion

The results of the simulations are shown in Fig. 6 (Air Quality set) and Fig. 7 (Beijing
PM2.5 set).
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Fig. 6. Actual and simulated values of daily benzene concentrations for LSTM (A),
LMBR (C) and LM (D) networks and regression plots: LSTM (B), LMBR (D) and LM

(F)

To better visualize the differences in the simulation results, the corresponding values
of the efficiency measures are listed in Table 5 and Table 6.

A visual inspection of the parameter values in Tables 5 and 6 shows that the LSTM
networks perform efficiently in both cases, whereas LMBR and LM are competitive in
the case of the Air Quality dataset. This can be explained by the presence of strong lin-
ear, i.e. monotonic, relationships between the benzene concentration and the predictors.
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Table 5. Efficiency of ANNSs in Air quality dataset

Model RMSE (pg/m®) | MAE (ug/m®) | MAPE (%)
LSTM 0.11 0.09 1
LMBR 0.14 0.092 1

LM 0.57 0.2 2

Table 6. Efficiency of ANNSs in Beijing PM2.5 dataset

Model RMSE (ug/m®) | MAE (ug/m®) MAPE (%)

LSTM 45.74 30.32 52

LMBR 64.94 42.83 72
LM 65.68 545 74.25

Based on the MAPE values reported in Tables 5 and 6, it can also be concluded that the
LSTM networks are more robust in the case of the Beijing PM2.5 dataset, where mono-
tonic relations are not dominant. The observed competitiveness of the LM/LMBR and
LSTM networks across the two datasets provides an answer to research question RQ1.
More importantly, the results highlight two key data characteristics that strongly influ-
ence model performance: sample size and monotonicity. This conclusion follows directly
from the contrasting properties of the two datasets considered in this study.

Recent studies have examined the relationship between multilayer perceptron (MLP)
networks, including LMBR/LM models and LSTM networks [66, 14,50, 17]. The find-
ings indicate that no universally optimal model exists, since performance depends largely
on the structure of the dataset, the sequence length, and the processing of input attributes.
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In general, LSTM networks tend to perform better in tasks involving sequential or tempo-
ral data, whereas MLP models can remain competitive when temporal dependencies are
weak or when the dataset is relatively small (<10,000 samples). The results obtained in
this study are consistent with these findings. Based on the RMSE, MAE, and MAPE val-
ues discussed previously, the performance of LMBR/LM networks is comparable to that
of LSTM networks for the Air Quality dataset (9358 samples). However, for the Beijing
dataset, where non-monotonicity relations dominate, LSTM networks achieve superior
performance. Moreover, recent studies have shown that incorporating monotonic rela-
tionships between input variables can significantly improve the performance of ANNSs,
even when the available dataset is relatively small [63, 48].

The influence of monotonic relationships on the performance of ANNs is also indi-
rectly confirmed by the Universal Approximation Theorem [23, 11]. According to this
theorem, an ANN with a single hidden neural layer that uses a nonlinear transfer function
can approximate any continuous function defined over a compact subset of R" to arbi-
trary accuracy. In the mathematical literature, it has been shown that every non-decreasing
(monotonic) function is pointwise and uniformly continuous and that, in general, mono-
tonic functions have a finite and countable set of discontinuities, often suggesting a strong
tendency toward continuity [45, 2].

The significant influence of monotonicity relationships has also been confirmed by
other authors. Building on the monotonicity requirement in traditional generalized linear
models, the authors showed that introducing a monotonicity constraint in ANNs leads to
improved predictive accuracy [46]. They achieved this by introducing a new set of hidden-
layer transfer functions. This set consisted of three new zero-centered transfer functions
combined with the original ReLU transfer function. This approach led to a fully connected
neural layer with constrained monotonicity that can control the concavity and convexity
properties of its output function. Accordingly, ANNs formed from these layers are called
constrained monotone neural networks. Furthermore, the influence of the monotonicity
property was also considered in a study related to the distribution of biological species
as a function of environmental and climatic conditions modeled by a range of different
variables [21]. As this field was dominated by traditional regression analysis models, lin-
earity was an important assumption that was often not satisfied, and attempts to ease this
assumption using the structured additive regression model (STAR) did not yield satis-
factory results. Therefore, the authors introduced the concept of probability of finding a
species at a given point in space and time. This probability is defined as the logistic trans-
formation of the regression function: f = B3, where B is a spline in the form of a matrix
n X m (n — the number of samples and m — the order of the spline), while 3 represents
the corresponding coefficients in the form of a matrix m x 1. The regression function
was decomposed into a global component that takes into account the effects of the input
variables and an additional component related to non-stationary effects and spatial and
spatiotemporal autocorrelations. The model is estimated by minimizing the least-squares
criterion, with the monotonicity constraint controlled by an additional sum of squared
residuals. The results clearly showed that the fit with the monotonicity constraint was
superior to the fit without this constraint. Another interesting approach that confirms the
advantage of the monotonicity property is the Deep Lattice Network. Using a variant of
these networks (Deep Lattice Cross Network), researchers predicted aerodynamic-force
values with high accuracy [73]. This multi-purpose machine learning model for predict-
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ing lift and drag coefficients was trained on the basis of fluid-dynamics simulation results.
Excellent agreement was observed between the results of these models.

Tables 5 and 6 also show that LMBR networks are more efficient than LM networks
for both datasets. The advantages of the LMBR algorithm have also been observed in
other studies. Of particular interest is the sharp decline in the performance of all networks
for the Beijing for the, where nonlinear and non-monotonic relationships between the
input variables dominate. Based on these results, it can be concluded that the LSTM net-
works are more robust to the nonlinearity of the input data, as indicated by the parameter
values in the tables above. These results can be considered in the context of the answer to
research question RQ1.

In most studies, the theoretical analysis of the impact of nonlinear relationships in the
system on LSTM networks has been limited to numerical experiments and comparisons
with classical methods, because an analytical approach is often too complex or unavail-
able. For example, using a special type of modified LSTM network with recurrent feed-
back (OR-LSTM), researchers have shown that classical nonlinear system dynamics can
be successfully reconstructed through nonlinear transfer functions and memory mech-
anisms [9]. Van der Pol and Duffing oscillators, as well as other nonlinear mechanical
systems, were examined using OR-LSTM networks, and their typical characteristic be-
haviors, such as chaotic regimes, were successfully reconstructed. These findings are con-
sistent with the results of the present study. Similarly, it has been shown that LSTM net-
works can successfully reconstruct high-dimensional chaotic systems such as the Lorenz
96 model and the Kuramoto—Sivashinsky system [60]. In this manner, researchers also
examined nonlinear stochastic dynamical systems with noise, such as stochastic Van der
Pol and Mackey—Glas oscillators [67]. It was shown that LSTM networks can track the
evolution of the states of these dynamical models, not deterministically, but instead by
modeling the probabilities of transitions between system states. This approach has proven
to be more robust than classical methods. Similar results have been reported in several
other studies [6, 32]

The advantage of LMBR networks on smaller datasets has also been observed in other
studies. Using air pollution data from the Putrajaya area in Malaysia, the authors evalu-
ated three different methods for air pollution analysis and compared their performance
[37]. These methods were the autoregression moving average (ARIMA) model and 40
ANNSs based on the LMBR and conjugate gradient algorithms. They forecasted the API
(Air Pollutant Index) as the target variable as a function of various pollutants (CO, O3,
PMi) and showed that the LMBR algorithm outperformed the other two methods based
on the mean squared error (MSE) and MAPE values. The lowest MSE values were 19.43
for LMBR, 19.6 for the conjugate gradient method, and 96.74 for ARIMA, while the cor-
responding MAPE values were 8.57 for LMBR, 8.82 for the conjugate gradient method,
and 23.44 for ARIMA.

The results shown in Fig. 1 and Fig. 3, obtained by the IVS technique, represent the
answer to the second research question RQ2. This technique is usually used in other stud-
ies to filter the most influential variables in order to improve the performance of ML
methods. Although the most significant variables are selected for the ML method in this
way, some important relationships between the input variables are also eliminated in the
process. In addition, it remains an open question whether the same level of efficiency
could be achieved with further parameter tuning in the hyperspace using all input vari-
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ables. In this study, IVS techniques were applied to detect seasonal trends in the input
data. In both databases, temperature, relative humidity, and absolute humidity are iden-
tified as highly influential variables. The influence of air humidity was confirmed in an-
other study in which the authors examined the possibility of removing volatile organic
compounds from the air using non-thermal plasma technology (NTP) [33]. They exam-
ined the properties of benzene oxidation during dielectric barrier discharge in a plasma
reactor, which consisted of two coaxial quartz tubes. The inner tube contained a silver
wire with a diameter of 8 mm, which served as the inner electrode and was connected to a
voltage source. The outer stainless steel electrode was grounded and attached to the wall
of the outer electrode. A gas mixture consisting of benzene, nitrogen, and oxygen was in-
troduced into the plasma formed between these two electrodes to simulate real industrial
conditions. With controlled introduction of water vapor into this system, it was shown
that benzene decomposition increased with relative humidity until it reached 60%, after
which it began to decrease. The efficiency of benzene decomposition initially increases
because benzene is oxidized by OH radicals formed through collisions between electrons
and water molecules. In addition, OH radicals have a substantially higher oxidation po-
tential than oxygen and other oxidants present in NTP plasma. At relative humidity values
greater than 60%, the efficiency of benzene decomposition begins to decline, indicating
that water vapor plays a dual role in the process.

A similar result was reported in another study in which researchers measured the con-
centration of air pollutants in the Mali LoSinj area in Croatia [19]. Using multisorbent
sample tubes and the DDA technique, they determined the concentration of non-methane
hydrocarbons. They showed that during the autumn period, when the concentration of
OH radicals is low, the concentration of hydrocarbons is high, which indirectly implies
the interaction of OH radicals and benzene. The most abundant hydrocarbons in their mea-
surements were benzene, toluene, propane, and ethyne. An additional interesting finding
was reported in the same study. Specifically, it was found that hydrocarbons with five or
more carbon atoms, such as benzene, toluene, etc., are positively correlated with each
other. This was also the case in the present study, where high statistically significant cor-
relations of benzene with other hydrocarbons were also confirmed (p = 0.77). The most
likely explanation for this phenomenon is traffic as a common source of NMHC and ben-
zene, as shown in Fig. 5. This may also explain why NMHC was selected as an input
variable, since the mrMR algorithm selects variables that are weakly correlated with each
other and highly correlated with the output variable.

5. Limitations

In this work, input data filtering techniques were applied to increase the generality of
the analysis, as they are independent of the Al methods to which they pass the selected
variables. It is important to note that these techniques were used to improve data prepro-
cessing and detect seasonal trends, although they are more commonly used to select the
optimal set of input variables. In such cases, special attention must be paid to the fact that
not all IVS methods are independent of the AI method to which they pass the selected
variables. This is particularly important because, in addition to the ANN types examined
in this study, there are other machine learning methods that can be combined with various
IVS techniques.
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6. Conclusion

A comparative analysis of LSTM networks and neural networks based on the LM algo-
rithm was performed for air pollution prediction tasks. The results showed that ANNs
based on the LM algorithm were competitive with LSTM networks when there were
strong linear correlations between the target variable and the predictors. When the rela-
tionships between the variables were non-monotonic and nonlinear, the performance of all
networks decreased significantly, although the LSTM network showed greater robustness
than the other models. More broadly, this issue should also be examined in forecasting
tasks, where LSTM networks are expected to have a substantial advantage due to their
memory capabilities. This remains an important direction for future research. The results
indicate that the structure of the input data remains one of the most influential factors
affecting the performance of machine learning methods.
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