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Abstract. This review article examines different architectural approaches for IoT-
based Remote Patient Monitoring Systems. Four different classification categories
have been identified, each with their own strengths and weaknesses.
Fog-based architectures reduce latency and enhance privacy through localized data
processing. Cloud-based solutions offer robust storage and analytics capabilities,
but struggle with latency and centralization. Hybrid systems combine edge and
cloud computing to improve scalability and efficiency, while blockchain-enabled
architectures focus on secure, decentralized data management.
The findings from 11 original publications were summarized. This paper describes
the characteristics of the identified approaches by examining common and unique
concepts used by the solutions in the same classification category based on prior
analysis.
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1. Introduction (Architecture approaches for IoT RPM)

Remote Patient Monitoring (RPM) systems are being increasingly discussed in modern
healthcare [7]. RPMs relieve patients of manual health data collection and provide more
representative measurements as they are being taken in their home environment. On the
other hand, they benefit the medical institutions and their staff by reducing the number of
physical visits, better monitoring of a higher number of patients and extending the range
of medical services to a greater geographical area.

To implement a modern RPM system, different technologies can be chosen. One
promising example is the Internet of Things (IoT). IoT and its healthcare-specific subset,
IoMT (Internet of Medical Things), are being increasingly recognized for their poten-
tial to address medical requirements efficiently, especially in terms of scalability, security,
and real-time monitoring [1]. The widespread use of this technology for home automation
suggests growing maturity and feasibility of exploring this area for use in environments
where the reliability and accuracy of systems and their measurements are critical. How-
ever, implementation of such solutions using IoT brings several system design challenges
that should be addressed to improve effectiveness [11].
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This review focuses on analyzing and classifying the architectural paradigms em-
ployed in IoT-based RPM systems examined and how they ensure high availability, pa-
tient privacy and scalability. Four distinct classes of IOT RPM system were identified:
cloud-based, fog-based, hybrid, and blockchain-enabled. By classifying solutions based
on data processing and system functionality, the review examines innovations and trade-
offs in RPM design. This work aims to contribute to understanding the strengths and
limitations of architectural approaches, providing valuable insight to system designers
and researchers to improve IoT-based RPM systems.

The remainder of this paper is structured as follows. Section 2 (Search strategy) de-
scribes the literature search and selection process. Section 3 (Publication Classification)
presents the classification framework used to group the identified RPM architectures. Sec-
tions 4–7 then discuss fog-based, cloud-based, hybrid, and blockchain-enabled architec-
tures in detail. Finally, the Conclusion summarizes key findings and outlines directions
for future research on IoT-based RPM system design.

2. Search strategy

Studies published before 1st February 2024 were retrieved from The IEEE Xplore digital
library database. The following search term was used: IoT AND (”Remote Patient Mon-
itoring” OR ”RPM”) AND (”Non-Invasive Technologies” OR ”Digital Health Technolo-
gies” OR ”Wearable Devices”). The search period was limited to publications published
from 2018 onward in order to restrict the search window to the last five years, calculated
from the time we started writing the article. Our search yielded 35 results. The abstracts
and full texts of each publication were screened and assessed for inclusion. Out of 35
initial publications, 23 were excluded for several reasons:

– 16 did not discuss the topic of our review article directly
– 6 were reviews without original data
– 1 was a survey
– 1 was a physical-only resource that we did not have access to

Finally, 11 original publications were included in this review.

3. Publication Classification

We analyzed the selected publications in order to develop a system for classifying their
discoveries into different categories. In this way, we could later compare the details of the
solutions that used the same approaches. By looking only at the specifics of the architec-
ture within a particular paradigm, we sought to enable more direct comparisons.

We decided to classify the solutions according to where most of the data is processed,
in relation to the role of the device in the system. With this approach, we formed 4 cate-
gories. “Fog-based architecture”, where the processing power is partially transferred from
the central server to the periphery, as opposed to the more traditional “cloud-based archi-
tecture”, where the powerful processing takes place on a centralized remote server or
group of servers. Then we observed some approaches where simple operations are per-
formed on the edge devices, but more complex analytics are moved to the cloud, which
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we call “hybrid architecture”. Finally, we observed a interest in the use of blockchain
paradigms to fulfill the requirements of an IoT RPM system and decided to include a
chapter discussing the pros and cons of integrating “blockchain technology” in the sys-
tem architecture.

All examined solutions, as represented in the supplementary material, are provided
for reference.

4. Fog-based Architecture

In the early stages of the development of RPM IoT system architectures, there were two
main approaches: Edge-based and cloud-based approaches. Both have their own advan-
tages and disadvantages, which we will discuss in later chapters. For some years now,
however, there has been a middle ground between these two approaches, namely the use
of the so-called fog computing paradigm. The term was invented to refer to “cloud com-
puting” by comparing how fog appears in nature in relation to clouds. In this case, some
of the computational capabilities are spread from a central cloud closer to the IoT de-
vices (the fog). Such devices are usually responsible for communicating with multiple
IoT devices on the same local network. A commonly cited advantage of fog nodes is their
relative computing power compared to the IoT sensors. This can reduce central server load
through local filtering and processing, may enhance the privacy aspect of such systems
as less data is sent outside the patient’s home network, and can support more advanced
emergency response capabilities.

The first example of a fog-based infrastructure is the one in [5]. The goal of the RPM
system was a low-latency approach to detect abnormalities of patients’ heart rhythm by
ECG (electrocardiogram) using IoT wearable devices and deep learning. The system is
represented by the sensor, fog and cloud layers. Wearable IoT devices are part of the
sensor layer, which is capable of transmitting data to the fog layer and responding to
commands from the fog layer when medical emergencies are detected. The devices in this
layer are the simplest and therefore cannot perform data analysis. The fog layer consists
of a cluster of fog devices, called gateways, which act as intermediaries between the sen-
sors and the cloud. Each fog node has its own local storage for the temporary storage of
measurement data. If the node cannot process the signal locally due to a high computa-
tional load, the data is transferred from the local storage to the cloud for processing. In
a scenario without overload, the signal is first filtered and then processed on the node.
As they are computationally more powerful than the sensor level devices, but still far less
powerful than the cloud, the fog nodes perform the signal classification using the infer-
ence model downloaded from the cloud, but do not implement the deep learning process.
If an abnormal value is detected, the alert is first sent to the sensor layer to notify the emer-
gency services before being sent to the cloud layer for model training. The cloud layer is
responsible for the global storage of the measured values, the constant training process
of the deep learning model and the transmission of the latest inference model to the fog
layer. The system architecture was tested together with a one-dimensional convolutional
neural network as a classification model. The authors reported a 25% faster response time
compared to the conventional cloud-based approach.

The second fog-based computing architecture [6] attempts to optimize patient privacy,
data processing, system response time and patient-service interaction. The system uses
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IoT sensors in combination with a surveillance camera feed and speech recognition de-
vices to improve interaction. The fog node is the main component of the framework. The
sensor data is transmitted to the fog device, which processes it and obtains the patient’s
consent to connect via the voice recognition module if an abnormal value is detected.
The medical center is only given permission to view the camera feed if the patient has
given consent or if there is an emergency (if the patient is asked for consent but does
not respond). In this way, the fog node fulfills three tasks. It provides local data filtering
that ensures patient privacy. By checking for anomalies and speech recognition in the fog
node, processing is offloaded from the main server. Emergency confirmation process is
improved using the camera feed. The system prototype was implemented with 3 Rasp-
berry Pis for speech recognition and an NVIDIA Jetson TX1 as a fog node. Compared
to a conventional system architecture, where all processing takes place in the cloud, the
fog-enabled system reported an average round-trip latency for processing requests that
was 100 times lower.

The gateway does not always have to be a separate device. To save costs and make bet-
ter use of hospital resources, [9] developed an early warning system that uses the patient’s
smart device as a gateway. The aim of the system was to detect a sudden deterioration in a
patient’s health after discharge from the ICU (intensive care unit). The system consists of
wearable IoT devices, a smartphone or tablet that serves as a gateway, and a remote early
warning and analysis system. The medical data from the IoT devices is transmitted to the
gateway via Bluetooth. There, the raw data is processed using specially developed math-
ematical models and the current health metrics are generated. Communication between
the gateway and the remote analysis system takes place via local or cellular networks.
The remote analysis system displays the readings to the medical staff, but also provides
automatic alerts with an early warning value for the emergency response team. By utiliz-
ing existing resources, the team was able to quickly implement the system and conduct a
successful pilot study with more than one hundred patients.

The examples of architectures described above show that fog computing
paradigms may offer several potential benefits for use in IoT-based Remote Patient Mon-
itoring (RPM) systems. It combines the strengths of edge and cloud computing while
mitigating their respective limitations. By decentralizing computational tasks closer to
the data sources, fog architectures offer improved data protection, reduced server load
and improved emergency response capabilities. Comparing the solutions examined, fog
implementations differ in their approach to data protection, latency and resource utiliza-
tion, despite their common basis in the distribution of processing tasks. For example, the
integration of advanced data processing and emergency protocols directly in the fog layer,
as seen in [5], contrasts with architectures that prioritize patient privacy through localized
consent mechanisms [6]. Furthermore, the innovative use of existing devices as gateways
[9] emphasizes the versatility and cost-effectiveness of fog computing in healthcare. Over-
all, these examples indicate a potential role for fog computing in the development of RPM
systems by providing a balanced, adaptable framework that meets the critical needs of
healthcare IoT infrastructure.
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Fig. 1. Mind map for Fog-based architectures comparison

5. Cloud-based Architecture

If we want to perform complex data processing, have centralized storage of medical
records or use sophisticated data analysis approaches such as machine learning or deep
learning, we need powerful resources that a cloud-based approach can provide. In such
scenarios, the IoT devices only transmit the data to the cloud and sometimes also receive
the analysis results. Such systems can provide substantial processing capacity, but the de-
pendence on a central server may introduce a single point of failure. Another challenge is
the latency that is sometimes required for real-time RPM systems. As the amount of data
at the ingestion point increases and data processing becomes more complex, the latency
can become more pronounced.

The fog node is not required if the sensor devices themselves are equipped with suf-
ficiently powerful hardware. This means that the medical IoT device can be connected
directly to the central server, for example via Wi-Fi. This simplifies the architecture, but
places a greater load on the central server. By using an established cloud infrastructure
provider, the load can be distributed internally.

The smart healthcare monitoring system by [13] used this approach by combining Wi-
Fi IoT sensors with a cloud database Firebase. They implemented a real-time monitoring
solution with two mobile applications, one for patients and one for medical staff. By
developing a background service, alerts were implemented for both parties, even when
the mobile application is not actively running on their devices. The Firebase Realtime
Database API was used to respond to data changes without the need for user intervention
or manual updating of the app, contributing to the real-time requirements of the system.

A similar hardware approach was taken in [8], where a centralized system was de-
veloped for people infected during a pandemic. It allows the authorities to verify that the
person is following quarantine instructions and the medical staff and family to monitor
the patient’s health status while providing a standardized EHR (electronic health record)
cloud data storage solution. The system consists of three layers. IoT wearable devices take
medical measurements and forward them to the online platform along with the device’s
GPS (Global Positioning System) data. The platform consists of a database and a server on
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which the data processing takes place. First, the platform checks whether the transmitted
vital data is within the normal range and only if this is not the case are the GPS coordi-
nates checked. Based on this data, an emergency alert can be triggered to the authorities
if the patient’s location does not match the agreed quarantine location. The medical mea-
surement is then standardized as an EHR and written to the cloud database. A web-based
monitoring interface has been implemented for medical staff. The server also servers the
data to the mobile companion app, which the patient’s relatives can use to find out about
their current state of health. A limitation of this solution is that the automatic alerts are
only implemented for quarantine violations, but not for abnormal medical measurements,
which still require manual review by medical staff or the patient’s relatives.

IoT Remote Patient Monitoring (RPM) systems that use a cloud-based infrastructure
share a certain degree of common characteristics of the models discussed. All of the ar-
chitectures examined leverage the power of cloud-based data processing and centralized
storage, which underpins their robust ability to process complex data operations and en-
able monitoring capabilities through IoT devices. Despite these common attributes, both
solutions focused on different types of functionalities. Article [13], for example, features
seamless real-time data synchronization and uses a background alert service to enable
seamless monitoring without direct app interaction. On the other hand, Article [8] inte-
grates GPS data to enforce quarantine compliance, providing a unique layer of patient
management. It also introduces a web-based interface for healthcare professionals and
selectively automates alerts for quarantine violations, while other critical alerts are not
automated. These nuanced differences highlight the tailored approaches to address spe-
cific healthcare monitoring challenges and emphasize the importance of context-driven
architecture design in IoT-based patient care.

Fig. 2. Mind map for Cloud-based architectures comparison

6. Hybrid Architecture

The edge-based solutions are decentralized, straightforward to implement and not depen-
dent on another external system to perform the basic tasks. They usually consist of small
battery-powered IoT devices that may or may not communicate with external systems,
but perform their data analysis independently. The advantage of these devices is that they
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are able to run simple algorithms to perform basic local signal analysis. However, due
to their size, they are limited in terms of resources and power. This subsection discusses
architectural solutions that mainly utilize edge computing paradigms but seek to mitigate
limitations of requiring powerful edge devices by utilizing the cloud for more complex
tasks and data centralization.

In both solutions [2] and [4], approaches were developed in which a ubiquitous device,
e.g. the patient’s smartphone, served as a gateway between the IoT devices and the cloud.
The main difference to the fog-based solution is that apart from data aggregation and
forwarding, no data processing takes place locally on the device itself.

The solution in [2] utilized IoT smart patches to measure ECG signals from patients
and developed an RPM framework for monitoring and real-time data analysis using a
microservice architecture to achieve better performance and scalability. Data acquisi-
tion, streaming, processing, storage and reporting were implemented. To overcome the
resource constraints of smart patches, data is transmitted via BLE (Bluetooth Low En-
ergy) to the nearest paired smartphone. An app was developed for this device, which
serves as a gateway to the cloud and enables the management of IoT devices, the display
of real-time data and alerts for patients. The app also creates a background service that
connects to the backend via MQTT (Message Queuing Telemetry Transport) protocol to
enable bidirectional communication. The core of the backend consists of the open source
IoT platform ThingsBoard. It enables the system to store patient personal data and time
series data from the IoT patches, send notifications to the smartphone app and communi-
cate with other backend services via the so-called “integrations”. Two main integrations
are those for the MQTT broker for data acquisition and for the event storage and stream
processing platform. The scalability of the system is achieved through the Apache Kafka
event store. It enables the system to forward the data to the corresponding microservice
without overloading its resources. It prepares the data and waits until the target service
is ready to process it. The key microservice is the one for data analysis with machine
learning algorithms, which enables real-time alerts and decision making. After the data
is analyzed, a new event is created containing the results of the data classification along
with the raw data to be written to the database for long-term storage. This database is
also used as a source for the dashboard web application, which displays the ECG charts
to the medical staff and informs them of any anomalies in their patients’ measurements.
An advantage claimed for this approach, which overcomes the traditional disadvantage of
cloud architecture, is the use of an event processing platform together with the microser-
vice backend architecture to achieve sustained performance of the system as the amount
of data at the entry point increases.

Another case of a hybrid approach was described in [4], in which both the cloud and
the resources already available (patient’s smartphone) were used. The system implements
all the main functions of the larger systems, but by reusing existing resources and devel-
oping a single code base, the solution is very compact and therefore easy to maintain and
deploy. The aim of the system was to implement RPM, in particular to measure heart rate
and oxygen saturation and to provide a a solution intended to be readily available and low-
cost. The developed app not only provides the management interface for the system, but
can also capture medical data from the device’s camera to measure heart rate and blood
oxygen saturation using photoplethysmography. The same measurements could also be
taken in a more precise way using an IoT sensor device with more specialized sensor
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equipment. In this case, the IoT device transmits all data to the cloud independently, and
the smartphone is only used to display the data by querying the server. The same app is
used for patients and doctors. Patients can view their measurement data, receive medical
alerts and manage medical services. Doctors can view their patients’ data and communi-
cate with them via the integrated chat function.

Hybrid architectural approaches in IoT Remote Patient Monitoring (RPM) systems
show a mix of edge and cloud computing paradigms to leverage the strengths of both sys-
tems while mitigating their respective weaknesses. Commonalities between the solutions
discussed include the use of patient-owned devices as intermediary gateways, system scal-
ability and ensuring user-friendly interfaces. Differences can be seen in the scope of data
processing, with some approaches favoring minimal edge computation and others incor-
porating extensive cloud-based analytics and decision-making capabilities. Of note is the
innovative use of existing resources (e.g., smartphones) to reduce system complexity and
cost, as in solution [4], in contrast to the more elaborate service-oriented architecture of
solution [2], which emphasizes performance and scalability through microservices and
event-driven design. These approaches demonstrate the critical balance between resource
efficiency, real-time responsiveness, and system scalability in designing effective remote
patient monitoring (RPM) systems.

Fig. 3. Mind map for Hybrid architectures comparison

7. Blockchain Technology in RPM

Blockchain technologies have seen broader adoption beyond digital currencies. Several
articles that dealt specifically with how utilizing blockchain could improve the current
RPM system architectural approaches. Even though, the described solutions utilize the
paradigms of all previously described architectures, we decided to include it into a sepa-
rate section as they still act distinctly differently from the traditional systems.

This section discusses potential benefits of blockchain technologies to IoT RPM sys-
tems, how blockchain technology can be integrated into system architecture, how alerts
can be automated using smart contracts, what consensus mechanisms can be used be-
tween nodes, and how confidential data can be stored in a decentralized manner aiming to
support the confidentiality, integrity and availability of data.
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All articles that include blockchain technologies in their solutions show some simi-
larities in their approach [14, 12, 10, 3]. All solutions chose blockchain to enable efficient
and secure transfer of medical data, protect patient privacy and manage access to con-
fidential information. A private blockchain was considered useful in this context as the
consensus mechanism between nodes can be simplified, allowing the system to consume
fewer resources, which is a potential benefit in resource-constrained IoT environments.
None of the solutions relied on commercial blockchains (such as Ethereum), but devel-
oped their own stripped-down version that is less resource-intensive. Furthermore, none
of the solutions stored the data directly on the blockchain, but used a type of cloud stor-
age for the actual data and only stored the data hashes on the blockchain to improve the
resource efficiency and response times of the system. This was complemented by the use
of fog nodes to bring compute, storage and network services closer to the IoT devices,
reduce latency, improve data protection and increase scalability. Although the same tech-
nology was used, the exact implementation specifics and different innovative approaches
were used, as described below.

The researchers in [14] have developed a blockchain-based system based on Hyper-
ledger Fabric, a permissioned distributed ledger, and combined it with cloud storage to
improve robustness and data CIA (confidentiality, integrity, and availability) in IoT RPM
systems. The system architecture comprises four layers: Hyperledger Fabric, Hyperledger
Composer, Cloud layer and RPM application layer.

Hyperledger Fabric represents an enterprise-focused private blockchain that provides
peer certificate issuance services, a distributed immutable ledger, and a specialized smart
contract service called Chaincode. To build the business logic, Hyperledger Fabric uses a
connection profile to Hyperledger Composer, which provides a domain-specific language
for modeling the business network with its associated assets (medical data), participants
(patients and doctors) and transactions. The same service also enables the easy creation
of a REST (Representational State Transfer) API service to query the model.

The data from the medical IoT devices is first sent to an IoT Fog Gateway in the local
network for data aggregation and temporary storage in case of network unavailability. The
gateway then forwards the information to the Hyperledger Fabric running in the cloud.
The cloud ledger consists of encrypted medical measurements stored in chained blocks.
Once the data is received, the ledger is updated and transactions are stored in cloud storage
to improve efficiency and scalability. Patients and doctors interact with the system via the
RPM web application, which retrieves the data via the REST service.

Placing a private ledger at the fog layer showed lower server response times and stead-
ier throughput than a cloud-only baseline as device counts and packet sizes rise, indicating
that edge aggregation and permissioned consensus can keep end-to-end latency acceptable
for wearables.

The model in [12] attempts to eliminate security issues by using blockchain tech-
nologies tailored to the resource-constrained environment of IoT. It eliminates the Proof
of Work (PoW) consensus mechanism and explores effective cryptographic methods that
still match the computing power of IoT devices. An overlay P2P (”peer-to-peer”) network
based on a distributed architecture consists of devices called nodes grouped into clusters
managed by a cluster head. Communication takes place via the cluster heads which use
public key encryption to secure the data and a custom made blockchain consisting of data
hashes. The original patient data is not stored in the blockchain but in the cloud to improve
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the efficiency of the system. The data is stored in identical blocks and encrypted with the
patient’s public key before its hash is sent to the overlay network. A smart contracts en-
vironment is also implemented to enable automatic alerts for healthcare providers. The
main cryptographic concepts in this paper are the ARX encryption algorithms and ring
signature. ARX algorithms (Addition, Rotation and XOR) are, as the name suggests, a
branch of symmetric encryption algorithms that are implemented with simple operations.
This makes them suitable for use in computationally less powerful devices. The system
uses ARX for double encryption. The medical data is first encrypted with a symmetric
key before public key cryptography is used. Another technique, known as ring signature,
allows the signer to sign the data anonymously. When the patient wants to sign their data,
the system collects other signing requests from other participants and mixes them before
sending them across the network. By blending their signature with other signatures in the
ring, no one but the signer knows who signed which medical record.

In [10], a privacy-preserving scheme for the secure transfer of patient data and medical
diagnoses using a private blockchain and swarm exchange methods is proposed. Swarm
is a decentralized P2P file transfer paradigm represented by the nodes in the blockchain
network. Files are identified by their hashes and distributed across the network in chunks
that are stored in the peer pool. Multiple nodes store the same chunks, ensuring availabil-
ity, redundancy and resilience to partial outages. The policy, known as Swarm exchange,
handles node incentivization that is shared with the nodes which participate in the process
by storing the file chunks or providing requested data. In this case, the files the swarm
is working with are patient EHRs. Heterogeneous data from the IoT device pool is col-
lected by the aggregator module and converted into an EHR. The data is then encrypted
with the healthcare professional’s public key. After that, the data itself is stored in the
swarm exchange (implemented with InterPlanetary File System (IPFS)), while its hash
is sent to the private blockchain, where the transaction is mined and added to the chain.
The healthcare professional can then download the file from the swarm exchange after the
system confirms through hash checks that the files have not been tampered with, resulting
in double-layer security. Exactly the same principles are applied in the reverse scenario,
where the doctor makes a diagnosis for the patient.

Swarm availability during uploads remained 10 ms across average EHR sizes, with
upload/download times scaling with file size which could be an evidence that off-chain
storage with on-chain hashes can bound consensus-induced delays.

Paper [3] presents a private blockchain-based Wireless Body Area Network (WBAN)
for the secure and private collection and management of medical data. The main com-
ponents of the platform are: cloud server, fog device and edge devices. The cloud server
represents the medical facility, stores all patient and measurement data and acts as a full
blockchain node. The fog devices (usually the patients’ smartphones) are also instances of
full nodes, which is the opposite of what similar platforms have implemented in the past.
The fog devices aggregate communication with the WBAN and are the only components
that communicate directly with the cloud service. These devices also manage medical
IoT devices and authorize data transfer by performing local checks with the blockchain.
By offloading the cloud node, it was possible to achieve process redistribution that offers
higher performance, better scalability and more flexibility compared to systems where fog
devices do not act as full nodes.
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An analysis of the similarities between the approaches examined reveals a number of
common features. The blockchain paradigms are used for secure and efficient transfer of
medical data as well as robust protection of patient privacy and management of access to
sensitive information. The consensus for using private blockchains as opposed to public
blockchains stems from the need to minimize resource consumption — a critical consid-
eration in the inherently resource-constrained IoT ecosystems - while allowing an over-
seeing party to manage system participants. Furthermore, the strategic decision to forgo
direct data storage on the blockchain and instead opt for cloud storage with blockchain-
based hash references underscores a universal commitment to improving system respon-
siveness and resource efficiency. Despite these similarities, there are differences in im-
plementation specifics and innovative approaches. Unique cryptographic methods [12],
the use of fog computing nodes [14, 3], and novel data management strategies [10] are
examples of solutions tailored to specific system requirements and constraints.

While we recognize that network and consensus latencies could still be optimized, the
experimental evidence suggests blockchain-based RPM is feasible for low-power IoMT
when:

– Permissioned chains avoid PoW,
– Lightweight cryptography (e.g., ARX)ring signatures are used judiciously,
– Data are kept off-chain with fog-level consensus.

Fig. 4. Mind map for Blockchain architectures comparison
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8. Conclusion

In conclusion, the review of architectural approaches in IoT-based Remote Patient Moni-
toring (RPM) system design has described diverse approaches aimed at enhancing health-
care delivery through technology.

Four main paradigms—cloud-based, fog-based, hybrid, and blockchain-enabled were
identified and analyzed, reflecting ongoing efforts to balance computational efficiency,
data privacy, and real-time responsiveness.

Fog-based solutions focus on low latency, local data filtering, quick system
response and good patient privacy. For resource-intensive analytics and robust data stor-
age needs, cloud-based infrastructure may be well suited. Hybrid approaches seek to com-
bine the benefits from cloud- and edge-based solutions which enable better scalability
while still keeping the overall system costs down by utilizing patients’ existing devices.
Lastly, the innovative blockchain approaches build on the ability to enable secure data
exchange and robust patient privacy, utilizing private blockchains.

Discussed results come from small prototypes, with limited, non-uniform reporting of
end-to-end quality of service (Qos) (latency, availability), privacy guarantees, and real-
world fault tolerance, making comparisons difficult. Going forward, we see value in stan-
dardizing evaluation (benchmarks, shared datasets) and systematically testing live deploy-
ments, so missing elements in prototypes’ deployment assessments (e.g. interoperability,
sustained QoS, energy use, and compliance) are explicitly identified.

The review classifies different approaches for an RPM system design to compare the
similarities and differences of the examined systems. This may help researchers and sys-
tem designers assess which solutions are appropriate for specific contexts and therefore
drive innovation of IoT-based healthcare solutions.

Table 1. Compact comparison of IoT RPM architectures and how each addresses core metrics

Architecture Latency Scalability Implementation
Cost

Performance /
Throughput

Fog-based Short round-trip
time ([5, 6])

Offload central
server

Reusing existing
hardware ([9])

Processing proximity,
server offload

Cloud-based Real-time-
capable;
load-sensitive
([13])

Elastic cloud
infrastructure

Fewer devices -
lower cost

Infinitely scalable
processing capacity

Hybrid Real-time via ML
([2])

Microservices
scalability ([2])

Reusing existing
hardware ([4])

High ingress
capability ([2])

Blockchain-
enabled

Fog nodes;
off-chain hashes
([14, 10, 12, 3])

Fog full nodes
([3])

Private chain
utilization ([12])

Processing
redistribution ([3])
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