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Abstract. The demand for digital services driven by the growth of internet-connected
devices and consumer needs is constantly increasing. Therefore, the provision of
services to achieve a good user experience is becoming crucial. Network Functions
Virtualization (NFV) has been established as a key technology for service providers.
NFV decouples network functions from hardware devices by allowing network ser-
vices, called virtualized network functions (VNF), to be hosted on commodity hard-
ware, simplifying and making service deployment more flexible. The placement
of VNFs within infrastructure presents a critical technical challenge due to its di-
rect impact on network performance, reliability, and operational costs. This article
presents a service architecture that can be integrated with network service man-
agers to identify priorities that should be taken into account when deploying VNFs
or services in infrastructures. The proposed solution collects information about the
network service to be deployed and analyzes and evaluates its requirements by com-
paring them with operating patterns. As a result, recommendations for the deploy-
ment of each service are obtained. The solution also proposes a provisioning service
which, based on the generated recommendations, adapts the configuration files for
deployment and connects with the configuration management tools to automate the
deployment.

Keywords: VNF placement, Resource Allocation, Virtualization, Cloud Comput-
ing, Edge Computing, Network function virtualization, Service function chain.

1. Introduction

The proliferation of end-user devices and the emergence of new mobile technologies, such
as smartphones, wearables, and IoT sensors—have sharply increased mobile data con-
sumption [8]. This trend is driven by enhanced device capabilities (e.g., high-resolution
displays and HD cameras) and the growing demand for immediate access to digital con-
tent. As a result, telecommunication service providers (TSPs) are under increasing pres-
sure to adapt their infrastructures, facing challenges related to resource optimization,
hardware rigidity, and inflexible control mechanisms. These factors increase capital and
operating expenditures, negatively impacting profitability [35].

Despite advances in cloud computing and Network Functions Virtualization (NFV),
several challenges remain. Efficient resource allocation, optimal configuration selection,
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and effective distribution of virtualized network functions (VNFs) remain complex prob-
lems, particularly in heterogeneous and distributed environments that include edge com-
puting [19, 9]. Existing solutions often optimize individual metrics, such as latency or
resource use, overlooking holistic strategies that address the full complexity of these in-
frastructures.

To address these issues, this work introduces an architecture that automates the de-
ployment and configuration of VNFs. The system leverages optimization techniques that
consider geographic location, infrastructure compatibility, and service-specific require-
ments to recommend suitable deployment configurations.

The proposed approach addresses the following key challenges:

– Optimal Configuration Selection for VNFs: As Service Function Chains (SFCs) grow
in complexity, deployment strategies must optimize resources, minimize latency, and
ensure component compatibility across infrastructures.

– Management of Heterogeneous Infrastructures: Cloud-edge integration introduces
disparities in capacity, location, and technology, complicating orchestration.

– Automation of Resource Allocation: Real-time resource provisioning is essential to
meet fluctuating demands while preserving Quality of Service (QoS).

– Validation in Real-World Scenarios: Evaluation under realistic conditions such as
multimedia streaming, ensures broader applicability and reliability.

This article makes the following key contributions:

– Architecture for Efficient VNF Deployment: A systematic approach is proposed for
the automated selection and configuration of VNFs in distributed environments.

– Optimization of Distributed Service Management: The solution integrates edge and
cloud resources to reduce latency and enhance user experience in latency-sensitive
applications.

– Automated Configuration Selection System: A decision model evaluates infrastructure
compatibility, service demands, and optimal placement to guide deployment.

– Simulation-Based Validation: A multimedia streaming scenario demonstrates the ef-
fectiveness of the system, using latency and performance metrics as benchmarks.

The remainder of this article is structured as follows. Section 2 discusses related work;
Section 3 presents the proposed architecture; Section 4 explains configuration selection
mechanisms; Section 5 details the implementation and results and Section 6 provides
conclusions and outlines future research directions.

2. Related work

A multitude of papers can be found in the literature proposing different strategies to decide
the location of VNFs. This decision process takes into account relevant factors such as
the characteristics and resources of the available nodes [20], the capacities of the VNF
nodes to be deployed [31], the traffic and capacity of the network in which they are to be
deployed, the energy consumption and management of the systems [27, 25] or even the
use of data centers located in the cloud or at the edge of the network [24]. All these factors
condition the techniques and strategies for the optimization of VNF deployment systems,
which has generated different solutions to address the problem. For example, works such
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as [28] and [4] focus on optimizing latency when VNFs are deployed. Other works such
as [34], [1] and [37] take into account network traffic to decide the placement of VNFs.
In [16] customer satisfaction is taken into account as the main objective to decide where
to deploy VNFs. In [4] and [11] the authors also consider the costs associated with the
deployment of VNFs.

Other works are oriented towards managing the deployment of services on top of
compute nodes located at the fog layer and taking into account requirements related to
deployment cost, required computation, or energy consumption. These works consider
services that can perform all kinds of tasks, from virtualised network functions (VNF) to
other types of tasks related to various domains.

In [29], a solution for resource management is presented in the fog layer that inte-
grates fog computing, machine learning, and context-aware computing to provide efficient
resource management. [29] takes into account compute, buffer and disk space require-
ments. In [13], a method is proposed for selecting edge nodes in the smart manufacturing
domain to minimize the total cost of edge node deployment, network delay, packet loss,
and energy consumption. To this end, they proposed an algorithm based on game theory
to select the most appropriate nodes to deploy services.

In [23] a recommender framework is proposed to decide whether to run services on
nodes located on the edge or in a cloud datacenter.

Finding suitable positions to place VNFs or services in a way that satisfies the require-
ments is a critical problem. It has been shown that this problem is NP-hard [3] so, due
to its difficulty, finding the optimal solution for VNF Placement (VNF-P), especially in
large-scale network scenarios, is impossible. To address the problem of VNF placement
in small- to moderate-scale environments, VNF-P can be formulated as Integer Linear
Programming (ILP) and Mixed ILP (MILP) problems. [2] and [15] use ILP and MILP
to calculate the optimal placement. In [2], ILP is used with the objective of finding the
optimal placement of an Evolved Packet Core (EPC) service considering latency limits in
a mobile network scenario. In [15] the authors also study the VNF placement problem for
big data processing by providing a MILP model where they use a simple relaxation-based
heuristic algorithm to minimize the overall communication cost. However, ILP models are
unsuitable for large systems and only apply to scenarios where all variables are integers.

In order to help reduce the energy consumption of consumer electronics, [36] presents
a solution to address Mixed Integer NonLinear Programming (MINLP) problems of band-
width and computational resource allocation by carefully considering the trade-off be-
tween computational complexity and implementation efficiency.

Most of the works take the optimization of costs, energy, network traffic, available
resources in the nodes, and latency as the main factors. However, we consider that it is
also important to decide on other relevant aspects, even before launching the planning
processes for the deployment of VNFs in the works discussed. For example, some so-
lutions will provide us with the ideal location for a VNF based on network traffic or
energy expenditure. However, it is important to assess the service requirements that will
directly influence its operation. Once the service requirements have been identified, we
propose to launch the optimization process for the deployment of VNFs. However, unlike
these approaches, our proposal does not focus on optimizing the runtime performance of
services or applications. Instead, we emphasize a preliminary but essential phase: iden-
tifying the service requirements that will directly influence their operation before initiat-
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Fig. 1. Main blocks of the architecture presented in this article and their relationships.
The proposed solution allows to manage the deployment of services on a service
architecture

ing any deployment planning or optimization process. By assessing these requirements
in advance, our approach focuses on generating optimal deployment configurations that
enhance compatibility with heterogeneous infrastructures, simplify management, and im-
prove the overall deployment process of applications and services. This perspective in-
troduces a complementary dimension to the state of the art, addressing aspects generally
assumed or overlooked in existing VNF and service placement solutions.

3. Solution architecture

To achieve the objectives outlined in Section 1, we have designed a novel architecture ca-
pable of providing the necessary functionalities. Although existing architectures facilitate
service deployments in distributed cloud and edge environments, they often lack compre-
hensive support for the selection and optimization of deployment configurations, which is
a key focus of our proposed solution.

Solutions such as T-NOVA[21], SONATA NFV[7], OSM [30], ONAP (Open Network
Automation Platform)[6], Cloudify[10], and the MEC (Multi-access Edge Computing)
Framework [12] offer valuable functionalities for infrastructure resource management,
cloud and edge service deployment, and task automation. Each also provides specialized
capabilities tailored to specific domains or needs. However, the architecture designed in
this article differs mainly from these solutions in that it can consider specific factors such
as infrastructure compatibility, location selection, and configuration of the service accord-
ing to its needs and characteristics, taking them into account when deploying the service.

Fig. 1 illustrates the main blocks of our proposed architecture and their interrelation-
ships. This solution enables the automated deployment and configuration of service-based
systems. The architecture is divided into three main blocks: i) Deployment Manager Sys-
tem (DMS); ii) Tools Manager System (TMS); iii) Remote System (RS). Each block is
described below.
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3.1. Deployment Manager System (DMS)

The DMS offers tools to recommend the configuration of services and infrastructures
before those services are deployed. Service providers (SPs) use the DMS to obtain con-
figurations adapted to the operational requirements of the service to be deployed. When
SPs want to deploy a new service, they could use the solution proposed in this work to
obtain the configuration of the software layers where the services are to be deployed and
then deploy them.

SPs interact with the DMS through the control layer (CL) which has a user inter-
face (UI) that allows them to enter the description and requirements of the services. The
Service Requirements Manager (SRM) is responsible for obtaining information on the
operating requirements of the service to be deployed. As a result, the SRM writes ser-
vice specifications and provides information in an understandable format for the modules
contained in the SL.

The CL also integrates the Services Catalog Manager and Service Deployment Man-
ager. The Service Catalogue Manager (SCM) maintains the information of services that
have been previously registered. Facilitates the deployment of services that have been
previously used, as it has a registry of previous deployment configurations. The Service
Deployment Manager (SDM) receives the deployed specifications generated by the SL.
The user can see the recommended options to deploy the desired service. In addition,
the SDM provides the deployment specifications for the Tools Manager System (TMS).
The TMS transforms the deployment specifications into configuration files that can be
understood by configuration management tools.

The service layer (SL) is responsible for processing the information received from
the CL. Upon receiving service requirements from the SRM, the SL initiates a process to
determine the most suitable deployment configurations by evaluating three key aspects:
i) the location of the service to be deployed; ii) the software architecture on which it will
be deployed; and iii) the encapsulation technology. Each of these aspects is processed
separately.

The SL uses the Location Selection Service (LSS) to decide whether the service
should be deployed in an infrastructure located at the edge of the network or in a data
center hosted in the cloud. Then, the SL uses the Platform Selection Service (PSS) to de-
cide whether the service should be installed on a server or cloud architecture. Finally, the
Encapsulation Selection Service (ESS) is responsible for evaluating the available options
in terms of encapsulation technology. The ESS will decide whether it is more convenient
to encapsulate a service inside a heavy or light virtualization container or even decide that
it is better not to use virtualization.

3.2. Tools Manager System (TMS)

The TMS is in charge of deploying services over remote infrastructures by making use of
different configuration management tools [17]. The TMS receives the service specifica-
tions and transforms them into an understandable format for configuration management
tools (CMT). CMTs are responsible for facilitating and automating the configuration man-
agement of computer systems, applications and other software components [18]. In addi-
tion, CMTs favor maintenance update management [14], therefore they play an important
role in software maintenance.
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The TMS is composed of two layers: the Provisioning Layer (PL) and the Tool Man-
agement Layer (TML). The PL receives from the CL the service to be deployed and
recommendations on how the service should be deployed (e.g., where the service should
be deployed and whether or not virtualization technology should be used). For instance, if
the software requires high processing capacity with low latencies, it might be better to run
it on a system that does not have a virtualization layer between the host operating system
and the service to be deployed, so that latency can be avoided. In such a case, the TMS
receives from the DMS the specifications where the latency requirement is contemplated
and proposes a latency-friendly deployment configuration. The Provisioning Service (PS)
is able to process the recommendations proposed by the DMS with the objective of trans-
lating them into a format that is understandable by the configuration management tool in-
stalled in the service provider infrastructure. To perform this adaptation, the PL connects
to the Plugins Management Service (PMS), which provides templates and configuration
parameters specific to the selected configuration tool. Here, we propose a plugin-based
system where each plugin contains relevant information about a configuration tool in or-
der to enable the system to work with different such tools. This plugin-based design allows
us to have a catalogue of configuration tools available in the system. In addition, plugins
can be easily added, removed and even updated without affecting the operation of the rest
of the system. The PMS consults the Plugin Configuration Tool and obtains information
depending on the selected tool. In addition, it provides parameters and configuration tem-
plates to the PS which are necessary to make configuration files understandable to the
configuration tool selected by the SP. Configuration management tools use local agents to
facilitate management tasks on remote systems. The agents are deployed on the remote
nodes and are responsible for implementing the instructions and commands received from
the central node. Finally, the PS generates a package of configuration files according to
the specifications received from the PMS.

3.3. Remote System (RS)

The RS represents the infrastructure on which the desired service will be installed. The RS
is composed of an infrastructure layer where software services are deployed. This infras-
tructure layer can contain multiple software layers, each providing specific capabilities
or technologies. Examples of software layers are the Java Virtual Machine or Microsoft’s
.NET framework, both providing environments for running applications.

3.4. DMS, TMS and RS Working Together

Our proposed solution integrates a set of distinct services, functionally grouped into the
DMS, TMS, and RS, serving as a central point for various participants within a digital
service ecosystem. Each participant in this ecosystem assumes a specific role based on
their potential actions (see Fig. 2). The process unfolds as follows:

1. Service request by the consumer. A consumer requests a service from a Service
Provider (SP).

2. Checking service availability. The SP queries the service catalogue to determine
whether the requested service is already deployed in the available infrastructures.
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Fig. 2. Types of users, actions and flow of information exchanged between the main
blocks of the proposed system and the users

3. Providing access when the service is already deployed. If the service exists and meets
the operational requirements, the SP provides the consumer with the necessary infor-
mation to access it.

4. Forwarding requirements when the service is not deployed. If the service is not de-
ployed, the SP forwards the service requirements to the DMS.

5. Generating deployment specifications. The DMS processes the received requirements
and generates a deployment specification in a TOSCA format file [22].

6. Adapting the deployment to the target infrastructure. Using the TOSCA file, the SP
interacts with the TMS to generate the final deployment specifications tailored to the
characteristics of the selected Remote System (RS).

7. Service deployment and access. Once the services have been deployed on the RS,
consumers can access the requested service

4. Configuration Selection Process

As seen in the previous section, the DMS is able to analyze service requirements and
decide which technological execution environment is the most suitable for the services
to be deployed. This section shows the mechanisms used to select the most appropriate
deployment configuration. For this purpose, it is necessary to define the requirements of
the services considered in the selection process. Each requirement is defined by one or
more qualitative values (Low, Medium, High). For example, a service may require a low
boot time ({Low}), while another may accept low or medium ({Low, Medium}). This
simple and well-defined way of describing the requirements, rather than using numerical
values, facilitates their interpretation and specification by service providers. The list of
identified service requirements SR = {r1, r2, ..., r16} is presented below:

– Time to be transferred (r1). Time taken to transfer a given service to deploy it in
another location or system.
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– Time To Automatically Deploy (r2). Time taken to deploy a given service.
– Boot time (r3). Time required for a service to start operation, i.e. to transition from

the stopped state to the running state.
– Compatibility (r4). Ability of the service to be seamlessly deployed across a variety

of infrastructures.
– Easy of Portability (r5). Complexity of a service when it is deployed on different

infrastructures.
– Isolation Degree (r6). Degree of preference for a service to be encapsulated. Encap-

sulating a service facilitates its mobility (because it contains the configuration of the
service) and provides security to it (deploying a service in a virtualised environment
provides an additional software layer).

– Consumption of Resources (r7). Indicates whether a service normally requires few,
many, or an intermediate level of computational resources.

– Easy to manage (r8). Degree of complexity of a service to be deployed.
– Scalability (r9). The ability to dynamically allocate computational resources to a ser-

vice that is running.
– Hardware Fault Tolerant (r10). Indicates whether a service requires the infrastructure

to be fault-tolerant at the hardware level.
– Cost (r11). The cost of the use of the infrastructure where the service is deployed.
– Latency (r12). Is the latency required on network connections.
– Jitter (r13). The jitter of the network connection that the service is used.
– Distance to User (r14). The physical distance between the deployed service and the

users consuming it.
– Location Awareness (r15). Used to indicate whether the service is strongly bound to

a specific location or can be used in other available locations.
– Centralization Degree (r16). Indicates whether the service should be deployed in a

centralized location or not.

The deployment configuration selection process takes into account the service require-
ments and considers three dimensions of the execution environment, namely (i) the en-
capsulation technology, (ii) the deployment infrastructure, and (iii) the location. They are
detailed in the following subsections.

4.1. Encapsulation technology selection

During the analysis carried out in this work, the following three types of encapsulation
have been identified, each of them with different characteristics:

– Heavy virtualization (HV): It is characterized by the installation of services in an
operating system encapsulated in a virtual machine. The HV emulates the operating
system and the hardware resources.

– Light virtualization (LV): Similar to heavy virtualization based on virtual machines,
but in this case, no hardware resources are virtualised and there is no need to install a
new operating system.

– No virtualization (NV): It is characterized by the installation of the service directly on
the operating system and the service is not encapsulated.
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Table 1. Comparison of deployment characteristics depending on the virtualization
technology used. No virtualization (NV), light virtualization (LV) and heavy
virtualization (HV)

Characteristic NV HV LV
T. to be transferred (c1) High Medium Low
T. to automatic deployment (c2) High Medium Low
Boot time (c3) High Medium Low
Compatibility (c4) High Medium Low
Easy portability (c5) Low Medium High
Isolation degree (c6) High Medium Low
Consumption of resources (c7) Low Medium Low
Easy to manage (c8) High Medium Low

Normally, network functions are deployed in virtualized environments based on vir-
tual machines [2, 26]. However, the use of VMs is not always the best option due to perfor-
mance requirements which sometimes cannot be met by this technology (e.g. low start-up
or high transfer times). For this reason, telecommunication service providers (TSPs) have
explored other alternatives such as container network functions (CNFs) [5]. CNFs consist
of running network services in containers instead of VMs, providing network functions
(NFs) with performance similar to that they would have if they were running in a non-
virtualized environment.

Containers are based on virtualization [32] and run as an application on top of a
general-purpose operating system. This approach allows to boost efficiency through the
elimination of the overhead produced by the virtualization of resources and drivers for
the management of hardware resources in VMs. In addition, containers reduce system
overhead compared to VMs. This model can run a multitude of isolated containers that
share the operating system kernel. The CS collects the requirements for the services to be
evaluated and then applies a selection process to obtain a numerical result for each of the
types of encapsulation. The type of encapsulation in which a service is deployed has an
impact on its performance, providing unique and different capabilities compared to other
types of encapsulation.

Table 1 presents a comparison of how different encapsulation technologies impact key
service characteristics (ci) relevant to their selection.

For the encapsulation type selection process, our proposed mechanism compares a
specific subset of service requirements (SRE = {r1, r2, r3, r4, r5, r6, r7, r8}) with the
characteristics of each encapsulation type presented in Table 1.

Let E = {NV,HV,LV } be the set of encapsulation types. The Encapsulation Selec-
tion Service (ESS) uses expression (1) to obtain a numerical value (OPe) that indicates
the number of requirements that are fulfilled for the service being evaluated.

OPe =
∑

r∈SRE

ETre,∀e ∈ E (1)

ETie =

{
1, if vie ∈ ri

0, otherwise
(2)
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Table 2. Example of obtaining the value of OPE as the number of matches between the
service requirements (SRE) and the characteristics of each encapsulation technology

SRE NV HV LV

c1 Low High Medium Low
c2 Low High Medium Low
c3 Low High Medium Low
c4 {Low, Medium} High Medium Low
c5 {Medium, High} Low Medium High
c6 {Low, Medium, High} High Medium Low
c7 {High} Low Medium Low
c8 {High} High Medium Low

OPE 2 3 6

where vie is the value of characteristic ci for the type of encapsulation e. Finally, the de-
cision on the recommended encapsulation type (VE) is made according to the expression
(3).

VE = argmax
e∈E

OPe (3)

Table 2 shows an example. The last row (OPE) shows the results of applying equation
(1) to each column NV , HV and LV of Table 2. In this example, the environment LV is
the most appropriate to deploy that service.

4.2. Deployment infrastructure selection

This section shows the Platform Selection Service (PSS) mechanisms to obtain the opti-
mal infrastructure when a given service is to be deployed. In this work, we have identified
two possible infrastructures to consider:

– Infrastructure based on virtual private servers (VPS): This infrastructure is charac-
terized by having all the physical resources available for the services.

– Cloud-based infrastructure (CC): This infrastructure is characterized by having a
layer that manages the infrastructure resources transparently to the upper layers. The
execution instances are managed by a hypervisor that manages the infrastructure re-
sources globally and allocates them to the instances depending on their needs. The
services and applications are deployed and executed in those instances.

VPS is a fixed block of physical server resources, while cloud-based infrastructures are
based on multiple dedicated servers. VPS provides better customization options, resource
allocation and speed and is more affordable than cloud-based infrastructures. In addition,
VPS allows for near-instant scalability and also avoids noisy neighbor syndrome. This
syndrome occurs in situations where a virtual machine (VM) monopolizes resources (such
as bandwidth, disk I/O, and CPU) in a shared infrastructure. This causes performance is-
sues for other virtual machines that share the same physical resources, which can lead to
uneven network performance, increased CPU timeouts, disk I/O accesses, and more. In
the case of cloud-based infrastructures, they offer higher uptime than VPS hosting due to
their redundant system. Cloud hosting ensures high availability due to multiple servers in
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Table 3. Comparison of the characteristics depending on the type of infrastructures used
VPS Cloud computing

Scalability (c9) Low High
Hardware fault tolerant (c10) Low High

Cost (c11) Low High

a redundant system. If one server fails, files and applications are immediately migrated to
another server without stopping applications and services from running. Memory capac-
ity and CPU power are also expanded on demand to meet the needs of another customer
or compensate for those without affecting other users. The CS collects the requirements
registered in the Platform Selection Service (PSS) related to the service to be evaluated.
Choosing the right infrastructure for a service is important because it influences the be-
havior of the service, and therefore the user’s experience when consuming that service.
Table 3 presents a comparison of key service characteristics relevant to the selection of
the deployment infrastructure. The selection process works similarly to the one in Sec-
tion 4.1. Table 3 collects the characteristics related to different types of deployment in-
frastructures. The PSS, similar to the ESS, also models the service requirements through
SRI = {r9, r10, r11}. Then, the selection process assigns a numerical value to each de-
ployment type presented in the columns of Table 3. Let I = {V PS,CC} be the set of
deployment types. The Platform Selection Service (PSS) uses the expression (4) to obtain
a numerical value (OPi) that indicates the number of requirements that are fulfilled for
the service being evaluated.

OPi =
∑

r∈SRI

ITri,∀i ∈ I (4)

ITji =

{
1, if vji ∈ rj

0, otherwise
(5)

where vji is the characteristic value cj for infrastructure type i. Finally, the decision on
the recommended infrastructure type (VI ) is made according to the expression (6).

VI = argmax
i∈I

OPi (6)

4.3. Location selection

This section discusses the decision process for deploying a service in a centralized or a
decentralized data center. This is an important aspect when a service is to be deployed
because it can influence the quality of the services. Edge computing and cloud computing
[33] are two different technologies that serve different goals. Edge computing and cloud
computing are different technologies that cannot replace each other. However, they can
work together to provide an end-to-end solution. Cloud computing is more suitable for
applications where large amounts of data need to be intensively processed at once (e.g.,
image recognition), can handle large-scale workloads, and can also provide centralized
storage in large-scale data centers allowing access from anywhere with an Internet con-
nection. On the other hand, edge computing is best suited for its use in applications that
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Table 4. Comparison of the characteristics depending on each option of localization:
Centralized Computing (CC), Edge Computing (EC)

CC EC
Latency (c12) High Low

Jitter (c13) High Low
Distance to the user (c14) High Low
Location awareness (c15) Low High

Centralization degree (c16) High Low

require real-time data processing and inter-device communication, processing real-time
sensitive data, using in remote locations with limited or no network connectivity, provid-
ing local storage, etc.

This work takes into account the requirements and needs that are part of the selection
process when the location of the infrastructure to deploy a service has to be decided. In
this work, two locations have been identified and are listed in Table 4.

The Location Selection Service (LSS) applies a similar selection process, taking into
account a specific subset of the service requirements relevant to the location of deploy-
ment SRL = {r12, r13, r14, r15, r16} and compares them with the characteristics shown
in Table 4.

We define L = {CC,EC} as the set of localization types, where CC represents cen-
tralized computing in a specific location and EC represents edge computing distributed
in different localizations.

The LSS uses expression (7) to obtain a numerical value that indicates the number of
requirements that are fulfilled for the service being evaluated.

OPl =
∑

r∈SRL

LTrl,∀l ∈ L (7)

LTil =

{
1, if vil ∈ ri

0, otherwise
(8)

where vil is the value of characteristic ci for the type of location l. Finally, the decision
on the recommended location (VL) is made according to the expression (9).

VL = argmax
l∈L

OPl (9)

5. Implementation and results

This section shows a prototype and the results of the tests performed on the proposed
solution. To evaluate the work presented in this article, the deployment of a video stream-
ing service has been considered. This service provides multimedia content to clients who
connect to consume such content. Listing 1.1 presents the content of the serviceRequire-
ments.yml file, which defines the requirements for the video streaming service used in our
evaluation.
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Listing 1.1. Code contained in the file serviceRequirements.yml
1 Service:
2 Name: VideoService
3 Description: It is a video server
4 timeToBeTransfered: low
5 timeToAutomaticallyDeploy: low
6 bootTime: low
7 compatibility: [low, medium]
8 easyOfPortability: [medium, high]
9 isolationDegree: [low, medium, high]

10 consumptionOfResources: high
11 easyToManage: high
12 scalability: high
13 hardwareFaultTolerant: low
14 cost: medium
15 latency: low
16 jitter: low
17 distanceToUser: medium
18 locationAwareness: low
19 centralizationDegree: medium

Listing 1.2. Code contained in the file deploymentSpecification.yml, which contains the
results obtained after applying the selection process by LSS, PSS and ESS

1 VE: LV
2 VI: VPS
3 VL: EC

Lines 2-3 are used to assign a name and description to the service, and the other lines
are used to define the requirements of the service, which have been described in Section 4.

Specifically, the requirements related to the encapsulation technology (see Section
4.1) are those included in lines 4-11. They provide information to select the type of en-
capsulation. Lines 12-14 are discussed in Section 4.2 and contain aspects of configuration
to decide the infrastructure where the service will be deployed. Finally, lines 15-19 are
discussed in Section 4.3 and provide information about the requirements that depend on
the service’s location.

Listing 1.2 presents the output generated by our proposed solution after processing
the service requirements. The resulting deploymentSpecification.yml file includes the rec-
ommended values for the encapsulation type (VE), infrastructure type (VI ), and location
(VL). In this case, these values indicate a deployment in a lightweight virtualization en-
vironment hosted on a VPS server located at the network edge. The options associated
with VE , VL, and VI are fully independent from one another; no constraints exist be-
tween them. This independence enables a large number of valid combinations, allowing
the generation of highly tailored deployment solutions.

Variable VE ∈ {NV,HV,LV } is related to the type of encapsulation of the service.
When VE is NV, it means that it is not recommended to encapsulate the service. In the case
that VE is HV or LV, the service should be encapsulated with heavy virtualization (HV)



244 Iván Bernabé-Sánchez et al.

or light virtualization (LV), respectively. VI ∈ {V PS,CC} indicates the type of infras-
tructure in which the service is deployed. If VI is VPS it means that it is recommended to
deploy the service in a virtual private service (VPS) infrastructure, while VI = CC means
that it is recommended to deploy the service in a cloud computing (CC) infrastructure. Fi-
nally, VL ∈ {CC,EC} indicates the location most recommended to deploy the service,
CC meaning a centralized infrastructure (cloud computing) and EC a non-centralized
infrastructure (edge computing).

To verify the results obtained by the recommendation mechanisms, a prototype has
been developed and deployed on two different infrastructures to compare the perfor-
mance. The prototype and its operation are described in Section 5.1.

5.1. Target Scenario Emulation

This section presents the test environment employed and the main components used by
the developed prototype. Fig. 3 shows a diagram of the location and connection of the
components. The test environment attempts to simulate a multimedia content distribution
scenario. The scenario models two multimedia content distribution options, the first op-
tion (option (a)) simulates a multimedia content distribution system deployed on a cloud
computing provider where users connect to this server to consume multimedia content.
The second option (option (b)) also emulates a content distribution system, but in this
case, the streaming server is hosted in a data center with less computing power, in a net-
work segment close to the users who consume the content. There are obvious differences
between the systems in options. The streaming server in option (a) has a higher process-
ing capacity than the server deployed in option (b), so option (a) will be able to process
a greater number of requests and could serve more users. However, option (a), located
somewhere on the Internet, could present worse network characteristics compared to the
connections used in option (b). For example, the latency and packet loss parameters are
expected to be worse in option (a) compared to option (b).

5.2. Performance Analysis

This section presents a comparison of the operation of a distribution system in different
configurations. To simulate the operation as realistically as possible, we have used a video
streaming server that provides videos on demand. Several tests have been carried out in
which a set of nodes plays content from the server at a given moment. Several sets of
nodes have been defined, including 25, 50, 100, 150, and 200 nodes.

The purpose of the tests is to verify how the end-user experience may be affected
when trying to play multimedia content on a video distribution system. In theory, the
video distribution service can vary the quality of service depending on whether the allo-
cated resources are capable of meeting its needs. The processing capacity of the video
streaming server is crucial to ensure its proper functioning. As the number of requests the
server receives increases, there is a risk of overload. As a consequence, the time to content
delivery is probably going to increase. Another relevant resource is related to the network
when the server connects to the clients, since network saturation and bandwidth limitation
are key factors for proper operation. The video distribution service can vary the quality of
the service depending on whether the allocated resources can meet its needs. Among the
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Fig. 3. A scenario consisting of a media server deployed in the cloud or on the edge
network that delivers videos to consumers

resources affected, one of the most important is the processing capacity available to the
video streaming server, if it receives many requests it will need to process them all and
will produce delays and latencies in the delivery of content. Another relevant resource is
related to the network that connects the server to the clients, since network saturation and
bandwidth limitation are key factors for proper operation.

Fig. 3 shows two possible options in which consumers view a video served on a me-
dia server. In option (a) the media server is deployed in a Cloud Computing infrastructure
(CC). Option (b) presents the same case, but the media server is hosted in a data centre
deployed at the edge of the network, in an Edge Computing infrastructure (EC). To model
these options, we have developed a simulator based on Docker containers because they
allow us to easily deploy the services involved and configure functional parameters that
make it easy to simulate both options (a) and (b). The simulator consists of a set of con-
tainers, one container acting as a video server and the other containers simulating clients
that consume the videos provided by the video server. Two networks, Network1 and Net-
work2, have also been created to simulate the path of the packets until they reach the
video server. Network1 and Network2 are configured with different parameters that affect
the performance of their connections, namely latency, bandwidth, and packet loss rate. In
particular, Network1 configuration is similar to that that connects consumers to a content
server deployed in the Cloud Computing Infrastructure (CC), shown in option (a). While
Network2 configuration emulate to a Edge Computing infrastructure (EC), represented in
option (b), where the media server is deployed at the edge of the network. The network
parameters are set as follows: Network1: latency=15ms, bandwidth=50Mbps and packets
loss rate=5%; Network2: latency=7ms, bandwidth=300Mbps and packets loss rate=2.5%.
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To differentiate one option from the other, we have also considered reducing the com-
putational resources available in the containers on which the media server runs. In option
(b), the CPU resource of the container in which the media server is deployed has been
reduced to 50% with respect to option (a) because we assume that the computational
capacity in a datacenter at the edge of the network is more limited than in the cloud.

For a more accurate simulation, it is also important to adjust the computational re-
sources to analyze the behavior of the media server when it is deployed in the cloud and
at the edge of the network. Adequately satisfying the computational resources can signif-
icantly influence the response time of requests made to the video server by consuming
nodes. If the server has abundant computational resources, the server could comfortably
meet the demand. Otherwise, the server would have problems meeting requests and could
even stop responding.

The results presented in this section are the average of 5 experiment repetitions.

(a) Server CPU load (b) Average time spent viewing multimedia
content

Fig. 4. (a) Server CPU load (b) Average time spent viewing multimedia content

Fig. 4 (a) shows the processor load depending on the number of nodes. In scenario
(a) (CC, Cloud Computing), the CPU load gradually increases as the number of clients
increases. In scenario (b) (EC, Edge Computing), the CPU load is higher and grows faster
than in scenario (a). The use of Edge Computing brings the processing closer to the user,
however, the Edge Computing infrastructure has fewer resources compared to cloud-based
infrastructures. This can lead to higher CPU stress on the Edge Computing infrastructure
while the number of connected clients increases. In the cloud infrastructure, this does not
occur because of its scalability, which allows it to handle more users with less impact on
the CPU.

Fig. 4 (b) shows the average display time of the content as a dependency of the num-
ber of connected clients. In both options, the display time is initially stable, adjusting to
the duration of the video (120 s), but when the load increases, the system collapses at a
critical point, shooting up the display time. The collapse occurs earlier in scenario (a),
possibly because the path that the packets have to travel to reach the destinations may be
a bottleneck at some point in the network, consequently degrading the quality of service.
In the case of the edge computing option, since the server is closer to consumers, network
traffic must travel a shorter path, reducing the factors that can affect traffic transit.
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(a) Comparison of the percentage of lost
packets between cloud computing and edge

computing infrastructures

(b) Comparison of average jitter measured
between cloud computing and edge computing

infrastructures

Fig. 5. (a) Comparison of the percentage of lost packets between cloud computing and
edge computing infrastructures (b) Comparison of average jitter measured between
cloud computing and edge computing infrastructures

In terms of network transmission quality, there are significant differences. The per-
centage of packet loss (Fig. 5 (a)) is lower in EC than in CC under high concurrency
conditions, which directly results in more stable content viewing. Packet loss is a criti-
cal metric for measuring service quality and occurs when packets sent by the server do
not reach the client, due to network congestion, node saturation, or transmission errors.
In multimedia applications, even low packet loss can be perceived as dropouts, image
degradation, or interruptions in media content display. A particularly relevant parameter
in multimedia transmission applications is jitter, defined as the variation in packet arrival
times on the network. Low jitter indicates regular and predictable delivery, which trans-
lates into a satisfactory user experience. However, high jitter causes irregularities that
degrade the user experience. Fig. 5 (b) shows that EC maintains low jitter even under high
load conditions, while CC shows a significant increase as concurrency increases. This
confirms that EC provides greater temporal stability, a key factor in services sensitive to
variability, such as real-time streaming.

The latency analysis also reinforces this conclusion. Latency is the total time it takes
for a packet to travel from the source (server) to the destination (client). This is a fun-
damental parameter as it directly affects the speed with which users receive information.
In multimedia services, low latency values improve user experience, while high values
can cause noticeable delays. Fig. 6 shows the minimum latency values, where the EC
consistently shows shorter times due to the proximity of the nodes to the end user. In con-
trast, the maximum latency (also shown in Figure 6) reflects that CC experiences much
higher peaks when concurrency increases, while EC, although it also increases its latency
in extreme conditions, does so in a more contained manner. This means that the edge in-
frastructure not only reduces average response times, but also limits extreme peaks that
can compromise service stability.

The lower curves in Fig. 6 also show the response times (RTT) standard deviation. The
standard deviation acts as a complementary indicator to jitter. Although jitter reflects vari-
ations in arrival intervals between consecutive packets, the standard deviation measures
the overall dispersion of response times from the average. A low value indicates a more
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Fig. 6. Comparison of maximum and minimum latency
measured between cloud computing infrastructures and
edge computing versus standard network latency

stable and predictable network, whereas a high value reveals instability, with significant
fluctuations affecting service consistency. Values between 1–5 ms are adequate for most
interactive and multimedia applications. Values between 5–10 ms may be sufficient for
video-on-demand services, but variations are already noticeable in delay-sensitive appli-
cations. Values greater than 10 ms present a risk of micro-cuts, buffering, or loss of fluidity
in real-time multimedia services. As shown in Fig. 6 EC achieves lower standard devia-
tions compared to CC, resulting in greater consistency in communication and therefore a
more satisfactory user experience. In combination with jitter values, this metric confirms
that systems deployed on the edge offer more robust performance under intensive loads.

In summary, the experimental comparison shows that Edge Computing outperforms
Cloud Computing in terms of scalability, reliability, and network stability. Lower packet
loss, lower jitter, reduced latency, and lower standard deviations position EC as an ideal
infrastructure for streaming applications and interactive services where quality of experi-
ence is a critical factor.

5.3. Discussion

The objective of developing the prototype presented in Section 5 was to evaluate the per-
formance of a video service. The features are listed in Listing 1.1 . Listing 1.2 in Section
5 shows the result of the selection process proposed in this work, which provides the
recommended values for encapsulation type (VE), infrastructure type (VI ), and location
(VL).

In the case of the location selection process, the satisfaction of characteristics 15 to
19 coincides with the decision to use EC. As can be seen in the analysis in the previous
section, the characteristics that indicate latency (line 15) and jitter (line 16) are critical pa-
rameters in multimedia transmission, and the results confirm the advantage of EC. While
CC shows high peaks of maximum latency (Fig. 6) and a notable increase in jitter under
high concurrency (Fig. 5 (b)), in EC both parameters remain low and stable, ensuring
higher quality of experience for the user.
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The characteristics distanceToUser (line 17), locationAwareness (line 18), and cen-
tralizationDegree (line 19) are factors closely related to location. Centralization in remote
data centers increases dependence on the transport network, negatively affecting latency
and stability. In contrast, the geographical proximity of the nodes in EC reduces the dis-
tance perceived by the user and disperses the load, mitigating centralized saturation.

For the choice of encapsulation technology, the algorithm recommends using lightweight
virtualization, for example Docker, which is what has been used in the prototype. Docker
meets the requirements of fast deployment and startup (lines 5 and 6) because containers
share the host operating system kernel and start up in seconds. However, VMs require a
complete guest operating system startup, increasing boot time; while the option no vir-
tualization, deploying the same software contained in the container but installed directly
on the host machine, is even slower and more difficult to automate. Another key aspect
is portability and compatibility. The definition of the portability attribute (line 8) shows
that the service must be relatively easy to transfer. Docker encapsulates dependencies
and execution environments, which reduces problems derived from limited compatibility
(line 7) and facilitates its execution in heterogeneous infrastructures such as those of Edge
Computing.

The high resource consumption attribute (line 10) makes the choice of virtualization
particularly relevant. Docker introduces minimal overhead compared to VMs, which re-
quire additional resources to maintain complete operating systems. Thus, the density of
instances per node is higher in Docker, allowing it to support more concurrent clients
without degrading performance, which aligns with the high scalability (line 12) defined
for the service. In addition, the ease of management (line 11) is another advantage of
Docker because it offers standardized orchestration, monitoring, and update mechanisms,
which simplifies the operation of distributed services.

6. Conclusion

Typically, automated service deployment mechanisms are modeled using Integer Non-
Linear Programming (INLP) problems. However, it is not a viable solution due to the
NP-hard nature of INLP problems, particularly when dealing with large-scale systems or
those with a multitude of factors to consider. As a result, most of the work in this field
relies on heuristic-based algorithms to efficiently solve problems within acceptable time
frames. Our proposed solution seeks to address this issue by providing the capability to
define features and requirements that help reduce the search space compared to existing
approaches. It is important to note that, unlike other approaches, our solution does not
focus on optimizing the performance of services or applications. Instead, it focuses on
creating optimal configurations for software deployment, thereby enhancing compatibil-
ity, management, and the deployment process of applications and services.

This work proposes an architecture to improve the deployment of services on differ-
ent infrastructures. The solution also proposes three selection mechanisms that help select
the most appropriate configuration for the deployment of a service. For this purpose, the
following configuration selection processes have been presented: the selection process to
decide the most appropriate encapsulation technology with which to deploy a service; the
selection process to detect the appropriate infrastructure in which to deploy the service;
and the selection process to choose the most appropriate location in which to deploy the
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service. To carry out these processes, a set of relevant service requirements have been
identified and, in addition, a set of characteristics related to the configuration option on
which the services are deployed have also been identified. The work detects which re-
quirements are satisfied by the characteristics associated with the different configuration
options available and proposes a deployment configuration.

In summary, our proposal presents a valuable and efficient alternative to INLP-based
approaches in service deployment, effectively tackling the complexities of deploying ap-
plications and services in large-scale systems by focusing on optimal software config-
uration for enhanced compatibility, management, and deployment. For future research,
we plan to analyze additional service deployment scenarios to identify a wider range of
relevant requirements. Furthermore, we intend to explore the incorporation of more fea-
tures to enable a more granular definition of infrastructures and address other complex
configuration aspects.
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4. Battisti, A.L.É., Macedo, E.L.C., Josué, M.I.P., Barbalho, H., Delicato, F.C., Muchaluat-Saade,
D.C., Pires, P.F., Mattos, D.P.d., Oliveira, A.C.B.d.: A novel strategy for vnf placement in edge
computing environments. Future Internet 14(12), 361 (2022)

5. Cziva, R., Pezaros, D.P.: Container network functions: Bringing nfv to the network edge. IEEE
Communications Magazine 55(6), 24–31 (2017)

6. Debeau, E., Quintuna-Rodriguez, V.: Onap: An open source toolkit for zero touch automation.
In: Design Innovation and Network Architecture for the Future Internet, pp. 212–249. IGI
Global (2021)
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