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Abstract. With the rapid development of modern power systems, traditional schedul-
ing and reinforcement learning methods often fail to meet stringent Quality of Ser-
vice (QoS) demands for low latency, high reliability, and stable bandwidth under
large-scale bursty traffic. To address this problem, we propose a QoS-driven routing
optimization approach based on Adversarial Reinforcement Learning, referred to as
Adversarial Critic-Cooperative Actor (ACCA). By introducing adversarial agents
that model worst-case perturbations, ACCA establishes a multi-agent game frame-
work that enhances policy robustness and adaptability in dynamic network environ-
ments. Furthermore, a multi-dimensional state representation and a QoS-aware cost
function are designed to capture metrics such as delay, bandwidth utilization, queue
length, and packet loss. Experiments demonstrate that ACCA outperforms tradi-
tional routing protocols and standard reinforcement learning algorithms in terms
of end-to-end delay, load balancing, and throughput, thereby providing an effective
solution for QoS assurance in intelligent power communication networks.

Keywords: Bandwidth Management, Deep Reinforcement Learning, Adversarial
Learning, Quality of Service.

1. Introduction

As the core hub of the current power system, smart substations not only perform criti-
cal functions such as data acquisition, processing, and intelligent control but also achieve
deep integration among primary equipment, protection devices, and communication net-
works through the deployment of intelligent electronic devices[1,2]. Smart substations
can support predictive maintenance by leveraging artificial intelligence, thereby enhanc-
ing operational efficiency and grid resilience.

However, smart substations impose stringent communication requirements. Remote
control is the most critical service, as it directly affects grid safety and stability. In con-
trast, auxiliary services, such as real-time monitoring, state awareness, video transmis-
sion, and online analysis, also demand low latency, high reliability, and stable bandwidth
[3,4,5]. In practice, power communication networks face substantial and bursty traffic,
especially during fault detection or control command dispatch, and wireless links at dis-
tribution and sensing layers further limit bandwidth and stability [6,7]. Effectively man-
aging high-volume, bursty, and wireless-constrained traffic is therefore critical for safe
and stable grid operation. Conventional scheduling strategies, such as Open Shortest Path
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First (OSPF), rely on static link costs and lack global state awareness, making them un-
able to adapt to topology changes, resource contention, or sudden congestion [8,9]. Re-
inforcement Learning (RL) has recently been explored for network scheduling, showing
promise in improving adaptability and resource utilization. For example, in Deterministic
Networking (DetNet), A3C-MSO frameworks leverage Graph Convolutional Networks
(GCNs) to learn multiple routing and scheduling policies with improved generalization
[10,11,12]. However, most RL-based approaches still overlook disturbances such as link
failures, traffic surges, and environmental noise [13], which limit the robustness of poli-
cies in industrial networks.

To address these limitations, we propose a novel QoS-driven routing optimization
approach based on Adversarial Reinforcement Learning [14], referred to as Adversar-
ial Critic-Cooperative Actor (ACCA). The ACCA approach is specifically designed for
heterogeneous industrial networks under the intelligent control paradigm [15]. It inte-
grates global network state perception, intelligent routing, and disturbance modeling into
a unified training framework, aiming to enhance the policy’s generalization ability and
robustness under quality of service constraints through adversarial interactions. Specifi-
cally, ACCA consists of a target actor agent and two adversarial agents. These adversaries
simulate realistic disturbances in task conditions (e.g., bandwidth fluctuations, latency jit-
ter) and cost conditions (e.g., malicious link injections, packet drops). Through adversar-
ial training, the target policy learns to cope with dynamic and hostile conditions, lead-
ing to enhanced robustness and adaptability. For state modeling, the intelligent control
plane is abstracted as a graph structure. Protocols like the Link Layer Discovery Protocol
(LLDP) and the OpenFlow control interface (OpenFlow) are employed to collect mul-
tidimensional metrics—such as delay, bandwidth utilization, queue length, and packet
loss—to construct a high-dimensional state space suitable for deep reinforcement learn-
ing [16,17]. Disturbance modeling is achieved via adjustable perturbation coefficients,
enabling controlled simulation of task-level and cost-level noise. During path optimiza-
tion, a QoS-driven cost function and reward design are employed to ensure a balance
between performance and safety.

The main contributions of this study are summarized as follows:

– We propose ACCA, a robust QoS optimization framework based on adversarial re-
inforcement learning, tailored explicitly for intelligent control–based industrial net-
works, which significantly enhances the reliability of traffic scheduling under com-
plex dynamics.

– We design a multi-agent adversarial training architecture that models both task and
cost disturbances to enhance policy robustness against uncertain environmental fac-
tors.

– We construct a multi-dimensional network state representation and a QoS-aware path
cost function to support fine-grained decision-making and adaptive control.

– We evaluate the proposed method on delay, load balancing, and throughput, and per-
form ablation studies to assess the impact of perturbation mechanisms on learning
outcomes.

In summary, the ACCA algorithm introduces adversarial disturbance modeling into
RL-based scheduling frameworks, leveraging centralized control and programmability
of intelligent control to achieve robust and adaptive QoS optimization. This method not
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only enhances the intelligence and cost-effectiveness of industrial network scheduling
but also provides a novel technical approach and theoretical foundation for optimizing
communication systems in intelligent manufacturing.

The remainder of this paper is organized as follows: Section 2 reviews existing ap-
proaches for QoS routing optimization and robustness enhancement. Section 3 introduces
the proposed framework, which includes reinforcement learning preliminaries, a formal
problem definition, and an adversarial multi-agent architecture. Section 4 presents the
QoS optimization architecture built upon Adversarial Reinforcement Learning and formu-
lates the corresponding optimization model. Section 5 describes the experimental design
and evaluation metrics. Section 6 reports and analyzes the results. Section 7 concludes the
paper and outlines future research directions.

2. Related Work

To comprehensively understand the research progress in QoS routing optimization and ro-
bustness enhancement, this section provides a structured review from three perspectives:
QoS Routing Based on SPF and Heuristic Enhancements, Reinforcement Learning for
Adaptive QoS Routing, and Adversarial Learning for Robust Routing Policy Optimiza-
tion.

2.1. QoS Routing Based on SPF and Heuristic Enhancements

Shortest Path First algorithms and their variants have been widely adopted in traditional
IP networks. Representative protocols such as the Open Shortest Path First and Routing
Information Protocol [18] typically rely on single network metrics (e.g. , delay or band-
width) for path selection. While these approaches perform well under simple topologies
or controllable traffic conditions, they often lead to traffic concentration on specific links
in complex or high-load networks, causing congestion, unbalanced resource utilization,
and increased transmission delay[19].

To overcome these limitations, researchers have proposed several enhancements. For
instance, Smart OSPF adapts routing decisions by sensing global network states at the
destination, thereby achieving improved traffic distribution. In addition, heuristic opti-
mization algorithms—such as Ant Colony Optimization [20], Simulated Annealing [21],
and Genetic Algorithms [22] —have been introduced to improve path quality, reduce
packet loss, and balance network load [23]. However, these methods often suffer from
high computational complexity and low execution efficiency, making them difficult to
apply in latency-sensitive industrial networks with strict QoS requirements.

2.2. Reinforcement Learning for Adaptive QoS Routing

Reinforcement learning has emerged as a promising framework for sequential decision-
making problems and has been widely applied in network routing and traffic management.
By continuously interacting with the environment, RL agents autonomously learn policies
that adapt to dynamic network conditions and QoS constraints.

Prior work includes the algorithm proposed by Casas-Velasco et al. [24], which incor-
porates link state information to mitigate congestion caused by traffic aggregation. Sim-
ilarly, Sendra et al. employed RL to predict underlying network behaviors and improve
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bandwidth scheduling under the intelligent control architectures [25]. Nevertheless, tradi-
tional Q-learning methods encounter scalability issues in large state-action spaces, as the
Q-table quickly becomes prohibitively large, limiting practical deployments in large-scale
networks.

To address these limitations, Deep Q-Networks [26,27] utilize deep neural networks
to approximate Q-values, enabling efficient learning in large-scale topologies such as
NSFNET and ARPANET [28]. However, DQN is prone to overestimating the value func-
tion, leading to sub-optimal policy decisions and reduced training stability.

2.3. Adversarial Learning for Robust Routing Policy Optimization

Adversarial Learning [29,30], initially inspired by Generative Adversarial Network (GAN)
[31,32], has gained significant traction in improving model robustness and generalization.
In classical GAN frameworks, a generator and a discriminator are trained in opposition:
the generator aims to produce realistic samples, while the discriminator distinguishes real
from fake data. This adversarial training paradigm enables models to resist external per-
turbations better and adapt to diverse inputs.

In recent years, adversarial mechanisms have been increasingly applied in reinforce-
ment learning to enhance policy robustness in dynamic and potentially adversarial en-
vironments [14,33]. Specifically in routing optimization, adversarial training allows the
simulation of environmental disturbances and policy deviations, encouraging agents to
learn resilient and adaptive strategies [34,35]. For example, adversarially trained poli-
cies demonstrate more stable performance and enhanced QoS preservation in latency
manipulation or deceptive path guidance scenarios. In network control and scheduling,
Adversarial Reinforcement Learning (ARL) employs adversarial agents or discrimina-
tors to simulate disturbances and non-stationary dynamics, enabling the learning agent
to develop more robust and adaptive strategies. For example, the Generative Adversar-
ial Reinforcement Learning Scheduling (GARLSched) algorithm [36] integrates a task
embedding–based discriminator to guide policy learning, thereby improving convergence
stability and adaptability to unseen workloads.

3. Methodology

This section presents the proposed framework, beginning with an overview of reinforce-
ment learning theory. We formalize the problem by defining the state space, action space,
and reward function. Then, we detail the adversarial multi-agent architecture, elaborat-
ing on the learning mechanisms and interactions among the target policy agent, task-level
attacker, and cost-level attacker. This framework aims to achieve robust scheduling opti-
mization under multi-dimensional disturbances, providing theoretical support for subse-
quent experimental validation.

3.1. QoS-Aware Routing Optimization via Reinforcement Learning

Reinforcement learning is an interactive learning paradigm based on the Markov Decision
Process (MDP)[37]. The MDP problem is typically defined as a tuple:

ξ = ⟨S,A,P,R, γ⟩ . (1)
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Fig. 1. Overview of the Adversarial Critic-Coordinated Actor (ACCA) architecture for
secure deep reinforcement learning. The framework comprises a target policy agent and
two adversarial agents (task attacker and cost attacker), all interacting with the intelligent
control plane via an actor-critic learning scheme

where S denotes the state space, A the action space, P : S × A × S → [0, 1] is the
transition probability function, R : S × A → R is the reward function, and γ ∈ (0, 1] is
the discount factor. At time t, the agent observes state st ∈ S, selects an action at ∈ A
based on policy π, transitions to st+1 according to P , and receives reward rt = R(st, at).
The objective is to learn an optimal policy π∗ that maximizes the expected cumulative
discounted reward:

π∗ = argmax
π

E

[ ∞∑
t=0

γtrt

]
. (2)

The above Markov decision process formulation provides a general mathematical
foundation for bandwidth regulation for wireless power communication networks. To ap-
ply it effectively, we need to instantiate its core components — namely, the state space,
action space, and reward function — in accordance with the characteristics of data trans-
mission and remote control tasks in smart substations.

State: In the network, the state reflects multi-dimensional performance metrics and
flow scheduling information. At time t, the global state is defined as:

st = {xt
e | e ∈ E}, xt

e = [dte, U
t
e, p

t
e, q

t
e] . (3)

where dte denotes link delay, U t
e the bandwidth utilization, pte the packet loss rate, and qte

the queue length at link e. These are collected by the intelligent controller via OpenFlow
statistics and LLDP probes, ensuring comprehensive network observability.

Action: The action defines a selection of routing paths for multiple concurrent flow
requests. Given a request dk with candidate path set Pk = {p1k, p2k, . . . , pKk }, the action at
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time t is:
at = {pk | pk ∈ Pk, k = 1, 2, . . . ,M} . (4)

where M is the number of active flows. The agent learns optimal path assignments to
balance QoS requirements and system robustness. For example, a video stream from host
H1 to H8 may have two candidate paths p11 = H1–S1–S3–S6–H8, offering low latency but
high load, and p21 = H1–S2–S5–S6–H8, offering higher stability but slightly longer delay.
The agent learns to balance such trade-offs to satisfy QoS requirements while maintaining
network robustness.

Reward: The reward encourages the agent to select paths that meet QoS constraints
while being robust against disturbances. We define the reward as the negative total path
cost under the perturbed network state s̃t:

J(pk, s̃t) =
∑
e∈pk

(
λ1d

t
e + λ2(1− U t

e) + λ3p
t
e + λ4q

t
e

)
. (5)

rt = −
M∑
k=1

J(pk, s̃t) = −
M∑
k=1

∑
e∈pk

(
λ1d

t
e + λ2(1− U t

e) + λ3p
t
e + λ4q

t
e

)
. (6)

In the above formulation, J(pk, s̃t) represents the weighted cost of flow k along the se-
lected path pk, incorporating st. The parameters λ1–λ4 control the relative importance
of these metrics in the overall cost, balancing multiple performance objectives such as
latency, bandwidth efficiency, and reliability. By taking the negative of the total path cost,
the reward function encourages the agent to select routing paths with lower delay, reduced
packet loss, and higher bandwidth utilization.

The actual network state under the influence of perturbations is defined as:

s̃t = st + ηr · δTt + ηc · δSt . (7)

Here, δTt and δSt represent task and cost perturbations, with ηr and ηc as their respective
intensity coefficients. Weights λi reflect the relative importance of each QoS metric.

3.2. Adversarial Reinforcement Learning Architecture

To enhance the robustness of network scheduling strategies, we develop a multi-agent
adversarial reinforcement learning framework. The overall framework mainly consists of
three components: the environment, the agents, and the replay buffer. The agent module
comprises a target policy agent and two adversarial agents — a task-level attacker and
a cost-level attacker, as illustrated in Fig. 1. All agents are constructed using actor-critic
architectures and are jointly deployed within the control layer to enable coordinated ad-
versarial training:

– Task Attacker: Mimics performance degradation by injecting perturbations (e.g.,
traffic bursts), aiming to minimize the long-term reward.

– Cost Attacker: Simulates cost threats such as packet drops or congestion injection,
aiming to maximize a long-term cost.

– Target Policy Agent: Learns robust routing decisions to maximize the cumulative
reward under adversarial conditions.
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The adversarial training process among the three agents drives the target policy to
progressively adapt to dynamic perturbations, thereby ensuring resilient and stable traffic
scheduling in the presence of adversarial disruptions.

Task Attacker: The task attacker is modeled using an actor-critic framework, where
the actor approximates the task perturbation policy πtask to generate effective disturbances
that degrade task performance. The critic network estimates the long-term discounted task
reward function Qr as:

Qr(st, ata) = Eb

[
T∑

t′=t

γt′−tr(st′ , ata′)

]
. (8)

where Eb denotes the empirical expectation over trajectories sampled from the experience
buffer.

The critic is trained by minimizing the mean squared error (MSE) loss:

LQr = MSE (Qr(st, ata), rt + γQ′
r(st+1, π

′
task(st+1))) . (9)

where Q′
r and π′

task respectively represent the target critic and target actor networks.
The actor is updated by minimizing the negative value estimated by the critic, with

the loss function defined as:

Lπtask = Eb [Qr(st, πtask(st))] . (10)

The optimal task perturbation policy is obtained by:

π∗
task = argmin

πtask
Lπtask . (11)

Cost Attacker: The cost attacker also adopts an actor-critic framework, where the
actor learns a perturbation policy πcost aimed at maximizing long-term cost through ad-
versarial perturbations.

The critic network estimates the discounted cumulative cost Qc as:

Qc(st, ac) = Eb

[
T∑

t′=t

γt′−t c(st′ , ac′)

]
. (12)

where c(st, ac) denotes the penalty for violating constraints at time t, and Eb is the em-
pirical expectation over sampled trajectories.

The critic is optimized by minimizing the mean squared error (MSE) between pre-
dicted and target costs:

LQc
= MSE

(
Qc(st, ac), ct + γ Q′

c(st+1, π
′
cost(st+1))

)
. (13)

where Q′
c and π′

cost are the target critic and actor networks, respectively. The actor updates
its policy to maximize the expected long-term cost estimated by the critic:

Lπcost = Eb [Qc(st, πcost(st))] . (14)

The optimal cost attack policy is defined as:

π∗
cost = argmax

πcost
Lπcost . (15)
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Target Policy Agent: The target policy agent also follows an actor-critic framework,
where the actor learns a routing policy πtarget to generate path selection actions, and the
critic estimates the long-term discounted difference between cumulative reward and safety
cost, denoted as Qrc:

Qrc(st, at) = Eb

[
T∑

t′=t

γt′−t (r(st′ , at′)− c(st′ , at′))

]
. (16)

Here, r(st′ , at′) is the immediate reward, c(st′ , at′) is the safety cost, γ is the discount fac-
tor, and Eb[·] denotes the expectation over the policy distribution. This evaluation function
provides long-term optimization signals to the actor, enabling the agent to select robust
paths that satisfy both QoS requirements and network safety in dynamic environments.

The critic network is trained by minimizing the mean squared error between predicted
and target values:

LQrc = MSE
(
Qrc(st, at), rt − ct + γQ′

rc(st+1, π
′
target(st+1))

)
. (17)

The actor is optimized to maximize the expected utility output from the critic, using the
following loss:

Lπtarget = −Eb [Qrc(st, πtarget(st))] . (18)

The optimal target policy is thus obtained by:

π∗
target = argmax

πtarget
Eb [Qrc(st, πtarget(st))] . (19)

Final Action Composition: In actual agent-environment interaction, the action exe-
cuted by the system is the combination of the target policy and perturbations introduced
by the task and cost attackers:

at = πtarget(st) + ηr · πtask(st) + ηc · πcost(st) . (20)

Here, ηr and ηc are the scaling coefficients for the task and cost perturbations, re-
spectively. The influence of these perturbations on system performance will be further
investigated through ablation studies in subsequent sections.
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Algorithm 1 Adversarial Reinforcement Learning-based QoS Optimization (ACCA)
1: Input: Network topology G(V,E), initial QoS parameters θ, convergence threshold ϵ.
2: Output: Optimized routing policy π∗

3: Initialize actor network πθ and critic network Qω

4: Initialize attacker agents At (task attacker), As (cost attacker)
5: Initialize experience replay buffers Dπ , Dt, Ds

6: for each training episode do
7: Initialize episode cumulative reward R and cost C
8: Initialize trajectory buffer b
9: *************************************

10: Data Collection Stage
11: *************************************
12: for each time step t do
13: Observe current network state st
14: Sample actions at = πθ(st), ata = At(st), ac = Ac(st)
15: Combined action: atotal

t = at + ηrata + ηcac

16: Execute atotal
t and observe next state st+1, reward rt, and cost ct

17: Update episode totals: R = R+ rt, C = C + ct
18: Store (st, at, ata, ac, st+1, rt, ct) in trajectory buffer b
19: end for
20: Add trajectory b to experience buffers Dt, Dta, Dc

21: *************************************
22: Actor-Critic Training Stage
23: *************************************
24: Sample mini-batches from Dt, Dta, Dc

25: ******** Task-level Attacker Update ********
26: Update critic Qr with loss LQr via Eq.8
27: Update task attacker At with loss Lπtask via Eq.10
28: ******** Cost-level Attacker Update ********
29: Update critic Qc with loss LQc via Eq.12
30: Update cost attacker Ac with loss Lπcost via Eq.14
31: ******** Target Policy Update ********
32: Update combined critic Qrc with loss LQrc via Eq.17
33: Update actor πθ with loss Lπtarget via Eq.18
34: if convergence criterion |∆J(πθ)| < ϵ is satisfied then
35: break
36: end if
37: end for
38: Return Optimized policy π∗ = πθ

The process of learn robust scheduling policies under multi-dimensional network dis-
turbances is shown in Algorithm 1. The algorithm consists of two main stages: Data Col-
lection and Actor-Critic Training. During the data collection stage, the target policy agent
generates actions based on the current network state, while the task-level and cost-level
attacker agents introduce perturbations. The combined actions are applied to the network
environment, and the resulting state transitions, rewards, and costs are recorded in tra-
jectory buffers. These trajectories are stored in experience replay buffers for subsequent
training.
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In the actor-critic training stage, the task-level and cost-level attacker agents are up-
dated to maximize adversarial objectives, enhancing the network’s robustness against dis-
turbances. Simultaneously, the target policy agent is updated using the combined critic
to optimize reward and cost objectives. This iterative training process continues until the
policy converges, yielding an optimized routing policy that achieves robust QoS perfor-
mance under dynamic and uncertain network conditions.

Fig. 2. The QoS optimization architecture for heterogeneous factory networks under in-
telligent control

4. QoS Optimization with ACCA

This section proposes a QoS optimization architecture based on Adversarial Reinforce-
ment Learning, aiming to address the challenges of maintaining robust bandwidth control
in wireless power communication networks. First, we present the architectural design and
define the key network components. Then, a formal QoS optimization model is developed
to provide the theoretical foundation for intelligent and resilient bandwidth scheduling
under dynamic channel conditions and network disturbances.
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4.1. ARL-Driven QoS Optimization Architecture

With the rapid evolution of wireless power communication networks, ensuring stable and
efficient data transmission has become a fundamental requirement for modern smart grids
and power systems. Diverse traffic types coexist in such networks, including real-time
monitoring signals, control commands, and high-volume measurement data. These ser-
vices impose heterogeneous Quality of Service requirements, where latency, bandwidth
utilization, and reliability are especially critical since they directly affect grid stability
and system responsiveness. However, traditional QoS-aware routing and bandwidth allo-
cation strategies often fail to cope with the dynamic wireless environment, interference,
and potential adversarial disruptions. This motivates the design of intelligent and robust
optimization architectures, where adversarial reinforcement learning can provide adaptive
decision-making for QoS-driven bandwidth regulation in WPCNs.

Conventional static scheduling strategies and basic reinforcement learning methods
often fail to maintain robust performance in highly dynamic network states and the pres-
ence of multiple sources of disturbances (e.g., traffic bursts, link anomalies, malicious
attacks). To address this, we design a multi-agent QoS optimization architecture based
on ARL, as illustrated in Fig. 2, which integrates the benefits of heterogeneous factory
networks, intelligent centralized control, and adversarial learning.

The architecture consists of three layers:

– Data Plane: Composed of OpenFlow-enabled virtual switches, responsible for effi-
cient packet forwarding and traffic processing.

– Control Plane: Consists of intelligent controllers that periodically transmit Link
Layer Discovery Protocol packets and use echo mechanisms to monitor network
topology and link states dynamically. Port statistics are collected to extract key met-
rics such as bandwidth utilization, packet loss rate, and queue length.

– Decision Plane: Hosts ARL-based agents that leverage global network state infor-
mation from the control plane to learn robust path selection and traffic scheduling
strategies. This layer includes one target policy network and two adversarial net-
works that simulate task-level and cost-related disturbances. The adversarial outputs
are weighted and injected into the network state to guide robust policy learning un-
der complex and dynamic environments. Finally, flow table rules are generated by
the intelligent controller based on the agent’s outputs, enabling unified encapsulation
and dynamic configuration across the data link (e.g., MAC address, VLAN ID), net-
work (e.g., IP address), and transport layers (e.g., TCP/UDP ports), forming a flat and
intelligent factory network.

4.2. QoS Optimization Modeling

In wireless power communication networks, the dynamic nature of spectrum usage and
energy constraints leads to constantly evolving network states, while the QoS demands
of different data flows vary significantly. Particularly in mission-critical scenarios such
as industrial monitoring and autonomous unmanned systems, the network must achieve
efficient and robust bandwidth allocation under constraints like interference, delay, and
limited wireless resources.
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Algorithm 2 QoS Optimization with ACCA
Require: Network graph G(V,E), flow request dk = (sk, tk)
Require: Disturbance coefficients ηr, ηc
Require: Learning rates αp, αT , αC

Ensure: Robust routing policy πθ

1: Initialize policy network πθ , task attacker AT , cost attacker AC

2: Initialize replay buffer D
3: for each training episode do
4: Observe network state st
5: Adversarial disturbance generation
6: δTt ← AT (st) via Eq.8
7: δSt ← AC(st) via Eq.12
8: s̃t ← st + ηrδ

T
t + ηcδ

S
t via Eq.23

9: QoS cost evaluation
10: for each path pk ∈ Pk do
11: Compute link metrics {de, Ue, pe, qe}
12: Evaluate path cost J(pk, s̃t)
13: end for
14: Policy decision
15: Sample/select path pk ∼ πθ(s̃t)
16: Apply forwarding rule to data plane switches
17: Environment feedback
18: Observe reward rt ← −J(pk, s̃t) and next State st+1 via Eq. 5
19: Store transition (st, s̃t, pk, rt, st+1) into D
20: Joint update
21: Sample minibatch B ⊂ D
22: θT ← θT + αT∇θT LT (B)
23: θC ← θC + αC∇θCLC(B)
24: θ ← θ − αp∇θLπ(B)
25: end for
26: Return πθ

We model the wireless power communication network as an undirected graph G =
(V,E), where V = {v1, v2, . . . , vM} denotes the set of nodes representing wireless power
communication devices (e.g., access points, relays, or terminals), and E = {e1, e2, . . . , eN}
denotes the wireless links subject to fading and interference. The network controller
leverages spectrum sensing and power feedback to monitor the topology and link-level
states, obtaining key metrics such as signal-to-interference-plus-noise ratio, residual en-
ergy, throughput, and queue lengths.

Each link e ∈ E at time t is described by a four-dimensional vector:

xt
e = [dte, U

t
e, p

t
e, q

t
e] . (21)

where dte is the LLDP-measured delay, pte is the packet loss rate, and qte is the queue length
as a measure of congestion. U t

e is the bandwidth utilization calculated as:

Uused
e =

∆Rx +∆Tx
∆t

, U t
e =

Uused
e

Be
. (22)
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Fig. 3. Performance of the proposed algorithm under the same disturbance coefficients ηr
and ηc with different learning rates α. (a) and (b) represent the reward and the average
network delay, respectively

Here, Be is the maximum bandwidth of the link, and ∆Rx, ∆Tx denote the bytes received
and transmitted during interval ∆t. The overall network state at time t is via Eq. 3.

For a given flow request dk, with source sk and destination tk, a set of candidate paths
Pk = {p1, p2, . . . , pK} is considered. A cost function quantifies the QoS of a path via
Eq. 5.

4.3. Adversarial Disturbance Modeling

In wireless power communication networks, link states are highly susceptible to various
disturbances, primarily stemming from spectrum dynamics and security threats. These
disturbances can be categorized into communication-level fluctuations and adversarial
cost attacks. The former, denoted by the vector δTt , captures uncertainties such as channel
fading, spectrum contention, and traffic bursts. The latter, denoted by δSt , represents ma-
licious behaviors including jamming, interference injection, and bandwidth occupation
attacks. Under such disturbances, the actual network state can be expressed as:

s̃t = st + ηr · δTt + ηc · δSt . (23)

where ηr and ηc are disturbance coefficients controlling the intensity of task and cost
perturbations. These perturbations may increase delay, reduce bandwidth availability, in-
crease loss rates, and lengthen queues, thus impacting routing decisions and QoS perfor-
mance.

Optimization Objective: Given disturbed state modeling, the objective is to learn a
robust routing policy π that minimizes the expected path cost under adversarial condi-
tions.

min
π

Eδt [J(pk, s̃t)] . (24)

subject to:
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– Valid probability distribution over path selection:
∑K

k=1 wk = 1, wk ≥ 0
– QoS constraints: J(pk, s̃t) < Lmax
– Link capacity constraint: U t

e < 1,∀e ∈ pk
– Robustness requirement: |J(pk, s̃t)− J(pk, st)| ≤ ϵ

The algorithm 2 outlines the core inference procedure of ACCA, detailing the complete
operational sequence from state acquisition to adversarial interaction and final path selec-
tion. This optimization framework provides the theoretical foundation for learning robust
ARL-based bandwidth regulation policies, enhancing both the reliability and security of
resource allocation in wireless power communication networks.

Fig. 4. Sensitivity analysis of the proposed algorithm under varying task perturbation co-
efficient ηr and cost perturbation coefficient ηc: (a) average episodic reward heatmap; (b)
average episodic cost cost heatmap

5. Experiments

This section presents a comprehensive set of experiments designed to evaluate the effec-
tiveness of the proposed ACCA approach. The experiments aim to analyze three aspects:
the convergence behavior of the algorithm, its sensitivity to perturbation parameters, and
its performance compared with baseline methods. All evaluations are conducted in a uni-
fied simulation environment using standard QoS-related metrics, including reward value,
end-to-end latency, load balancing, and throughput.

5.1. Experimental Environment

To evaluate the effectiveness of the proposed method in the context of bandwidth reg-
ulation for wireless power communication networks, we developed a simulation testbed
using the Mininet network emulator in combination with the Ryu intelligent controller.
The simulated environment represents a smart substation scenario, where heterogeneous
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devices, including intelligent electronic devices, sensors, actuators, and control terminals,
are interconnected. The network adopts a hybrid wired/wireless topology supporting mul-
tiple communication protocols, including IEC 61850, Modbus, Wi-Fi, and TCP/IP.

Small-scale Mininet topology: The network topology consists of 6 switches and 8
hosts, forming a hybrid wired/wireless architecture that emulates the heterogeneous com-
munication environment of a power communication network. Among the hosts, different
roles are assigned to reflect real-world scenarios, including phasor measurement units
(PMUs), protection relays, intelligent electronic devices (IEDs), and remote monitoring
terminals. Flow request rates range from 10 Mb/s to 120 Mb/s, supporting both low-
latency monitoring signals and high-throughput control or protection data streams.

Large-scale Mininet topology: To further assess scalability and robustness, addi-
tional experiments were conducted on an extended topology with up to 20 switches and
32 hosts, introducing more complex interconnections and traffic dynamics.

This multi-scale experimental configuration enables the simulation of diverse traffic
conditions under different operational states—such as routine monitoring, demand re-
sponse, fault detection, and emergency control—providing a realistic and comprehen-
sive basis for assessing bandwidth regulation and QoS optimization strategies in wireless
power communication networks.

Table 1. Routing Performance Comparison on Small-scale and Large-scale Mininet
Topologies at 120 Flows/s

Method Load Imbalance(%) Throughput (Mbps) network latency(ms)
Small-scale Mininet topology

OSPF 0.75 60 116.25
DQN 0.55 63 115.25
A3C-MSO 0.50 68 114.64
ACCA 0.31 72 113.14

Large-scale Mininet topology
OSPF 0.83 68 131.32
DQN 0.62 73 128.79
A3C-MSO 0.57 78 124.98
ACCA 0.40 84 122.18

5.2. Experimental Setup

The proposed ARL algorithm is implemented in PyTorch. The key hyperparameters are
set as follows: learning rate α = 0.001, discount factor γ = 0.95, exploration rate ϵ =
0.4, and replay buffer size of 2000. To evaluate the performance and convergence of the
model, the average reward is recorded every 100 training episodes as a measure of policy
improvement. Each experiment is performed with a single random seed over 1200 training
steps, allowing the algorithm to interact with the simulated network environment and
progressively optimize the scheduling policy.

To comprehensively evaluate the approach, three primary performance metrics are
used:
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– End-to-end latency – the average per-flow transmission delay, reflecting the effi-
ciency of data delivery.

– Load balancing – measured by the standard deviation of link utilization, indicating
the distribution of traffic across the network.

– Network throughput – the total amount of successfully transmitted data over the
network, representing bandwidth utilization.

During training, the ARL agent interacts with the network environment, selects ac-
tions based on the learned policy, and receives feedback in the form of rewards. This pro-
cess enables the agent to adaptively adjust routing decisions, reducing latency, balancing
load, and maximizing throughput.

5.3. Baseline Methods

To evaluate the performance of the proposed ACCA algorithm, we compare it against the
following baseline approaches:

– OSPF – a widely used static routing protocol that determines paths based on link-
state information. OSPF does not adapt dynamically to varying traffic loads, serving
as a baseline for conventional routing performance.

– DQN – a reinforcement learning–based routing method that leverages deep Q-networks
to learn optimal forwarding policies. By approximating the Q-function with neural
networks, DQN can handle high-dimensional state spaces more effectively than tra-
ditional Q-learning. However, it often suffers from unstable convergence and limited
generalization in large-scale or highly dynamic network scenarios, serving as a rep-
resentative baseline of value-based RL approaches.

– A3C-MSO – an advanced RL-based QoS optimization approach designed for deter-
ministic networking. It employs an asynchronous advantage actor–critic architecture
with multipolicy learning, enabling joint routing and scheduling optimization. A3C-
MSO improves modeling and generalization in complex network environments by
incorporating graph convolutional networks for topology representation.

These baselines enable us to systematically evaluate the algorithm’s advantages in
terms of load balancing, latency reduction, and throughput maximization under dynamic
network conditions.

6. Results and Analysis

6.1. Convergence and Robustness Evaluation

To evaluate the training stability and convergence capability of the proposed algorithm un-
der perturbation environments, we first conducted a systematic assessment of the impact
of different learning rates on training performance under fixed disturbance coefficients
(ηr = 0.5, ηc = 0.5). Experiments were performed with a single random seed over 1200
training steps, recording the trends of average episodic reward and link latency to mea-
sure the convergence speed and stability of the model. As shown in Fig. 3, the algorithm
achieves optimal performance at a learning rate of α = 0.0005, exhibiting faster conver-
gence, lower final network latency, and more balanced load distribution. During the initial
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Fig. 5. Comparative performance evaluation of routing algorithms under varying traffic
demand and training progress: (a) Network load imbalance versus traffic demand; (b)
Network throughput versus traffic demand; (c) Average network latency during training
versus training steps

training stage (approximately steps 0–50), transient congestion caused by traffic surges re-
sulted in increased latency and decreased rewards; subsequently, the model progressively
captured the network dynamics and optimized its policy. The reward curve stabilized be-
tween steps 400 and 600, with a significant reduction in latency, indicating that the policy
had essentially converged and maintained stable performance thereafter.

After determining the optimal learning rate, we conducted a perturbation sensitivity
study to systematically evaluate the robustness of the proposed algorithm under various
combinations of the task perturbation coefficient ηr and the cost perturbation coefficient
ηc, each ranging from 0.1 to 0.9. For each parameter pair, experiments were repeated three
times with different random seeds, training for 500 episodes per run. Both the average
episodic reward and average cost were recorded and visualized using heatmaps.

As shown in Fig. 4, the reward heatmap indicates that high-reward regions primar-
ily cluster near the anti-diagonal of the perturbation coefficient grid, particularly when
ηr ≤ 0.3 or ηr ≥ 0.7. This suggests that the policy performs stably and achieves supe-
rior performance under relatively weak or strong task perturbations. In contrast, moderate
perturbations (e.g., ηr ≈ 0.5) tend to disrupt learning, resulting in degraded policy perfor-
mance. This phenomenon provides a possible explanation for the observed results: under
weak perturbations, the environment is close to its nominal state, allowing the agent to
learn the optimal policy with stable convergence. Under moderate perturbations, the agent
receives conflicting signals—perturbations are strong enough to interfere with learning
but insufficient to induce robust policy adaptation, resulting in suboptimal performance.
Under strong perturbations, the agent is compelled to account for a broader range of po-
tential environment variations during training, thereby enhancing the robustness of the
learned policy and yielding higher rewards.

The cost heatmap further shows that the algorithm maintains low or near-zero average
cost across most perturbation combinations, indicating robust cost defense. Elevated costs
mainly occur at the boundaries ηc ≤ 0.4 and ηc ≥ 0.8, where the former corresponds to
insufficient perturbation for effective threat recognition, and the latter reflects excessive
perturbation that destabilizes training. Overall, these results highlight the nonlinear rela-
tionship between perturbation intensity and policy performance, suggesting that both very
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weak and extreme perturbations can be beneficial for learning stable and robust policies.
In contrast, moderate perturbations may negatively affect performance.

In summary, comprehensive analysis identifies the optimal disturbance parameter con-
figuration as task perturbation coefficient ηr = 0.8 and cost perturbation coefficient
ηc = 0.4. Under this configuration, the algorithm strikes a balance between high reward
acquisition and low cost, demonstrating robust and effective performance in uncertain
environments.

6.2. Comparative Performance Evaluation

After tuning key hyperparameters, we benchmark the proposed method against several
baseline approaches under both small-scale and large-scale network settings. As sum-
marized in Table 1, in the large-scale topology (20 switches and 32 hosts), all methods
exhibit consistent performance trends with the small-scale case (6 switches and 8 hosts).
Specifically, at a flow rate of 120 flows/s, ACCA achieves the lowest load imbalance at
0.40%, while A3C-MSO shows a higher imbalance of 0.57%. Similarly, ACCA attains
the highest throughput of 84 Mbps, exceeding the 78 Mbps achieved by A3C-MSO, and
maintains the lowest network latency at 122.18 ms compared to 124.98 ms for A3C-MSO.
Compared to the small-scale topology, absolute values such as load imbalance and latency
are slightly higher, and throughput is somewhat lower due to increased network depth and
path diversity. Despite this, the relative performance advantages of ACCA remain con-
sistent across topologies. Therefore, for clarity, only the small-scale Mininet results are
illustrated in Fig. 5.

As shown in Fig. 5(a), the degree of load imbalance increases with traffic demand
across all methods. However, the growth rate differs significantly. OSPF exhibits a sharp
rise in imbalance under high loads, indicating its inability to balance traffic adaptively due
to its static nature. The DQN-based method alleviates imbalance more effectively than
OSPF, as it leverages deep Q-learning to explore adaptive routing decisions. However,
its value-based learning framework often leads to unstable convergence, and the achieved
balance is still inferior to that of actor–critic approaches. The A3C-MSO method achieves
a better balance than both OSPF and DQN across all flow rates, demonstrating stronger
adaptive capabilities. In contrast, the algorithm consistently maintains the lowest load
imbalance, even under extreme conditions (e.g., 120 flows/sec), validating its superior
congestion awareness and dynamic routing capability.

Fig. 5(b) further compares the throughput performance of the four methods under
increasing traffic. OSPF shows saturation in throughput at medium to high load levels,
while the DQN method achieves improved bandwidth utilization but suffers from unstable
performance under bursty traffic. The A3C-MSO approach outperforms both OSPF and
DQN, but the proposed ACCA method delivers the highest throughput across all flow
levels, with the most pronounced improvements observed in the 60–120 flows/sec range.
This confirms its effectiveness in handling complex network dynamics and adversarial
perturbations, maximizing resource usage, and enhancing overall QoS.

Fig. 5(c) illustrates the evolution of the average network latency during training un-
der the four routing strategies. As a static protocol, OSPF exhibits a relatively smooth
but steadily increasing delay trend throughout the training process, indicating its limited
adaptability. The DQN method exhibits significant fluctuations during training, reflecting
its unstable convergence behavior. Although it can reduce latency compared to OSPF, it
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fails to achieve consistent long-term improvements. In contrast, the A3C-MSO method
shows a rapid increase in latency during the initial training stage, followed by partial
stabilization in later stages; however, it still maintains a relatively high average delay.
Notably, the algorithm demonstrates a brief fluctuation in the early stage, but quickly
converges after approximately 400 steps and consistently maintains the lowest average la-
tency thereafter. Throughout the entire training process, ACCA outperforms OSPF, DQN,
and A3C-MSO, highlighting its superior capability in adapting to network dynamics and
learning efficient routing policies, thereby effectively alleviating network congestion and
enhancing data transmission efficiency.

7. Conclusion

We addressed the problem of bandwidth regulation in wireless power communication net-
works by proposing an adaptive routing optimization method based on Adversarial Rein-
forcement Learning, achieving joint optimization of Quality of Service and network cost.
By incorporating the task perturbation factor ηr and the cost perturbation factor ηc, the
method simulates bandwidth fluctuations and potential attacks in dynamic and uncertain
network environments, thereby enhancing the agent’s capability to perceive network state
changes and adapt its policies accordingly. A robust training mechanism is also designed
to improve the stability of policy convergence and its generalization performance.

The proposed method demonstrates significant potential in optimizing key metrics
such as bandwidth allocation, link load balancing, and latency, indicating that the adver-
sarial mechanism can effectively improve network resource utilization and enhance policy
robustness. Nonetheless, the current perturbation model does not fully capture complex
attacks, such as time-varying disturbances and intelligence-induced perturbations. The
single-agent training framework also faces scalability limitations in multi-controller and
multi-path scenarios, which are typical of wireless power communication networks.

Future work will consider integrating Graph Neural Networks or Multi-Agent Re-
inforcement Learning frameworks to enhance the model’s representational capacity and
decision-making efficiency in large-scale heterogeneous networks. Moreover, the explo-
ration of explainability mechanisms will be pursued to improve the transparency and au-
ditability of routing policies, providing more reliable support for practical deployment in
wireless power communication networks.
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